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Preface

The 1st Workshop on Service Assurance with Partial and Intermittent Resources
(SAPIR 2004) was the first event in a series introducing the concept of pi-resources
and bridging it with the emerging and important field of distributed and heavily
shared resources.

The topics concerning this event are driven by a paradigm shift occurring in the last
decade in telecommunications and networking considering partial and intermittent
resources (pi-resources). The Internet, converged networks, delay-tolerant networks,
ad hoc networking, GRID-supporting networks, and satellite communications require
a management paradigm shift that takes into account the partial and intermittent
availability of resources, including infrastructure (networks, computing, and storage)
and service components, in distributed and shared environments.

A resource is called partial (p-resource) when only a subset of conditions for it to
function to complete specification is met, yet it is still able to provide a (potentially
degraded) service, while an intermittent or sporadic resource (i-resource) will be able
to provide a service for limited and potentially unpredictable time intervals only.
Partial and intermittent services are relevant in environments characterized by high
volatility and fluctuation of available resources, such as those experienced in
conjunction with component mobility or ad hoc networking, where the notion of
traditional service guarantees is no longer applicable. Other characteristics, such as
large transmission delays and storage mechanisms during the routing, require a
rethinking of today’s paradigms with regards to service assurance and how service
guarantees are defined.

Several aspects and challenges in defining, deploying, and maintaining partial and
intermittent resources that may collocate with traditional resources have been
identified. The pi-resources can support new types of applications, and may require
semantics, models, and associated management mechanisms. Most of the currently
known paradigms may be revisited in the light of pi-resources.

Pi-resources are present in ad hoc, sensor, and overlay networks, as well as in co-
operative and adaptive applications. It is estimated that implications in several areas
are unavoidable: (i) on current communication protocols, security, and middleware,
(i1) on QoS, and traffic modeling, (iii) on the architecture of network devices and
networks, and (iv) in intermittent GRID services and architectures.

Other well-known mechanisms may require certain adaptation: (i) traffic analysis
under sporadic data transfer, and (ii) service-level agreement (SLA) for partial and
intermittently available behaviors.
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Additionally, procedures to identify and discover pi-resources may differ from the
classical ones: (i) adaptive time-out discovery mechanisms, (ii) hybrid sequential and
parallel processing, and (iii) new semantics of high availability.

The management of pi-resources faces additional challenges when considering (i)
context-aware resources, (ii) user behavior, (iii) autonomic pi-components, and (iv)
management of mobile pi-resources, including accounting fault/alarm processing,
performance evaluation, metering, etc.

For SAPIR 2004, submissions covered topics on bandwidth allocation, policy-based
operations, service monitoring, intelligent architectural systems, mobility and wireless
protocol aspects, and performances across heterogeneous domains. The authors made
a substantial contribution in highlighting particular aspects related to pi-resources,
even though sometimes the linkage was not explicit.
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Fair Bandwidth Allocation for the Integration
of Adaptive and Non-adaptive Applications

R.M. Salles' and J.A. Barria®
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22290-270 - Rio de Janeiro - Brazil
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j.barria@imperial.ac.uk

Abstract. In this paper we present a framework to mediate the alloca-
tion of bandwidth between adaptive and non-adaptive applications. The
approach is based on utility function information and provides fair allo-
cation solutions. Novel aggregate utility functions are proposed to allow
the solution to scale according to the number of individual flows in the
system and to facilitate implementation using common network mecha-
nisms. Numerical results confirm the advantage of using our proposal to

avoid the starvation problem whenever adaptive and non-adative flows
share network links.

1 Introduction

The convergence trend towards IP technology has facilitated the deployment of
environments where a wide variety of applications, ranging from highly adaptive
to strict real-time, coexist and have their traffic transmitted over the same net-
work infrastructure. In this case, as opposed to the homogeneous scenario, the
amount of resources required by each type of application to perform well may
differ substantially imposing extra difficulties to the resource allocation problem.

Besides the natural appeal to allocate resources in the most efficient ways, it is
equally important to avoid that an individual (or a group of individuals) is over-
penalised when compared to others. The work in [1] studied dynamic inter-class
resource sharing under a routing perspective. It was found that when routing is
carried out in order to optimise the performance of a given class, the congestion
experienced in other classes usually worsen. Similarly, in [2] it was called the
attention to integration problems between QoS and best-effort traffic given their
contradictory goals. By giving absolute priority to QoS traffic, applications that
use best-effort service or lower priority classes may starve. Likewise, in [3] it was
shown that gross allocation problems arise when mixing in the same network,
data traffic transmitted over TCP with multimedia traffic transmitted over UDP:
TCP flows are throttled while UDP traffic dominates the resources.

All the above-mentioned problems illustrate the lack of fairness in the net-
work specially when different types of applications coexist. In this paper we

P. Dini et al. (Eds.): SAPIR 2004, LNCS 3126, pp. 1-12, 2004.
© Springer-Verlag Berlin Heidelberg 2004



2 R.M. Salles and J.A. Barria

propose a framework to mediate the allocation of network resources using utility
function® information. Utility functions provide a common ground where the
performance of different types of applications can be related and fair allocation
solutions can be obtained.

Although our scheme is general, we concentrate on the integration of two
opposite types of applications: adaptive — described by strictly concave utility
functions (e.g. best-effort), and non-adaptive — described by step utility functions
(e.g. real-time) [4]. Aggregation techniques are proposed so that individual flows
are aggregated into a single flow and utility function, which allows algorithms
and mechanisms to operate at the aggregate level. In this sense, our approach
scales as the number of individual flows in the system increases.

Section 2 explains the concept of fairness and shows how it relates to util-
ity functions in order to determine the bandwidth allocation criterion. Section 3
proposes new aggregation techniques that benefit from the limiting regime ap-
proximation to simplify the solution. A numerical experiment is carried out in
Sect. 4 to illustrate the advantages on using our approach to avoid the best-effort
starvation problem. The paper ends with the conclusion in Sect. 5 and with the
appendix that proves an important result obtained from the limiting regime
assumption.

2 Fairness and Utility Functions

Fairness is naturally associated to the concept of equity. For instance, consider
a situation where goods are to be divided among identical agents, it is expected
that a fair decision would be: “divide the goods in equal parts”. However, such
symmetrical distribution does not seem to hold as a fair solution for every situ-
ation, particularly the ones where agents have different characteristics and pref-
erences (different utilities). For those types of division problems more elaborated
criteria are necessary.

The bandwidth allocation problem can be formulated as a division problem
under the framework of social choice theory and welfare economics [5]. A common
approach to tackle such problems is to apply the Pareto Criterion: “an allocation
is Pareto Efficient if no one can improve his benefit without decreasing the
benefit of another”. A solution based on this criterion can be achieved from the
maximisation of the sum of all agent utility functions [6],

N
; 1
max )  u(,1) (1)
i=1
where u(z, 1) is the utility function associated to agent %, & the allocation vector,
and S the set of feasible allocations given by the limited network resources. The
main concern, however, is that there is no fairness component embedded in the

% In general terms, a function that represents how each agent perceives quality accord-
ing to the amount of allotted resources
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solution since the Pareto Criterion takes no interest in distributional issues no
matter how unequally the solution may arise [7]. For instance, an allocation
where agent ‘A’ gets all resources while agent ‘B’ gets nothing may still be
Pareto Efficient. Moreover, there may be several Pareto solutions or even infinite
depending on the type of utility functions and problem considered.

The previously developed theory of fairness may provide other better suited
criteria to sort out the allocations specially when agents are different (different
applications). One of the most widely accepted concept of fairness is due to Rawls
[8]: “the system is no better-off than its worse-off individual”, i.e. it implies the
maximization of the benefit (utility) of the worse-off agent,

max min{u(w, )} (2)

It is also known as the egalitarian principle since it usually leads to the equal-
ization of utilities in the system. Utility equalization has already been applied to
other bandwidth allocation problems [9] and we also adopt it here to guarantee
fairness to the solution.

To apply the criterion it is first necessary to associate an utility function
to each application. In the networking area adaptive applications that generate
elastic traffic are generally associated to strictly concave utility functions to
indicate that improvement on performance due to additional bandwidth is higher
whenever the application has been allocated a smaller amount of resources. Using
the TCP flow model proposed in [10], the work in [11] derived utility functions
for general TCP applications that conform to the strictly concave assumption.
Figure 1 (a) illustrates a plot of such functions.

— : ; . .
1 -
08 1
E E osf :
5 v b = 512Kbps
04 - .
0.2 F |
0 L L | 'S L 1 L 0 T L L
20 30 40 50 60 70 BO 90 100 a 200 400 B00 800 1000
BANDWIDTH (Kbps) BANDWIDTH (Kbps)
(a) adaptive flow (b) non-adaptive flow

Fig. 1. Utility functions for adaptive and non-adaptive applications.

On the other hand, non-adaptive applications cannot adapt to changes in per-
formance transferring to the system the burden to allocate the required amount
of bandwidth b to them. If the amount of allotted bandwidth is lower than
requested (< b) there will be no utility for the applications whereas more band-
width than requested (> b) will not provide gains in performance. These applica-
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tions are generally associated to step utility functions [4] as the one in Fig. 1(b).
It can be observed that such functions do not facilitate the allocation problem
and the integration with adaptive applications. For instance, there is no way to
apply the egalitarian principle unless all utilities are 1 (100% of performance).
Utility aggregation techniques studied in the next section overcome this difficulty
and also guarantee scalability to the approach.

3 Utility of the Aggregate

Applications may have their individual traffic flows aggregated into a singe flow
to reduce the amount of information used by management procedures and to
simplify network mechanisms. In this case, to apply the allocation criterion an
utility function should be also determined for the aggregated flow.

For the adaptive applications studied in Sect. 2 it can be seen that the same
type of utility function can be used for the aggregate [11]. Let us assume that
n adaptive flows are using the end-to-end path p, let z; be the allocation of
flow i and u{x;, ) its utility function. By the egalitarian criterion we must have
u(z;, 1) = u(z;, j) for any other flow j, and thus z; = z; = x since their utility
functions are identical. Hence, the aggregate flow on path p is allocated X, = nx
and can be associated to an utility function u(Xp,p) which is identical to any
u(z;, §) with the x-axis multiplied by n.

The procedure just described does not serve for the case of non-adaptive
applications since it will also produce a step utility function for the aggregate.
The utility of an aggregate of non-adaptive flows does not seem to be described
by such binary relations. Given their strict requirements non-adaptive flows are
subjected to admission control procedures in order to guarantee the requested
QoS (step utility function). The relationship between flows that go through and
flows that are blocked provides the key issue to establish the aggregate utility.
In other words, the amount of aggregate traffic effectively transmitted through
the network should indicate the utility experienced by the aggregate as a whole
according to network services.

A similar idea was proposed in [12] as a future work for their resource al-
location scheme. The authors realised that since individual non-adaptive flows
cannot be constrained (their rate cannot be reduced in response to congestion)
a better way to control such traffic is by grouping individual flows into trunks
(path aggregates) and control the total rate occupied by trunks through call
admission process.

From the aggregate viewpoint the utility should be expressed by the rela-
tion between the aggregate carried traffic (C.T.) and the aggregate offered traffic
(O.T.) so that if all offered traffic is accepted and resources allocated to conform
with individual requirements, the aggregate may have reached 100% of satisfac-
tion. In this sense, different levels of satisfaction (utility) can be associated to
other percentages. Figure 2 illustrates such function where r is given by the ra-
tio C.T./O.T. In this particular case the aggregate level of satisfaction (utility)
increases in the same proportion (linear) as the network is able to carry more of
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its traffic. Also, when just 50% or less of its offered traffic is carried there will
be no utility for the aggregate.

0.8

06 -

UTILTY

04

02 F

o L 1 1 L I L
02 D3 04 05 06 07 0B 08 1
r=C.TJ/O.T.

Fig. 2. Utility function for the aggregate of non-adaptive flows.

Note that the parameter 1 —r represents the blocking probability and can be
used to relate the aggregate utility with the allotted bandwidth. Assume that
each aggregate s is allocated a certain amount of bandwidth X in all the links
along its path so that links reserve the required resources based on a complete
partitioning approach. This system can be described by the Erlang Model [13]
with blocking probabilities given by

pye
A
qs = 1—rs= Ns i (3)
Yito &
where p, represents the offered traffic (O.T.), and N, = | X;s/bs| the maximum
number of individual flows that aggregate s may have for the reserved X,. Once
ps 1s determined, the utility function for the aggregate can be expressed as a
composite function of X,:

aggregate utility: u(rs(Xs, p,), ) (4)

From the egalitarian criterion the bandwidth allocation solution for a system
where an aggregate j of adaptive flows and an aggregate s of non-adaptive flows
share the same path, is given by:

U(Xj’j) = U(TS(Xsy ps)s 3) (5)
Thus, X; and X, must satisfy

plXs/bal
X, /bs |1 _ )

thsfbs:_ﬂg: +u (w(X;,5),8) =1 (6)
1=0 il

where C is the minimum capacity among the links along the path. Given p,
and by, it is difficult to find and also unlikely to exist X; and X; satisfying (6)—
(7). Although we managed to derive utility functions for the aggregates of non-
adaptive flows that could be expressed in terms of the allotted bandwidth X,
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the composite relation in (4) make those utility functions not directly applicable
to our allocation scheme.

However, from [14] it was shown that expressions can be strongly simplified
if the network is assumed to be in the limiting regime, i.c. when Ny = | X,/b,]
is large and p; > N, (these two conditions are likely to be verified in today’s
backbone links). In this case the following approximation is valid (see proof in
the Appendix):

X
NS — 8
s (8)
With the approximation above,
X
U(T'S(Xs, ps)a 5) ~U (b > 73> (9)
3P

Therefore we eliminate the need for the composite relation and the utility of the
aggregate can be directly obtained as a function of bandwidth without using
the intermediate equation in (3). Equation (8) provides a straightforward way
to relate the parameter r with the bandwidth allotted to the aggregate. From
the egalitarian criterion, X; and X, are now obtained from:

u(Xj,5) = w(Xs/bsps, 8) (10)
X;+X,=C (11)

which can be solved for continuous and monotone utility functions employing
simple computational methods (e.g. Newton’s method, non-linear programing
techniques [15], piecewise linear approximation [9]).

The solution of (10) provides a fair (in the Rawlsian sense) allocation of net-
work resources between adaptive and non-adaptive flows. Note that our approach
works at the aggregate level and so it is only necessary to use information from
aggregate utility functions. The number of adaptive flows n and offered traf-
fic p should be determined in advance in order to obtain aggregate utilities for
adaptive and non-adaptive flows respectively. Simple estimation procedures may
be employed in this case, for instance the number of adaptive flows n may be
estimated from the scheme in [16] and p using the maximum likelihood estimator
proposed in [17]. After new estimates are obtained, (10) should be solved again
to generate updated allocations. Finally those allocations can be implemented in
network links using scheduling mechanisms, for instance weighted fair queueing
with weights w; = X;/C and ws = X,/C.

4 Numerical Results

Consider a bottleneck network link of capacity C = 1Gbps being crossed by
adaptive and non-adaptive flows. Assume adaptive flows described by utility
functions as in Fig. 1(a) and non-adaptive flows associated to step utility func-
tions with b = 512Kbps as in Fig. 1(b). The utilities of the aggregates are ob-
tained as described in the last section.



Fair Bandwidth Allocation 7

The starvation problem becomes evident when the load of non-adaptive traf-
fic increases. This type of traffic is subjected to admission control schemes and
after a non-adaptive connection is accepted resources should be reserved to guar-
antee the requirements on bandwidth, & = 512Kbps. If admission decisions are
taken without considering the other types of traffic already in the system, non-
adaptive flows start to seize all the resources and starve the background traffic.
Such behaviour is illustrated below.

Let adaptive and non-adaptive connections arrive in the system according
to a Poisson process of rate A, and have their dwelling time given by an expo-
nential distribution of mean 1/u. Table 1 presents 10 different scenarios of study
where offered load of non-adaptive traffic is increased to reflect a different con-
gestion scenario in the bottleneck link. The second column in the table gives
the normalised offered loads for non-adaptive traffic (NA) and the third column
presents the loads due to the adaptive traffic (A). Note that the overall traffic
load posed by non-adaptive traffic is given by bp.

Table 1. Load settings for the scenarios

Scenario p=A/u (NA) p=XApn (A)

1 100 10000
2 500 10000
3 1000 10000
4 1500 10000
5 1540 10000
6 1560 10000
7 1580 10000
3 1600 10000
9 1800 10000
10 2000 10000

Figure 3(a) shows the mean utility achieved by each type of traffic after a pe-
riod of simulation lasting 1000 sec. Figure 3(b) plots the percentage of link utili-
sation due to adaptive and non-adaptive traffic. It can be seen for Scenario 1 that
both aggregates reach maximum utility since the offered load of non-adaptive
traffic is still small allowing all non-adaptive traffic to be carried (no flow is
blocked). From Fig. 3(b) we see that the small traffic posed by non-adaptive
flows leave the link almost free for the adaptive flows, which also experience a
very high utility in this case.

In fact, for all the scenarios there is almost no blocking for the non-adaptive
flows and thus the aggregate achieves high utilities (r & 1). It is only in Sce-
nario 10 that some blocking occur for non-adaptive flows. On the other hand,
adaptive flows are constrained at each scenario and use the resources left by the
non-adaptive flows. Since adaptive flows do not have reserved resources their
utility decreases as the load of non-adaptive traffic increases. This behaviour
characterises the starvation problem. Note that from Scenario 8 onwards the
utility of adaptive flows is zero since there is not enough resources to provide
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their minimum requirements (22Kbps, see Fig. 1(a)) thus adaptive flows are com-
pletely starved.

1 | 100F L
[ Nan-Adaptive £
0.8 Bl Adaptive £ 80 0
g L} =] Norl-AdapliueJ
Z0.6) 5 60| Bl Adaptive
5 H
o4t § 401
&
£
02 | 3 20
o Il | 0 .
1 2 3 4 5 6 7 & 8 10 1 2 3 4 5 6 7 g 9 10
Scenarios Scenarios
(a) utilities (b) % link BW

Fig. 3. Utility achieved and link bandwidth utilised by non-adaptive and adap-
tive aggregates

One way to avoid starvation is to partition link capacity so that a fixed
amount of bandwidth is dedicated to serve adaptive connections. This solution
was suggested in [18] and provides a simple implementation. The next six figures
present the results obtained for three different cases: when 25% of link capacity
is reserved for adaptive traffic (Fig. 4), when 50% of link capacity is reserved for
adaptive traffic (Fig. 5), and finally when 75% is reserved for the adaptive traffic
(Fig. 6). In all these cases, adaptive flows may continue to use spare resources
not used by the non-adaptive flows, however non-adaptive flows cannot seize
resources from the adaptive partition. Therefore, it is expected higher blocking
and lower utilities for non-adaptive flows than in the results just presented.

Figure 4 shows a better picture regarding the performance achieved by adap-
tive flows. Their utilities were increased at the expenses of some reduction in
the utility of the non-adaptive aggregate. In fact, for most scenarios and spe-
cially for Scenarios 9 and 10 blocking probabilities for the non-adaptive flows
were increased (utility function decreased) since they were only allowed to use
up to 75% of the link bandwidth. The reservation of 25% of the link capacity
to adaptive flows indeed provided a better solution in terms of the trade-offs
between adaptive and non-adaptive flows performance.

When 50% of the link capacity is reserve for adaptive flows (Fig. 5), the
performance of non-adaptive traffic is significantly impacted. From Scenario 4
onwards blocking probabilities experienced by non-adaptive flows are high caus-
ing the aggregate utility to decrease. In Scenario 10 the aggregate is not even
able to carry 50% of its traffic and thus according to the function in Fig. 2 there
is no more utility obtained from the service. Figure 5(b) shows that from the
point where non-adaptive loads reaches 1000 in Scenario 3 both aggregates use
all the available partitions in full in order to serve their flows.
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In the case when 75% of link capacity is reserved for adaptive flows (Fig. 6),
the performance achieved by non-adaptive traffic is very poor. What was sup-
posed to be a protection mechanism for adaptive flows against starvation turns
out as an unbearable service for non-adaptive traffic. It can be seen from Fig. 6(a)
that there is no utility for the non-adaptive aggregate when its load reaches 1000,
from Scenario 3 onwards. On the other hand, adaptive flows performance is very
good since for all the scenarios they almost reach maximum utility.

According to the results presented the fixed partition solution has proved to
be sensitive to changes in traffic loads. If the partitions are not adequate for
the current network scenario they may even cause the opposite effect: severe
degradation in non-adaptive traffic performance. For this solution to be effective
partitions should be dynamically updated as traffic loads fluctuates. We now
show how our approach based on the egalitarian criterion can be used to provide
more convenient solution for the starvation problem.

From Fig. 7(a) it can be seen that the utilities achieved by both aggregates
were almost the same characterising a fair distribution of resources. Both types
of traffic had their performance degraded in the same proportion as the loads
were increased. Under our solution there is no situation where a given traffic ex-
periences good performance while the other type of traffic is starving. Figure 7(b)
shows the reserved partitions necessary for each aggregate to provide the utility
levels presented in Fig. 7(a). For this particular case we considered two extra
scenarios, where the offered loads of the non-adaptive traffic were increased even
more: p = 2500 (bp = 1.25Gbps) for Scenario 11 and p = 3000 (bp = 1.5Gbps)
for Scenario 12. Even for this two extremely congested scenarios our algorithms
were able to provide utility for the flows when using the network.
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5 Conclusion

We proposed a framework to provide fairness in the allocation of network re-
sources between different contending applications. Novel aggregate utility func-
tion techniques were developed to integrate non-adaptive flows with their adap-
tive counterparts under the egalitarian criterion. Such techniques benefited from
the limiting regime assumption providing simple solutions and practical imple-
mentations. Numerical results showed that our solution is more adequate than
fixed partition in order to avoid starvation problems and unbalanced solutions.
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Appendix

Let N = |X/b|, the Limiting Regime is achieved when N — oo with p >
N, which represents congested network backbone links. From [19] we have the
following Erlang B equivalent formula,

B(N,a)™! =/ et (1+ —) dt (12)
0 [4]
Let o= i;)’— <1,
h at\V
B(N,p)™ 1= / et (1 + —) dt (13)
0 N
in the limit as N grows,
. N ~1 _ e —t 1e a.t N
Jim BN, 2y = /0 et Jim (1 + W) dt (14)
= / e te*idt = / ele~Dtgy (15)
0 0

Since (a — 1) <0 we have,
1 ( y — — a — —_ a

Thus, blocking probabilities converges to 1 — g‘—p, which completes the proof O
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Abstract. In this paper we present a bandwidth reservation protocol
called BRulT designed to operate in mobile ad hoc networks. The proto-
col is provided together with a policy-based outsourcing model enabling
context-aware reservation authorization.

Introduction

Mobile ad hoc networks are an evolution of wireless networks in which no fixed
infrastructure is needed. Nodes communicate directly between each other, with-
out the need for a base station. Most of the works in ad hoc networks have
been dedicated to routing problems. The field of QoS providing is still widely
open. But this issue is very challenging in ad hoc networks where the badwidth
is scarce, the packet transmissions are more subject to errors and the network
is highly dynamic.

In this paper, we present a bandwidth reservation framework for ad hoc
networks that includes a reservation protocol that is strongly coupled to an
authorization framework implemented within the management plane using a
policy-based approach.

The paper is organized as follows. After a quick overview of QoS in the
context of mobile ad hoc networks, Section 1 describes the reservation protocol.
The management plane for this protocol together with its implementation is
described in section 2. The paper concludes with a summary of the presented
framework together with the identification of some future work.

1 BRulT: A Bandwidth Reservation Under InTerferences
Influence Protocol for Ad Hoc Networks

In [1], Wu and Harms classify the QoS solutions in ad hoc networks into four
categories: QoS models, Mac QoS protocols, signaling protocols and QoS rout-
ing protocols. QoS models consist in architectural concepts that define the QoS

* This work was done in the context of the RNRT project SAFARI.

P. Dini et al. (Eds.): SAPIR 2004, LNCS 3126, pp. 13-20, 2004.
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providing philosophy. Two actual solutions fit into this category: FQMM ([2])
and 2LQoS ([3]). Mac QoS protocols can be seen as the tools that are used to
effectively provide QoS. Many works have been made in this field, especially
on how to provide mac-level priorities between mobiles and/or flows. Different
works can be found in [4, 5, 6, 7]. QoS signaling protocols define sets of con-
trol packets that are used to manage the network. These control packets can be
used to convey information on the amount of resources available, to establish
and maintain routes, to propagate topology, etc. Different signaling protocols
are described in [8, 9, 10]. QoS routing is probably the most active of the QoS
for ad-hoc networks sub-domains. Many directions are explored to enhance the
discovery and maintenance of routes matching a particular criteria. In order to
find these routes, the protocol should be able to perform admission control. This
means that these protocols need accurate information on the network state and
they need to share a common policy. Therefore, control information might need
to be exchanged, adding to the cost of the route finding process. The works of
[11, 12, 13] propose such QoS routing protocols. In all the protocols previously
mentioned, mobiles accept or reject traffic according to their local state, i.e. to
their one hop neighborhood. Admission control is performed using information
on the available bandwidth, the delay and/or the stability with one hop neigh-
bors. None of these protocols consider the interferences phenomenon that can
occur in radio networks. For instance, with the 802.11 standard, even if two
transmitting mobiles are too far from each other to communicate, they may still
have to share the bandwidth, due to radio signal propagation laws, making dif-
ficult the evaluation of the the bandwidth available for the applications.

BRuIT has been designed with the aim of providing bandwidth reservation
to the applications considering interferences influence. The first description of
BRulT has been given in [14]. This protocol consists basically in a reactive
routing with quality of service based on each node’s state.

BRulT defines a signaling protocol to bring information to the mobiles on
their neighborhood. The goal of these exchanges is to evaluate the amount of
bandwidth used in a neighborhood larger than one hop in order to take into ac-
count the bandwidth wasted by interferences. Simulations and experiments we
have carried out indicate that the interfering area is about two times larger than
the communication area. Therefore, in BRulT, each mobile evaluates its avail-
able bandwidth according to the used bandwidth in its two hops neighborhood.
To maintain this knowledge, each mobile periodically emits a signaling packet
containing information on its used bandwidth and its one hop neighbors’, as
shown in Figure 1. Thus, each mobile periodically gets the knowledge on the
bandwidth used by its two hop neighbors and can then use this information for
admission control.

The routing part of the protocol is reactive. The route research consists in
the flooding of a route request with QoS requirements. When a mobile receives
such a request, it performs an admission control based on the large knowledge
previously described. If the admission control fails, the request is simply not for-
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Fig. 1. Propagation of information in the two hops neighborhood

warded. When the destination receives such a request, it also performs admission
control and, if the control succeeds, replies with a route reply on the reverse path.
Mobiles on the path receiving this route reply verify the availability of resources
before forwarding the message. If this check fails, an error message is sent to
the source that can then initiate a new route research, otherwise the mobile
reserves the required bandwidth, as shown in Figure 2. When the route reply is
received by the source, the communication can begin until there is no more data
to transmit, or until the route no longer satisfies the negotiated criteria. If the
communication ends normally, the source sends a message on the path to free
the resources.

RREQ(A,F)

‘l

S

Fig. 2. Route research and reservation process

When a mobile on an active route moves, the quality of the route may be
degraded or the route may even get disconnected. When a mobile cannot reach
the next mobile on an active route anymore, it has to find a new route to the
destination. Two alternatives are possible: it can try to repair the initial route by
trying to join a mobile farther in the route or compute a new feasible route from
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the breaking point; the source or mobiles in the path may also store alternative
routes in case of link failure. If the route remains connected but the quality of
service requirement is not satisfied anymore, the route shall also be recomputed.
This situation can easily happen when a mobile transmitting some traffic moves
so that it begins interfering with a previously accepted transmission. The two
solutions proposed above can be applied but there may not exist any other routes
between the source and the destination. Moreover, the route reconstruction is an
expensive process. BRulT proposes another alternative consisting in a degrada-
tion of the flows: when a mobile notes a quality degradation on one of its route,
it shall downgrade its flows’ bandwidth allocation levels. This process is iterated
until a stable situation is reached.

This mechanism requires that applications specify, in addition of their desired
rate, the minimal rate under which they can not operate and the amount of
bandwidth that can be removed at each degradation step. A mobile that degrades
its flows must inform the other mobiles on the route so that they take the
corresponding measures. When the disruption has disappeared, the mobile may
restore its flows by the same incremental steps until the initial rate is reached.

2 A Policy Based Management Framework for BRulT

To allow context-aware reservation decisions, they need to be performed in
the management plane. To this end we extended the policy-based management
framework defined within IETF to ad hoc environments and defined the usage
of the Common Open Policy Service in the context of BRulT. These extensions
are described in this section.

2.1 Policy-Based Management and Ad Hoc Networks

The policy based management approach for network emerged (see [15]) as a scal-
able solution towards the management of large networks. It is based on pushing
more intelligence in the network using a set of policies for its management.
These policies are specified by a network manager, and installed on one or sev-
eral locations called Policy Decision Points (PDP). Agents located on devices
are responsible to connect to these PDPs and either retrieve their corresponding
policies or outsource the decisions concerning policies to these entities. Policies
are mapped to a device specific configuration and enforced on these devices
by the agents (called Policy Enforcement Points: PEP). The communication be-
tween a PDP and a PEP has been standardized by the IETF under the Common
Open Policy Service Protocol (COPS) specification ([15]). This protocol offers a
set of predefined primitives used to establish connections and manage them and
provides the possibility to transport user-defined objects between a PEP and
a PDP. In order to extend policy based management to ad-hoc infrastructures,
several issues must be dealt with:

— PDP bootstrapping. A new node joining an ad-hoc network needs to know
the address and identity of the PDP.
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— Management traffic discrimination. Traffic used for management purpose
should be differentiated with respect to ordinary data traffic.

— Moderate bandwidth overhead.

— Specific COPS extensions/adaptations support. The COPS protocol must
be adapted with target deployment specific features.

Existing work on policy based management approaches for ad-hoc networks
is relatively modest. An adaptation of the SNMP framework is described in
[16], while a mobile agent management infrastructure is described in [17]. All
these approaches rely on clustering within the management plane to reduce the
management traffic while maintaining accurate state and connectivity among
the management entities (manager/policy decision points and agents/policy en-
forcement points). The extension of policy based management for enterprise level
ad-hoc infrastructures is addressed in [18], while clustering techniques for man-
agement interactions are considered in [19]. Our approach for extending policy
based management architectures in ad-hoc network is based on integrating radio
level information and ad-hoc routing protocols within the management plane.
In this context, BRulT is typically a good candidate to be considered as a foun-
dation for the management infrastructure.

2.2 The BRulT Management Plane

In line with the current approaches towards extending policy based management
to ad-hoc topologies, we define a node architecture (see Figure 3) together with
BRulT specific objects for COPS. The software architecture is composed of
several modules:

— a BRulT communication module responsible with the BRulT inter-node sig-
naling.

— a self-configuration layer required to bootstrap the PDP within an ad-hoc

network. The major functionality of this module is to determine the IP
addresses of peer PDPs whenever a node joins an existing network in order
to establish a management session.
— The current bootstrapping strategy is relatively simple: as soon as a node
joins an ad-hoc network, it obtains from each link level neighbor the known
PDP addresses and the required estimated hop-count to them. The closest
PDP is selected to connect to. This association can change over time: if a
new PDP node joins the network and gets closer to an existing PEP, the
latter can request to connect to this PDP. The self-configuration module
is concerned basically with associating PEPs to PDPs such that localized
grouping based on topological distances is possible.

— A Policy Enforcement Point responsible to grant/deny connection estab-
lishment requests and path reservation requests. In fact, whenever a BRulT
message is received by the BRulT module, it is forwarded to the PEP. The
latter might request a decision from the PDP, or might directly decide how
these requests should be treated.



18 C. Chaudet et al.

Several interfaces between the modules are defined:

— The interface between the BRulT module and the PEP comprises five ex-
changed message types:

1. Route request sent by a node to find a route towards another node.
Parameters included in this message include the required bandwidth,
source address, target address, receiving interface and last forwarding
node.

2. Reservation request used to reserve a path traversing several nodes. Addi-
tional parameters in this message are related to target/source addresses,
route identification, receiving interface, and the next hop.

3. Neighborhood messages containing radio level link state information about
the neighborhood of a node.

4. Route state messages describing the possible degradation of an existing
route traversing the node.

5. Decisions from the PEP to the BRulT module regarding the processing
of a flow.

— The interface between the PEP and the self-configuration layer. This in-
terface is very simple, consisting in the information about PDPs available
at the self-configuration layer. However, more complex interfaces could be
designed, similar to the ad-hoc approach presented in [18].

~ The COPS-extension required for the communication between the PEP and
the PDF. This extension is straightforward. The COPS standard defines the
possibility to encapsulate application specific requests/decision in COPS.
In our case, these requests concerned the information obtained from the
interface with the BRUIT module. The application specific decisions are
simple install/discard decisions.

Configuration
Layer

BRUIT-PEP
Interface

BRUIT Module

Fig. 3. Ad-hoc node architecture
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In its initial implementation, the management plane works in a full outsourc-
ing model over the entire ad hoc network. This means that every node in charge
of processing a bandwidth reservation request interacts at least once with the
PDP to get a decision concerning the processing of the request (accept and
propagate, deny the reservation). While this has the advantage of enabling a
fine grained decision capability to the decision point, it has the disadvantage
in the current BRulT model to generate a very large message traffic overhead
(namely twice the number of nodes within the network) which is unacceptable
for a management overhead. This limitation can be solved through several pos-
sible changes in the decision distribution approach. One of them is to obtain
the decision from the PDF only in the initiating node and then propagate the
reservation request within the network together with its authorization. Another
approach is to enter a provisioning model where policies are pushed into the de-
vices and then decisions are taken locally. The various alternatives are currently
under evaluation within the project.

Conclusion

In this paper we have presented a full bandwidth reservation framework in ad hoc
networks featuring both a reservation protocol and the associated management
plane.

The bandwidth reservation protocol called BRulT, is based on extended
neighborhood information to provide accurate information on the load of the
radio medium. With this knowledge, the applications have better guarantees on
the required bandwidth.

The management plane architecture is based on an extension of the COPS
framework within an ad-hoc network. This extension is centered around two
major principles. Firstly, radio level parameters are included as core building
blocks of management policies. These parameters and an additional signaling
support are provided by the BRulT component. Secondly, the classical policy
management framework is adapted to the case of a dynamic infrastructure. This
is done by extending the simple device architecture with a self-configuration
layer. This layer is responsible to dynamically bind PEPs to PDPs. A partial
implementation of our architecture was developed in Java (based on the JCAPI-
COPS API developed at UQAM).

As already stated in the previous section, the current implementation of the
management plane, a full outsourcing model is available. In the near future,
alternative models will be offered to reduce the management traffic overhead.

Acknowledgement. Many thanks to Mrs. Hannane OUIMINA for her im-
plementation of the COPS extension.
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Abstract. In this paper, we propose a novel dynamic traffic bandwidth
allocation method for network congestion control where the network traffic is
modeled by a multifractal process. The network traffic is assumed to present
the same correlation structure as the multifractional Brownian motion (mbm),
which is characterized by its Holder exponents. The value of the Holder
exponent at a given time indicates the degree of the traffic burstiness at that
time. Based on the mBm correlation structure, a mean-square error discrete-
time k-step traffic predictor is implemented. The predictor was applied at
dynamic bandwidth allocation in a network link and several simulations were
accomplished in order to verify how effective the proposed method is.

1 Introduction

Nowadays communication networks support a number of different applications, each
of these requiring specific QoS. Traffic management and control mechanisms should
be implemented in the networks in order to guarantee the necessary service quality.
These mechanisms should be able to deal with highly complex traffic and an accurate
traffic modeling can improve its efficiency.

Some works such as Leland et al [1] have demonstrated that network traffic
exhibits self-similar properties. Self-similar traffic models are capable of capturing
the traffic burstiness only over long time scales. In order to take into account the
overall behavior of network traffic, a correct short time scale characterization is
needed. In recent years many works have shown that the overall broadband traffic
behavior is conveniently described using the multifractal analysis [2], [3].

Mainly because of its simplicity, the fractional Brownian motion (fBm) has been
the most broadly applied fractal model [1], [4]. Peltier and Levy Vehel [5] have
proposed the multifractional Brownian motion (mBm), by generalizing the definition
of the fBm with Hurst parameter H, to the case where H is no longer a constant but a
function of the time index of the process. In fBm as well as in mBm, the value of H(?)
function at a certain time is equivalent to the Holder exponent, indicating the
regularity ofthe process at that time. Since fBm has a constant H parameter value, the
pointwise regularity of an fBm process is the same all along its path, which limits its
field of application.

P. Dini etal. (Eds.): SAPIR 2004, LNCS 3126, pp. 21-30, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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In this paper we propose a mean-square error k-step predictor for the mBm process
following its application to real traffic prediction. To achieve this goal we rely on the
explicit formula for the correlation structure of a mBm process presented in [6], and
model the network traffic series by the mBm process. We have used the predictor
output to adaptively estimate the transmission bandwidth of a single queue system.
Furthermore, using the estimated bandwidth values we propose a dynamic bandwidth
allocation scheme and compare its performance against a static bandwidth allocation
scheme.

2 Properties of the Multifractional Brownian Motion

Let (X dy) and (Y,dy be two metric spaces. A function f: X — Y is called a Holder
function of exponent > 0, if for each x,y € X such that dy (x,y)<1 we have:

dy (f(x), fP) Sedy(x,y)F | 6))

for some constant ¢ > 0.

Let H: [0,0) —> [a,b] = (0,1) be a Holder function of exponent #> 0. For ¢ > 0, the
following random function W is called multifractional Brownian motion with
functional parameter H:

0 t
Wi )= ﬂ(t_s)H(t)—l/Z _(_S)H(t)—1/2ldas) + J‘(t_ S)H(t)—1/2 dBs) @)

0

where B denotes ordinary Brownian motion.

From this definition, it can be seen that mBm is a zero mean Gaussian process
whose increments are in general neither independent nor stationary. When H(t)=H for
all z, mBm is just fBm of exponent H.

The main feature of the mBm process is that its Holder regularity varies in time
and is equal to H(?). This is in sharp contrast with fBm, where its Holder exponents
are constant and equal to H. Thus, while all properties of fBm are governed by the
unique number H, a whole function H(?) is available in the case of mBm. This is
useful in situations where one needs a fine modeling of real signals.

A. Ayache and Lévy Vehel [6] have obtained explicit expressions for the
correlation of mBm, as stated the following:

Let X(t) be a standard mBm with functional parameter H(?), The correlation of
X(t) is given by:

CO}:Y(t,S) =aH(t),H(S))( tH(I)+H(s) +SH(t)+H(S) _'t __SIH(')"‘H(S)) , (3)
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where

JTQ2x+ D2y +sin(mx)sin()

D) ey + Do +)72)

4
with I" denoting the gamma function.

According to (3), the calculation of the autocorrelation requires the knowledge of
the Holder function H(t). In this work we have used a robust estimator proposed in
[7], which grants good accuracy on real signals.

3 Traffic Predictor

The mBm process is suitable for model the accumulated traffic. However, since we
are interested in predicting the original traffic trace and not in its accumulated
process, we have to focus our attention on the mBm increment process. As mentioned
previously, the mBm increments process is nonstationary. Therefore, the prediction of
such a process requires adaptive filter versions in order to track statistical variations
that arise when operating in this kind of environment.

Let X be a mBm process and Y its increments. By definition:

cory(t,s)=corx(t+1,s+1)- corg(t+1,8)- corx(t,s+1)+ corx(t,s) (5)

Since an explicit expression of the correlation for the mBm process is known and
given by (3), using (5) we can get the correlation value for the mBm increments.

We propose to update the filter coefficients based on the correlation values at the
current time. We implement a mean-square error k-step linear predictor Wiener filter
with p+1 coefficients, as the following [11]:

P
Hn+ky=Y c(Nx(n-J). ©)

j=0

It is well known that the coefficients for the k-step Wiener predictor are given by

c®=R"r, @)
with
c® =[c(0),c(D),....c(p)] ®
r=[R (k),R (k +1),..,R (k+ p)I ©)
R©O) R®@® - R(p)
R=| : : : (10)

R(p) R(p-1) -+ R.(0)
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where

¢’ - coefficient vector of the optimum filter

R - correlation matrix whose elements consist of the mean-square values of the
individual tap inputs, as well as the correlations between these tap inputs

r - cross-correlation vector whose elements consist of the correlations between the

k-step predicted value and the tap inputs

In our proposed predictor, the R,(.) elements are given by (5), where corx is given
by (3).

In order to quantify the prediction quality, we have adopted a performance
measure based on the mean-square error normalized by the process variance. The
normalized mean-square error (NMSE) is given by

NMSE = Bl + k) - X(n+k)’] a1
o

where 6is the variance of the sequence x(n).

In this paper we evaluate the effectiveness of our predictor for real traffic using
traces of actual Bellcore FEthernet traffic data (available from
http://ita.ee.lbl.gov/html/contrib/BC.html, files pAug.TL and pOct.TL). The data
consists of time stamps and lengths of one million subsequent packets. For
convenience, we have restricted our analysis to the first 3000 traffic samples under
100ms aggregation timescale. We have chosen the 100ms aggregation timescale
because it stays below the level of the fBm lower cut-off timescale. Erramilli et al in
[9] stated that the fBm lower cut-off is the transition timescale between multifractal
and self-similar scaling. Molnar et al [10] shows that multifractal scaling can be
observed even in timescales higher than the fBm lower cut-off timescale.

Table 1 shows the 1-step forward NMSE for both analyzed traffic traces, using a
predictor filter with 10 inputs. The values presented in Table 1 are slightly higher
than the values presented in [11] for the same traffic traces. Fig 1 shows the 1-step
prediction results for the [1500-1600] time interval of pOct.TL traffic trace.

Table 1. 1-step NMSE for Belicore traffic traces

pAug.TL  pOct.TL
NMSE 0.776 0.750

4 Dynamic Bandwidth Allocation

In general, high-speed network traffic is complex, nonlinear and nonstationary. These
characteristics can cause serious problems, resulting in severe buffer overflow, packet
loss, and degradation in the required QoS. An interesting proposal to minimize these
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problems is a dynamic resource allocation [11], [12], [13]. To this aim, our proposed
traffic predictor can be applied to dynamic bandwidth allocation, where instead of
allocating a static effective bandwidth, we adaptively change the transmission
bandwidth using predicted traffic demands (Fig. 2).

© - Oniginal
& - Predicted

Traffic volume (Bytes)

-1k L 1 1 L 1 L 1 1 1
1500 1510 1520 1530 1540 1550 1560 1570 1580 1590 1600
Time

Fig. 1. Prediction results for the [1500-1600] time interval of pOct.TL traffic trace. Original
traffic trace (circle) and predicted values (diamond)

te=G.max(X(n+), I=D,D+1,...,D+M-1)
»
x(t) ~

measurement dyhamic bandwidth
: s allocation
Lo
X(n+l)

adaptive multifractal-based
mean-square error predictor

Fig. 2. Dynamic bandwidth allocation scheme

Increasing bandwidth demand should be accommodated by various network
protocols. For instance, for a network-layer protocol, a dynamic rerouting scheme can
be used to obtain the required extra bandwidth. Although higher transmission
efficiency can be achieved by more frequent bandwidth adaptation, the adaptation
frequency is limited by the network protocol processing time. As a result, a suitable
trade-off between transmission efficiency and protocol processing efficiency in the
design of a dynamic bandwidth allocation scheme should be considered.
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A feasible adaptation bandwidth protocol processing time can be accomplished
through prediction schemes. In our proposed dynamic bandwidth allocation approach
we have used the novel adaptive predictor described in session 3. Fig. 3 shown
bellow gives better information about how the proposed dynamic allocation scheme
works.

In other words, in our proposed dynamic bandwidth allocation scheme, A and MA
denote the sample period and the periodic adaptation interval respectively (Fig. 3).
There will be a DA lead time for computation of the algorithm as well as the for the
network protocol processing of the bandwidth allocation. After this time, the
bandwidth value will be set to

tx = Gmax(¥(n+1), !=D,D+1,...,D+M-1) (12)

where %(n+1) is the [-step predicted value and G is a control parameter used mainly

to compensate high traffic burst not well predicted by the filter. In this work we have
chosen G=1.25 for our dynamic allocation scheme.

A: sampling period

Ma: bandwidth adaptation interval prediction of bandwidth:
?L\ [);:';F(Tt:lt}l pro.cf;:ssmg time Gmax! i_.l.( n+1). I=D.D+1 . .D+M-1}
: prediction point \
xG t

DA

A - -

A S R ) Gl s i S R R R T N S T R |
n ntD niDEMA1

f

Fig. 3. Bandwidth prediction scheme

S Experimental Investigation and Performance Evaluation

In our simulations we have used a bandwidth allocation scheme with a sample period
A equal to 0.1s, D=1 and M=4. Therefore, our predictor should estimate the traffic
values at 4 time steps forward. According to (12), each adaptation interval requires 4
prediction estimates, %(n+1), #n+2), X(n+3) and %x(n+4). The allocated

bandwidth for the next MA time period will be:



Predictive Dynamic Bandwidth Allocation 27

tx =1.25max®x(n +1),x(n+2),x(n+3),x(n+4)) (13)

In order to evaluate the suitability of our proposed predictor in the dynamic
bandwidth allocation scheme, we have done a performance test with the 4-step
forward predictor used in it. Table 2 shows the 4-step forward prediction NMSE

value for first 3000 samples at a 100ms timescale for the two considered Bellcore
traffic traces.

Table 2. 4-step NMSE for Bellcore traffic traces

pAug. TL  pOct.TL
NMSE 1.061 1.026

Let’s define the average link utilization ratio as:

_ Elg(n)]
Elb(n)] (14

where g(n) is the number of input bytes in the sample interval n and b(n) is the
allocated transmission bandwidth on this interval.

We can note that in an ideal situation where transmission bandwidth is
instantaneously updated by a predictor that could exactly estimate the input traffic,
the average link utilization is p =G =0.8. However, given the protocol processing
time needed and the existent prediction error, it should be expected that the obtained

values stay bellow 0.8. Table 2 shows the link utilization obtained for 3000 first
samples of the two Bellcore traffic traces analyzed.

Table 3. Average link utilization ratio

pAug. TL pOct.TL
NMSE 0.599 0.701

Concerning the dynamic bandwidth allocation scheme queueing performance, we
have compared the proposed scheme against a static bandwidth allocation one. In the
static allocation scheme we assign a fixed bandwidth during the entire service period.
This bandwidth was set in order to achieve same link utilization ratio o obtained with
the dynamic scheme. Two buffer cases were considered, a finite and an infinite buffer
case. The reason for these two buffer cases is to obtain the loss ratio (finite buffer
case) as well as the buffer size requirement and worst case delay (infinite buffer
case). For the finite buffer case the buffer size was set to 20% of the maximal trace
value for the first 3000 samples of the considered Bellcore traces.

The byte losses for the two bandwidth allocation schemes are presented in Table
3. Table 4 shows, to the infinite buffer case, the mean, variance and maximum of
queue length in bytes unit.
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Table 4. Byte loss: Allocation scheme comparison

pAug. TL pOct. TL
Dynamic 3.051e+3 7.829¢+5
Static 4.062e+6 3.754e+6

Table 5. Queue statistics: Allocation scheme comparison

Dynamic Static

pAug.TL  pOct.TL pAug. TL pOct. TL
Mean Length 1.474e+3  2.559e+3 3.579e+5 7.712e+3
Variance 2.460e+7  1.056et+8 2.335e+9 7.489e+8
Maximum length  7.875e+4  1.372et5 3.579e+5 2.135e45

As can be seen in the tables shown above, the dynamic bandwidth allocation
approach can improve performance results over a static bandwidth allocation scheme
under the same average link utilization ratio. The proposed dynamic bandwidth
allocation scheme can reduce the byte loss when compared against the static scheme.
Since the queue length statistics for the dynamic bandwidth allocation case are
shorter, we can expect that packets also suffer shorter delay when crossing the queue.
Fig. 4, 5 and 6 can give extra information about the proposed dynamic bandwidth
allocation performance. For the pOct.TL trace, figure 4 and 5 show how the byte
losses occur when the proposed dynamic and static allocation schemes are used. For
design purpose, it is convenient to know how the byte losses behave when the buffer
size varies. To this aim, Fig. 6 provides a byte loss versus buffer size comparison
against the dynamic and static bandwidth allocation approach, where the dynamic
approach had better performance results for all analyzed buffer length values.
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Fig. 4. Byte loss for each 0.1s using the proposed dynamic allocation scheme
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Fig. 5. Byte loss for each 0.1 s using the static bandwidth allocation scheme
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Fig. 6. Byte Loss x Buffer Size using pOct.TL: Dynamic bandwidth allocation (solid line) and
Static bandwidth allocation (dashed line)
6 Conclusion

In this work we have proposed a novel network traffic prediction method based on
multifractal traffic characteristics. A linear k-step forward Wiener predictor filter was
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designed assuming that network traffic presents the same correlation structure as the
multifractional Brownian motion (mBm) process. The experimental investigation
proved the proposed predictor effectiveness in matching traffic’s high variability.

Based on our novel predictor, a dynamic bandwidth allocation scheme was
proposed. The proposed scheme has proved to be a good resource maximization tool,
since it can improve the average link utilization as well as other performance
parameters. Several simulations were performed to compare the proposed dynamic
bandwidth allocation scheme against a static dynamic allocation. The simulation
results show that the dynamic scheme can improve the byte loss rate as well as the
transmission delay, possibly becoming a new solution for efficient network traffic
transmission.

Future work will focus on developing an analytical relationship between the
required QoS parameters and the proposed dynamic bandwidth control parameter G
(equation 12). Another extension to this work includes a better investigation about the
practical existing problems at a bandwidth adaptation on a real network.
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Abstract. Video and LAN traffics can be modelled as self-similar processes
and the Hurst parameter is a measure of the self-similarity of a process. The
purpose of this work is to use this characteristic of Internet traffic to optimise
the bandwidth utilization and consequently the network cost of Video on De-
mand Service Providers (VDSP). The work refers to one aspect of a global pro-
ject that specifies intelligent agent architecture to manage the relationship
among VDSP, Internet Service Providers (ISPs) and end-customers. In this pa-
per, we also discuss the egress traffic aspect of the VDSP and propose a neural
network approach to monitor and to estimate the nature of the egress traffic us-
ing the Hurst parameter. This approach takes into account the real MPEG-4
(Moving Picture Experts Group) streams with flow aggregated.

1 Introduction

With the explosive growth of the Internet and of private networks related to it, the
number of new demands has significantly increased. Low-volume Telnet conversa-
tions have been replaced by high-volume Web traffic and audio/video real-time ap-
plications that require an even higher network quality of service. In order to deal with
these demands, we need not only to increase the capacity of the Internet but also to
adopt accurate mechanisms to control the traffic.

This paper deals with the future Value Added Service Providers (VASP), especially
those providers willing to offer video on demand (VoD) and named in this work
VDSP (VoD Service Provider). This work is undertaken in the LSC Lab in the Vir-
tual Enterprise topic. This research aims to define a global architecture for VoD pro-
visioning and controlling based on agents technology. Hence a kind-of “Intelligence”
is introduced in the agents via leaning methods based on neural networks. The objec-
tive of this architecture is to allow VDSP to improve their business with a better con-
trol of their network resources while satisfying the request QoS to support video

* This work has been supported by CAPES (Brazil) under grant number 266/99-1.

P. Dini et al. (Eds.): SAPIR 2004, LNCS 3126, pp. 31-41, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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streaming. In the general business schema, VDSP will connect their premise network
to a particular Internet Service Provider (ISP) that provides the necessary bandwidth
to stream video and audio to their customers. The egress traffic from the VDSP do-
main is composed by a number of video streams requested by the various customers.
The classical approach for VDSP is to establish a contract with an ISP that specify the
performance parameters as well as the cost parameter to fulfil a certain bandwidth.
However, the main problem with this approach is that the bandwidth size is static and
usually provided as leased line. Here appears a problem when the bandwidth utiliza-
tion is not well used or when it is insufficient. In the first case, when the sum of traf-
fic is inferior to the available bandwidth, the VDSP will pay more then what it is
really using, by increasing this way its costs. On the other hand, if the number of
customers increases, the allocated bandwidth may not be enough to keep the QoS at
an acceptable level and the VDSP will have to refuse new connections which will
make unhappy his customers. Thus, it is clear that there is important need for these
new providers to have a better and more dynamic control over their capacity to the
provider network to be able to link their network resources capacity to their business.
Hence, there is also a need to have a certain predictive capacity to forecast the traffic
over a certain period of time in order to react in advance to any required increase or
decrease of network capacity.

Since the Internet exhibit a long-range dependence, one possible approach to predict
the traffic is to calculate in real time the nature of the VDSP egress traffic and detect
whether it is possible or not to predict what the future traffic will be. If the traffic
significantly decreases, it is important for the VDSP to dynamically negotiate a de-
crease of its bandwidth reservation. On the other hand, if the traffic increases over the
maximum threshold, the VDSP will request an increase of its bandwidth reservation.
In this work we base this prediction on the LMD characteristic of the Internet traffic.
The Hurst parameter or parameter H characterizes the self-similarity process degree.
The real-time calculation of this parameter will give us a good view of the traffic on a
particular link. The objective of this paper is identify the nature of the VDSP egress
traffic by calculating the Hurst Parameter based on monitoring of traffic at the VDSP
access router. Then, we evaluate the possibility to use a Neural Network (NN) to
estimate in real time the Hurst parameter value. This neural network is managed by an
agent that is located in or near the VDSP access router and is capable to take deci-
sions regarding forecasting bandwidth reservation. The traffic is real traces of video
traffic using MPEG (Moving Picture Experts Group) coding. Results indicate that the
neurocomputation approach provides reasonably results and is proper for real-time
implementation.

The remainder of this paper is organized as follows. Section II provides some notions
about self-similarity, Hurst parameter, and neural networks. The proposed architec-
ture is presented in Section III, Section IV presents the MPEG-4 streams used in this
work. Section V presents neural estimator Numerical results are shown in Section VI
and the Section VII concludes the paper.
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2 Background

Several studies [1]-[4] have claimed that different types of network traffic, e.g. Local
Area Network (LAN) traffic can be accurately modelled using a self-similar process,
ie, a process capable to capture the Long-Range Dependence (LRD) phenomenon
exhibited by such traffic. Furthermore, other studies [5]-[7] have demonstrated that
LRD may have a pervasive effect on queuing performance. In fact, there is a clear
evidence that it can potentially cause massive cell losses in queuing systems that
suffers from the buffer inefficacy phenomenon. The main solutions proposed in the
literature aim to increase the buffer size however this is not significantly effective for
decreasing the buffer overflow probability [8].

2.1 Hurst Parameter and Effective Bandwidth

Let x(¢), with r = 0, 1, 2, ..., a stationary stochastic process [9]. For each m = 1,2,...,
let x™(k), k = 1,2,3,..., denote a new series obtained by averaging the original series
x(t) over non-overlapping blocks of size m.

A process X is called exactly second-order self-similar with parameter H = 1- f/2,
0< B < 1, if its autocorrelation function is [9]:

r('">(k)=%[(k+1)2‘ﬂ —2k A 4 (k- 17] = k), 0< B<L, k=12,... (D

and X is called asymptotically second-order self-similar with parameter H = 1- f/2,
O< B<1,ifforall k= 1,2,...,

lim r™ (k) = %[(k F1IP? 2k 4 (k1) = y(k) 2)

In self-similar processes, the autocorrelations decay hyperbolically implying in a non-
summable autocorrelation function X, r(k) = oo (long-range dependences),

The Hurst parameter (H) gives the degree of self-similarity of a process, and, conse-
quently, expresses the pattern of dependencies of a process. If 0.5 < H < 1, the proc-
ess is a Long-Range Dependent (LRD) process. If 0 < H < 0.5 it is an anti-persistence
process, and if H = 0.5 it is a Short-Range Dependent (SRD) process. Fig. 1 illus-
trates the auto-correlation decay for different values of the Hurst parameter.
Effective bandwidth measures the resource usage which adequately represents the
trade-off between different sources, taking proper account of their varying statistical
characteristics and quality of service requirements. The effective bandwidth Cg for
self-similar traffic sources is defined in [10] as:

Ce(n)=nm+(x(H)\/~2In(£))/# B -H (nmg2)/2 | 3

where n is the number of self-similar sources, m is the mean bit rate of the traffic
stream (in bps), B is the buffer size (in bits), H is the Hurst parameter of the stream,
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k(H) = HH(I-I-I)(l'H), 62 is the variance coefficient of the traffic stream, and € is the
target loss ratio for the traffic stream. The B value used was 10 Mbps and the target €
chosen was 107,
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Fig. 1. Autocorrelation function (1) of an exact second-order self-similar with parameter H =

1- g2

2.2 Neural Networks

The Neural Networks (NNs) appeared as an attempt of overcoming the sequential
computers, based on the parallel processor structures, which can adapt the answer to
the experience (training). A neural network attempts to emulate the way a human
brain works.

A neural network is a system formed by a high number of simple processors (neurons
or nodes), highly interconnected and based on a simplified model of the neuron. Neu-
rocomputation is a computational approach of the neural networks for the processing
of the information [11].

In fact, the weights represent the knowledge of the NN at the end of the training
process and the learning is the result of all the process. Therefore, the learning is a
process where the synaptic connections of the neural network are adapted by a con-
tinuous stimulus process from the environment where the network is inserted [12].

3 Proposed Architecture

The proposed architecture aims to help VDSP to optimise the use of their links to the
network provider as well as facilitating the negotiation for bandwidth allocation. The
architecture introduces as set if intelligent agents that are responsible for the monitor-
ing of the egress traffic and the prediction of the forecasting traffic and the negotia-



Bandwidth Allocation Management Based on Neural Networks Prediction 35

tion with the ISP bandwidth broker. At the other of the network, end customers use
negotiation agents to register to VoD service and to verify the availability of the end
to end network resources.

The starting point of the process is a VDSP willing to offer a VoD service to a large
number of end users. The VASP establishes an agreement (Service Level Agreement)
with its ISP to provide connectivity with its potential end customers. We initially
consider that end customers have already contracted an IP access with the same ISP
using DSL technology. We also suppose that the ISP is able to control the bandwidth
allocated to each end user using its bandwidth management system. Each customer
can using a simple browser on-line register to the VoD service an access a portfolio
of proposed movies at a certain date/time. Due to the bursty nature of the traffic that
is sent by the video servers (MPEG traffic), the requirement from the VDSP is to
dynamically adapt its bandwidth reservation to a level compatible with the global
users’ traffic in order to avoid any under provisioning or over provisioning. In fact,
over provisioning will render the service more costly for the provider while under
provisioning will degrade the quality of the visualisation and consequently the satis-
faction of the customers. A efficient bandwidth allocation is the one that is able to
follow in a predictable manner the changes in term of bandwidth utilisation as shown
in the following figure:
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Fig. 2. Example of efficient bandwidth allocation

This approach is only possible if the VDSP is able to predict which traffic will appear
in the middle term time scale to have enough time to renegotiate the QoS allocation
with the provider. This task is assigned to the Intelligent VDSP agent. Once the agent
detects an important change in the traffic, it requests extra bandwidth or releases part
of it to adapt to the new traffic profile. Therefore, the Intelligent VDSP Agent is at
the heart of the suggested architecture (Fig. 3).

In this context, we aim to investigate the possibility to use neuronal network tech-
niques to predict the nature of the traffic and thus permitting the adaptation of the
allocated bandwidth.
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Fig. 3. VoD Model

The idea is to training an agent with the neural network processing capabilities with
existing traffic profile (movie streams) and to place it in or in the border router of the
VDSP. It role is to determine the Hurst parameter of the ongoing traffic and to predict
the nature of forecast traffic in a relatively short period. In the real situation, it is
possible to affirm that we can train the neural network including the existing video
streams as the VDSP knows what are the available movies as well as their traffic.
Every time a new movie is included in the movie portfolio, the VDSP agent is trained
with this additional traffic.

4 Video MPEG-4 Streams

Several coding algorithms for the compression of video streams have been developed
these last years mainly to reduce the high bandwidth needed for the transmission of
uncompressed video data streams. At the moment, the MPEG coding scheme is
widely used for any type of video applications. Table 1 shows 10 MPEG-4 sequences
[13] used for Hurst parameter estimation as well as some of their respective statistics.
H-values were estimated by the R/S method [8] and the sequences were encoded with
sampling rate of 25 frames/sec.

It is known that in the event of video traffic a larger H-value reflects a larger amount
of movement in the video sequence [13]. Note in Table I, that all sequences have H-
values higher than 0.64, therefore, the existence of long-range dependencies can be
assumed.

5 The Neural Agent Estimator

In this work, we have used a feed-forward network architecture with a back-propaga-
tion momentum training algorithm to estimate the parameter H of MPEG streams.
The back-propagation algorithm was considered provided that it is the most success-
ful algorithm for the design of multilayer feedforward networks. The number of
neurons
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Table 1. Frame statistics of Mpeg-4 traces

Frame Size Bit Rate
Trace Mean Variance | Mean Peak Parameter H
[kbyte] [kbyte]® | [Mbps] | [Mbps] '
1.Lambs 2.9 5.38 0.77 3.3 0.87
2.Starwars 1.4 0.85 0.28 1.9 0.79
3.Diehard 35 4.9 0.7 34 0.87
4. Alladin 2.2 3.02 0.44 31 0.90
5.RobinHood 4.6 5.3 0.91 33 0.73
6.8ki 4.2 85 0.83 3.2 0.73
7.Soccer S 5.09 0.11 3.6 0.64
8.Bio 32 3.33 0.65 2.6 0.92
9. Music 52 623 1 3.7 0,96
10.Lecture 1 0.76 0.21 15 0.75

in the input-output layers was defined according to the structure of the problem. The
output variable is the parameter H, i.e., the neural network presents one neuron on the
output layer. There is not established procedure of choice for the optimum number of
neuron. Then, experiments were tried with 2,5,10, 15 and 20 neurons and the better
results were those obtained with 15 hidden neurons. Hence, the neural network has 10
input neurons, 15 hidden neurons and 1 output neuron. Fig. 4 shows the neural topol-
ogy used and the results were derived by using algorithms based on the Joone neural
framework [14].

Hurst Parameter

Fig. 4. Neural agent structure

The NN used 50 patterns for each MPEG real sequence. Each pattern has 10 video
frames (input) and its respective Hurst parameter (output). The summary of the neural
agent behaviour is, first, trainning the VDSP agent with existing movies and then
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estimating the Husrt parameter during execution phase. After the H estimation, we

have used the equation (3) to calculate the effective bandwidth.

6 Results and Discussion

The ten video traces showed in the table 2 were taken into account to create an or-
chestration file. This file contains the distribution of random video requests through-
out a time period of 10 hours with an average of 10 video requests per minute. The

Fig. 5 shows the video request of table 2 over a period of 10h.

Video Index

Table 2. Distribution of Video Requests

Trace Requests
|.Lambs 42
2.Starwars 43
3 Diehard 38
4.Alladin 52
5.RobinHood 40
6.Ski 40
7.Soccer 54
8.Bio 50
9.Music 43
10.Lecture 50
Total 252

Orchestration File

5000 16000 15000

20000 25000 30000

Time (s)

Fig. 5. Video requests over a 10h period

35000
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Afterwards, we have built a composite file with the 10 videos distributed in the se-
quence indicated by the orchestration file (Fig. 6).
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Fig. 6. Neural estimator error of the 13 individual streams
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Fig. 7. Effective bandwidth estimation

Fig. 7 shows one-hour range period of estimation of the effective bandwidth. Note
that despite of the presence of some bursts (mainly between the frames from 25000 to
30000) which exceed the value estimated of the bandwidth, the neural estimation
follows correctly the general behaviour of the traffic stream. The drawback of the
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neural networks is mainly the delay during learning phase but as it is offline, it is not
really an issue. However, it is important to determine what windows of time we
should make the prediction. This is a very complex question as it will probably de-
pend on the behaviour of the end-users but one should determine this window cor-
rectly as it influence in a very significant manner the final results.

7 Conclusion

The present work investigates the effectiveness of a neural network H-estimator for
VoD traffic prediction. Neural networks, even if demanding a significant time for
training, represent an accurate and fast approach to estimate the Hurst parameter. The
presented approach aims to use this neural network as the intelligent part of a multi-
agent system that allows a VDSP to forecast and negotiate its bandwidth utilisation
with it ISP. The global proposed architecture aims to offer, in a competitive telecom-
munication market, the possibility for new VDSP to negotiate in a efficient manner
their network resource usage with a provider offering on-demand bandwidth broker-
ing service. The numerical results showed that the effective bandwidth predicted by
the neural estimator follows the general trend of the actual bandwidth. Sometimes, the
reactive response time is a little bit slow, but it does not compromise the general per-
formance of the estimator.

We believe that an approach of recurring neural networks, which are more adapted to
the time series prediction, can solve this matter and will allow the NN to learn also
from the actual traffic. These aspect is the objective of our future works.
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Abstract. The management of computing grids is required in order to allow the
proper operation of the grid services offered to users. However, the management
of the underlying network infrastructure, which supports the grid communi-
cations, is proceeded through different management systems than those used
for the grid management. In this scenario, an integrated management of grids
and networks could turn the maintenance processes easier. This paper proposes
an hierarchical policy-based architecture whose goal is to allow such desired
integration. In the architecture proposed grid policies are translated to network
policies following mapping rules defined by network administrators. The paper
also describes a prototype implemented based on the architecture.

1 Introduction

Grids are distributed infrastructures that allow transparent sharing of computing
resources between users connected through a computer network. Resources can be
processing, memory, storage, network bandwidth, or any kind of specialized resource
(e.g. telescopy, electronic microscopy, medical diagnostic equipment, etc.). Typical
grid applications are: high performance computing, data sharing, remote instrument
control, interactive collaboration, and simulation. Usually, applications that require
powerful, specialized, or expensive computing resources get benefits from the use of
grid infrastructures. Most of these applications are latency and jitter sensible, and often
require high network bandwidth and multicast communication support. Thus, in order to
manage a grid infrastructure, the management of the underlying network (that provides
the communication support) is also required.

Besides the network requirements, other factor that may turn the grid management
complex is the resource distribution. Since the grid resources are distributed along
several different administrative domains, the grid operations can only be supported
through grid management solutions that coordinately interact with each administrative
domain. In this management scenario, two administrative figures come out: the grid
administrator and the network administrator. The grid administrator is responsible for
the management of the grid resources (e.g. clusters and storage servers), proceeding
with tasks such as user management and access control. The role of the network
administrator is to proceed with the network maintenance to allow the users to access
the grid resources through the underlying communication network.

P. Dini et al. (Eds.): SAPIR 2004, LNCS 3126, pp. 42-54, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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The management of the network infrastructure is important because grid users
access the shared resources through the network and, if the network is congested
or unavailable, such access is likely to be compromised. The configuration of
the underlying network allows, for example, allocation of network bandwidth and
prioritization of critical flows, which is generally proceeded with the use of a QoS
provisioning architecture such as DiffServ or IntServ. The current grid toolkits [1]
[2]1[3] do not interact with neither the network QoS provisioning architecture nor the
network management systems. That leads to a situation where the grid and network
administrators are forced to manually interact with each other in order to proceed
with the required configuration of the communication support. Thus, although the
toolkits provide support to the grid resources management, the available support for
an integrated management of grids and networks is still few explored.

Trying to solve this integration problem, this paper proposes an hierarchical policy-
based architecture where network management policies, required in each administrative
domain, are derived from grid management policies. The architecture translates grid
policies to network policies through a mapping mechanism that uses mapping rules.
These mapping rules are defined by the network administrators (of each administrative
domain that composes the grid) in order to control how the rules from the grid policies
have to be mapped to other rules in the network policies. We have developed a Web-
based prototype to support the proposed architecture. Through the prototype, a grid
administrator can specify the grid policies, and the network administrators (in each
domain) can specify the corresponding mapping rules. Based on these policies and
mapping rules, the system generates a set of network policies that specifies the required
behavior of the communication support in order to achieve a proper grid operation.

The remainder of this paper is organized as follows. Section 2 presents related work,
where the management support provided by toolkits and an actual typical scenario of
grid management is detailed. Section 3 presents the proposed hierarchical policy-based
management architecture, and Section 4 shows the prototype developed based on such
architecture. Finally, the paper is finished in Section 5 with some conclusions and future
work.

2 Related Work

The management of grid resources is not a trivial work, since the grid resources can
be located along several different administrative domains. For example, the cluster of
a grid could be located in an industry, and the storage servers could be located in a
university. However, both resources (processing and storage) belong to the same grid,
but are located in different administrative domains. In this situation, each resource is
maintained by a different administrative entity, with different operation policies. Thus,
a distributed management coordination of the grid resources is required.

Typical grid management tasks that need to be coordinated in the grid distributed
environment are, for example, user authentication and resource scheduling. Considering
that most grid infrastructures need a common management support, software libraries,
called toolkits, were developed. These toolkits provide basic services and try to reduce
the initial work needed to install and manage a grid. Toolkit examples are Globus [1],
Globe [2] and AccessGrid [3].
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A commonly required network configuration in a conference grid, implemented
with the AccessGrid toolkit [3], is to reserve network resources for multicast audio
and video flows to guarantee a determined bandwidth, low delay, low jitter, and low
packet loss. This configuration must be executed in all administrative domains that are
part of the grid, to guarantee a successful audio and video transmission. The current
version of AccessGrid considers that all needed configuration and network reservations
for the grid operation were made, which is not always true. The Globe toolkit also do
not provide any facility for an integrated network infrastructure management.

A toolkit that explicitly considers an integrated network infrastructure management
is Globus. It defines the GARA (Globus Architecture for Reservation and Allocation)
[4]. This architecture provides interfaces for processor and network resources
reservations. GARA was implemented in a prototype [4] where configurations are
made directly in routers to configure queue priorities using the DiffServ architecture.
This implementation considers that the toolkit has permission to directly access and
configure the network devices.

Globus, in its management support, also explicitly defines the concept of proxy
(which is important for the grid policy definitions to be presented in the next section).
A proxy represents a grid resource that runs determined tasks on behalf of the users.
A proxy will have the same access rights that are given to the user. Globus implements
proxies using credentials digitally signed by users and passed to the remote resources.
A possible proxy configuration could be an user accessing a storage server throughout
a process running in a supercomputer. In this case, the supercomputer acts as a user
proxy, since it requests actions in name of the user.

In addition to the grid management solutions found in the toolkits, policy-based
grid solutions are being proposed to turn such management easier [S] [6]. An example
of a grid policy, defined by Sundaram et al. [5], is showed in Listing 1. This policy
uses parameters to specify processor execution and memory usage for a user accessing
a server during a determined period of time. It is important to notice that this approach
for grid policy definition does not allow the specification of network QoS parameters to
be applied in the user-server communication.

machine : /0=Grid/0=Globus/OU=sp.uh.edu/CN=11017.sp.uh.edu
subject : /0=Grid/0=Globus/0OU=gp.uh.edu/CN=Babu Sundaram
login : babu

startTime : 2001-5-1-00-00-00

endTime : 2001-5-31-23-59-59

priority : medium

CPU : 6

maxMemory : 256

creditsAvail : 24

Listing 1. Grid policy

Sahu et al. [7] define a management service where global grid policies are combined
with policies of each local domain. The local policies have high priority, which means
that if a global policy defines a 20GB disk allocation in a server, but the local
administrator defines a policy that allows only 10GB, the local policy is chosen and only
10GB is allocated. Grid policies in each administrative domain can be influenced by
local network policies that can, for some reason (e.g. critical local application), indicate
that a local resource or service should not be granted to a grid member. Here, potential
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conflicts of interest between the grid and network administrator can exist and impact
in the definition of grid and network policies. Therefore, for a proper grid operation,
the local network administrator and the global grid administrator are supposed to have
some kind of common agreement regarding the grid and network resources on the local
domain.

Another proposal that uses policies for network configuration aiming grid support is
presented by Yang et al. [8]. The solution specifies an architecture divided in a policy-
based management layer (that follows the IETF definitions of PEPs and PDPs [9]), and
a layer that uses the concept of programable networks (active networks) represented
by a middleware. With this middleware, the network devices configuration are done
automatically. However, the Yang et al. work does not specify how grid and network
policies for the proposed multi-layer architecture are defined.

Sander et al. [10] propose a policy-based architecture to configure the network QoS
of different administrative domains members of a grid. The policies are defined in a
low level language and are similar to the network policies defined by the IETF [11].
The Sander et al. approach defines an inter-domain signaling protocol that sequentially
configures the grid domains that are member of an end-to-end communication path (e.g.
an user accessing a server). The signaling protocol allows the communication between
bandwidth brokers located in each grid domain. Such brokers change information with
each other in order to proceed with the effort to deploy a policy. Although the proposed
architecture is based on policies, it does not present any facility to allow the integration
with the grid toolkits presented before: it is only an inter-domain, policy-based QoS
management architecture.

Although policy-based grid management proposals do exist, they do not allow the
definition of network QoS parameters in order to allocate resources in the underlying
communication network, which is essential for the access and communication between
grid resources. The definition of QoS parameters is important because the network is
also a resource to be shared among the grids users and services. Moreover, the policy-
based grid management architectures can not be integrated with any toolkit mentioned
before, although some proposals cite future integration efforts (e.g. with the Globus
toolkit).

In a typical scenario of grid and network management the grid administrator
coordinate the grid operation using the support provided by the toolkits, and manually
interact with the network administrators in each domain to guarantee that the needed
network configurations for the grid operation is executed. Analyzing this scenario, it is
possible to notice that every time a grid requirement that imply in a new configuration
in the network infrastructure is changed, a manual coordination between the grid and
network administrators is needed. The support provided by the toolkits to solve this
situation is very limited and, in most cases, it does not even exist. Actually, most toolkits
consider that the network is already properly configured for the grid operation, which is
not always true. Thus, there is a need for an hierarchical solution able to translate grid
policies to network policies throughout the integration of the grid toolkits and network
management systems.

Flegkas et al. [12] use policy hierarchies to manage the QoS of IP networks. Their
solution uses several levels of abstraction to define the policies and the respective
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mapping. Previous work on policies hierarchies done by Moffett and Sloman [13]
specified five classes of hierarchical relationship: partitioned targets, goal refinement,
arbitrary refinement of objectives, procedures, and delegation of responsibility. The
currently required hierarchical mapping of grid to network policies may be classified
as a procedure mapping because there is no relation between targets and objectives of
high (grid) and low (network) level policies. The architecture proposed in this paper
presents an integrated management model using two levels of abstraction (grid policies
and network policies), and an integration between toolkits and network management
systems.

3 Mapping of Grid Policies to Network Policies

In the architecture proposed in this paper, grid policies are defined through higher
abstraction structures that are mapped to network policies defined through lower
abstraction structures. The policy mapping is carried out by a mapping mechanism
based on mapping rules. Figure 1 shows a general view of the mapping process. First,
at the top, grid management policies are defined by a grid administrator. These policies
are mapped to network policies using the mapping mechanism. It is important to notice
that now the network policies are not defined by a network administrator: such policies
are the result of the mapping mechanism. Although the network administrator is not
supposed to define network policies anymore, he or she is now supposed to define
the mapping rules of the mapping mechanism. The network policies generated by
the mapping mechanism are then translated to network configuration actions executed
by PDPs (Policy Decision Points) [9] of a regular policy-based network management
system.

i Grid management policies : High

:—— Mwﬂgmﬁnedbymnefwmms!ramr - / \ /

Network management policies
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Configuration actions into devices A A A A A

Fig. 1. Hierarchy for policy mapping

Although we do not aim to define a new language to create grid management
policies, we describe a set of elements required for such policies through an hypothetical
language, which is based on some of the work previously presented [5] [6]. In the
implementation of grid management tools, the support for such required grid policies
elements can be accomplished by actual established policy languages, such as Ponder
[14] and PDL [15]. New elements in defining grid policies are required because none
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of the current grid policy languages allow the definition of network QoS requirements
nor express policies considering the notion of proxies. The Sundaram et al. [5] solution
provides policies to control the instantiation and lifetime of new proxies, but does not
support network QoS requirements.

Thus, we first identify that grid policies must be defined not only based on grid
users and resources, but also based on proxies and network QoS requirements. We
suppose here, for simplicity, that a grid policy language supports both proxies and
network QoS following the condition-action model from the IETF. In this model,
a policy rule is composed by a condition and an action. A condition is a list of
variables and associated values that must evolve to true in order to turn the rule valid.
An action is a list of variable attributions triggered when the rule just turned to be
valid. Thus, in our approach, a grid policy is composed by a conditional statement
(1£) containing conditional elements related to grid users (user), proxies (proxy),
resources (resource), and time constrains (startTime and endTime).

In the following example (Listing 2), two rules are used to define that the user
neisse will access, during November 25th 2003, a grid cluster (LabTec Cluster)
and, from such cluster, he will also access a storage server (UFRGS Data Server).
In this last access, the LabTec cluster will also act as a user proxy. Thus, although
neisse has no direct access to UFRGS Data Server, the useris still able to store the
information generated from processes executing within the LabTec cluster.

if (user == "neisse" and if (user == "neisse" and
resource == "LabTec Cluster" and proxy == "LabTec Cluster” and
startTime >= “11/25/2003 00:00:00" and resource == "UFRGS Data Server" and
endTime <= "11/25/2003 23:59:59%) startTime >= *11/25/2003 00:00:00" and
{ endTime <= "11/25/2003 23:59:597)
allowAccess = true; {
login = griduser; allowAccess = true;
maxProcessing = 50%; maxAllowedStorage = 40GB;
networkQoS = remoteProccessControl; networkQoS = highThroughputDatalntensive;

} }

Listing 2. Grid policies examples

Two different network paths are used when deploying the remoteProccess
Control and highThroughputDataIntensive network classes of services. For
remote process control, the intermediate network devices from the user host and the
LabTec cluster are supposed to be configured in order to allow a proper remote
operation. In the second case, the network devices between the LabTec cluster and
the UFRGS Data Server should be configured to support a high throughput of data
transfer. It is important to notice that no specific network device configuration will
be executed in the path between the user host and the storage server, since no policy
directly binding the user to the storage is defined.

The grid policy language supports rule nesting and domains [16]. Rule nesting allow
one inner rule to be defined in the context of another outer rule and domains allows
the definition of classes of resources, users and proxies in the policy conditions. The
internal rules will be considered only when the conditions of the external rule become
valid, which optimizes the policy evaluation process. Using domains the administrator
is allowed to define, for instance, that the user neisse can access only one grid cluster

and two storage servers, but does not designate what specific cluster and storage servers
will be used.



48 R. Neisse et al.

Before advancing in this discussion, first we briefly observe how network policies,
in terms of QoS, are defined. Listing 3 presents an an example of a network policy. This
policy states that the traffic generated by host 143.54.47.242 sent to host 143.54.47.17,
using any source port (*), addressed to the HTTP port (port 80 over TCP), and with
any value as DSCP (*) will have I0Mbps of bandwidth, will be market with value 1 in
the DS field, and will gain priority 4. This policy is valid only along November 25th,
2003. The problem we have here is how to generate such a network policy given: a grid
policy, a network QoS, and the network resources sharing issue.

if (srcaddress == "143.54.47.242" and
srcPort == "*" and
dstAddress == "143.54.47.17" and
dstPort == "B0" and
DSCP == "** and proto == "TCP" and
startTime >= *11/25/2003 00:00:00" and
endTime <= "11/25/2003 23:59:59")
bandwidth = 10Mbps;
DSCP = 1;
priority = 4;

}

Listing 3. Network policy example

Until now, the grid policies presented state the required network QoS through
the networkQoS clause and an associated class of service identification (e.g.
remoteProccessControl and highThroughputDataIntensive). Behind these
identifications, a set of QoS-related parameters is found. We suppose that the following
parameters are available in defining new classes of services: minimum bandwidth,
required bandwidth, minimum loss, maximum loss, priority, and a sharing flag that
indicates if the bandwidth used by the class of services will be shared among the users
(other network-related parameters can be supported depending on the underlying QoS
provisioning architecture). The classes of services are supposed to be defined by the
grid administrator and stored in a library of classes of services to be further used when
new grid policies are defined.

The architecture for mapping grid policies to network policies is presented in Figure
2. Each step in a grid policy translation is identified with the numbers from 1 until 9: (1)
the grid administrator defines grid policies and required associated network classes of
services through a grid policy editor and stores them in a global grid policy repository;
(2) the network administrator of each administrative domain defines a set of mapping
rules using a mapping rule editor and stores them in a local rule repository; (3) once the
grid administrator wants to deploy a policy, the mapping engine retrieves such policy
from the global grid policy repository; (4) the mapping engine also retrieves the set
of mapping rules from the local rule repository; (5) the mapping engine translates the
grid policies based on the mapping rules and consults the toolkit to discover network
addresses and protocols information; (6) once the mapping engine builds up new
network policies related to the local domain, these policies are stored back in a local
network policy repository; (7) then, the mapping engine signs a set of PDPs in the local
domain in order to deploy the just created network policies in a set of PEPs; (8) the
signalled PDPs retrieve the network policies from the local repository; (9) the PDPs
translate the network policies to configuration actions in order to deploy such policies
in the local domain PEPs.
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Fig. 2. Policy Mapping Architecture

We suppose that only one grid administrator is the responsible for creating grid
policies using the previously presented grid policy language. Although the figure
presents just one network administrator, it is important to notice that several network
administrators interact with the architecture to define the mapping rules. An object-
oriented, condition-action language (presented below) is used to create the mapping
rules, which are very similar to policies, except that in this case they control the mapping
process. Thus, the mapping rules may be taken as meta-policies that govern the mapping
processes of grid policies to network policies.

New mapping rules are defined dealing with a set of policy objects that addresses
both original grid policies and new network policies to be created. Four global objects
are implicitly instantiated before a mapping rule evaluation: schedule, srcResource,
dstResource, and requiredQosS. These objects identify a grid communication and
hold, respectively, the period in which the communication has to be considered, the
source grid resource, the destination grid resource, and the QoS required from the
underlying network.

The four implicitly instantiated objects have their content values retrieved from
the grid policy being translated, and can be used in the conditions or in the actions
of a mapping rule. Moreover, a fifth object is used when dealing with network
policies. To create new network policies, a mapping rule must first instantiate a
NetworkPolicy object, and proceed manipulating its content in order to define the
network policy conditions and actions. The addCondition and addActions methods
of NetworkPolicy help building up the new policy. Listing 4 (first column) presents
an example of a mapping rule that creates two new network policies from a single grid
policy.

This mapping rule defines the network policies p1 and p2 to mark packets and
allocate bandwidth in the underlying network, typically operating with the IETF
DiffServ architecture. However, P1 and p2 are only created if the original grid policy
states that the source resource is located in the local network (143.54.47.0/24) and
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the destination resource belongs to another network, different than the local one. The
network policy p1 verifies the local and remote addresses, the remote port (80), and the
transport protocol (TCP) of the network packets in order to mark the DS field with the
DSCP 2. The policy p2, on its turn, only verifies the DSCP to guarantee the required

bandwidth determined in the original grid policy.

if (srcResource.address/24
dstResource.address/24
dstResouxce.port == §0

== 143.54.47.0/24 and
1= 143.54.47.0/24 and
and

dstResource.protocol == TCP)

pl

pl.
pl.

= new NetworkPolicy();
addcondition(startTime, "
addCondition(endTime, "<=

",schedule.startTime) ;
hedule.endTime) ;

if (srcResource.address/24 == 143.54.47.0/24 and
dstResource.address/24 != 143.54.47.0/24 and
dstResource.port == 80 and
dstResource.protocol == TCP)

pl = new NetworkPolicy();

inPEPs = select

pl.addCondition(srcAddress, srcResource.address); pep
pl.addCondition(dstaddress ,dstResource.address); .within[srcResource.address, 143.54.47.1]
pl.addCondition(dstPort, " ,dstResource.port); .direction{"in"}
Ppl.addCondition{dstProtocol, "==","tep"); from
pl.addAction(DSCP, 2); device.typel"DiffServDevice"};
inPEPs{0].deployPolicy(pl);
p2 = new NetworkPolicy();
p2.addCondition(startTime, ">=", schedule.startTime); P2 = new NetworkPolicy();
p2.addCondition{endTime, "<=", schedule.endTime) ; PN
p2.addCondition(DSCP,2); OutPEPS = select
p2.addAction(bandwith, requiredQos. requiredBandwidth) ; vep
} .within[srcResource.address, 143.54.47.1}

.direction["out"]
from

device.typel "DiffServDevice"};
OuUtPEPs.deployPolicy(p2);

Listing 4. Mapping rule examples with network policy deployment

The mapping engine evaluates a mapping rule parsing its code and accessing the
values provided by the four implicitly instantiated objects. At the end of the mapping
process, the mapping engine will have provided a set of new network policies (as the
one presented in Listing 4 second column). Sometimes, however, the engine is forced to
block the mapping process if all information required to produce new network policies
is not available. That happens because the original grid policy and the mapping rule
do not always provide all such required information. The remainder information (not
found in the grid policy and in the mapping rule) needs to be retrieved from the grid
toolkit.

In a conventional policy-based network management system, the network
administrator is the one responsible to determine in which devices of the managed
network the policies will be deployed. The selection of these devices triggers the
policy deployment, although the policies are activated only at scheduled times, due
to the time constraints in the policy rule conditions. In the case of our policy-based
grid management, the network devices in which the created network policies will be
deployed can not always be determined except when the grid policies become valid.
Thus, a mechanism to support the selection of target network devices is supposed to be
provided in order to automate this process. We provide such mechanism introducing in
the mapping rule language the support for dynamic domains [17]. Such domains are
defined through selection expressions introduced in the mapping rules. In the example
from Listing 4 (second column), the previous policy pl is deployed in the ingress
interface of the first router, while policy p2 is deployed in the egress interface of all
routers in the path (including the first router).
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4 System Prototype

We have implemented a Web-based prototype of the proposed architecture using
the PHP language. Through the prototype, a grid administrator can specify the grid
policies using a grid policy editor, and the network administrator, in each administrative
domain, can specify the corresponding mapping rules using a mapping rule editor. The
prototype is part of the QAME (QoS-Aware Management Environment), a Web-based
network management system developed at the Federal University of Rio Grande do Sul
(UFRGS). Figure 3 (first browser snapshot) shows the grid policy editor.

The mapping rules are scripts defined through a subset of the PHP language. The
user is allowed to create mapping rules using a list of commands presented to the user
in the user interface. The mapping rule editor is presented in Figure 3 (second browser
snapshot) and allows the user (network administrator) to write a mapping rule without
previous knowledge of the syntax of the language.
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Fig. 3. Grid Mapping Rule and Policy Editor

Figure 4 presents a whole view of the prototype operation and the technologies
used in the implementation. The grid administrator accesses the system to create the
grid policies and stores them in an LDAP repository following a schema implemented
as an extension of the IETF Policy Core Information Model (PCIM) [18]. The network
administrator in each domain creates the mapping rules considering the particular QoS
architecture and network topology found in the domain.

After the definition of the grid policies and mapping rules, the mapping engines,
distributed over the network administrative domains, are able to create the network
policies. Each network administrative domain has a local network policy repository
and must have the mapping engine running to a proper configuration of the network to
support the grid communication. The extra information required by the mapping engine
to create the communication pair objects, for instance, resources address and protocols,



52 R. Neisse et al.

are queried in the Monitoring and Discovery Service (MDS) of a Globus toolkit version
(GT3), implemented as a Web Service.

r } QAME PENM Grid domain
' tem (PHP,
. \\ Grid policy s Giobus GT3 MDS
Grid editor [ T™ iaicsiting i (Wb Service/xML)
administrator ! g gt 7
»  Mapping o
"1 rule editor L Mapp{l:a;]nglne
System files
MNetwork
administrator .?DP ™ ol
Wez) repasitory (LDAF)
HTTRIHTTPS
Network domain
FreeBSD ALTQ Routers

Fig. 4. Prototype implementation

5 Conclusions and Future Work

This paper presented an architecture for mapping grid policies to network policies that
uses mapping rules to control a mapping engine element. A Web-based prototype was
presented as well. We argued about the definition of grid policies and proposed a set
of elements to allow a richer specification of such policies. The grid policies defined
with such elements, compared to the policies found in literature, allow to express more
adequate rules, mainly related to network resource reservation operations. Moreover,
such grid policies support the use of proxies in rule evaluation parameters, which is
not found today in other grid policy languages. Therefore, these grid policies make
the grid management easier because they have more expression power. The mapping
rules that governs the translation of grid policies can be seen as meta-policies and
are defined through a subset of the PHP scripting language. Although the mapping
rules are very flexible, this flexibility forces the network administrators to learn a new
language to define more adequate mappings. We believe that visual wizards would ease
the definition of mapping rules.

The grid policies can only be translated to network policies if the mapping engine
is present. This engine depends on the toolkit used in the grid installation, and
also depends on the policy-based network management system used by the network
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administrators. Our current implementation uses the QAME policy-based network
management system and the Globus toolkit. In the case of Globus, we consider that
just a subset of the policies can be effectively used by Globus, as the toolkit does not
support the grid policy language presented. If other toolkits or network management
systems are used, it is important to accomplish the communication interfaces between
the mapping engine and the other elements of the architecture. This communication, in
the current implementation, is execute through Web Services.

For future work, the complexity in the definition of the mapping rules could be
reduced, without loosing the power, through the introduction of more elaborated user
interfaces, for instance, using wizards, as observed before. Performance evaluation of
the proposed architecture needs to be verified. Although we believe that the bandwidth
consumption to transfer the policies from one element to the other will be reduced,
an observation of the impact of such transfer in the underlying network is about to
be executed. More important, however, is the performance evaluation of the mapping
engine, mainly related to the number of grid rules, levels of rule nesting, and number of
current mapping rules defined by the network administrator.
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Abstract. There is an increasing number of independent domains in the
Internet managed by different ISPs. These ISPs are constrained in their
domains by limited resources, a growing number of users, and heteroge-
nous services they offer. In order to manage this, each ISP differenti-
ates between its users by establishing a SLA (Service Level Agreement).
The SLA defines the resources that the provider agrees to offer to each
user. However, the provisioning of services to mobile users is not an easy
task. There is no SLA between the mobile user and the visited domain.
Thus, there is a necessity to automatically manage mobile users and pro-
vide them with resources for services they request, within the limits of
the available resources. We propose here a new architecture capable of
automating the service provisioning to mobile users. This architecture
uses two paradigms: policies and mobile agents. Policies are used to set
the business behavior of the domain, to control it, to manage how the
services will be provided and how the resources have to be configured.
Mobile Agents are used to gather information about the services and
resources and negotiate a service on behalf of the mobile user or the ISP.

1 Introduction

Today’s internet is divided into several domains belonging to independent ISPs,
each domain has its own resources, users, and services. The ISPs have to offer
the services they commit to provide. This commitment is represented by a con-
tract linking the customer with its provider. This contract is formalized with
a Service Level Agreement (SLA) where all the parameters about the two par-
ties (ISP’s and user’s identity), the services parameters, configuration and cost
are represented. Also, information about what to do with the exceed traffic of
this user is defined [4] [7]. To automate the service provisioning using SLAs, and
in order to avoid delays and human errors, some emerging and mature tech-
nologies can be used. Among them, Policy Based Management (PBM) [1] that
provides a way to determine and control the system behavior. It assumes work-
ing on domain based network. PBM represents a good approach where the ISP
defines policies that meet its business requirements. Policies are defined using
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constraints on the behavior of the domain and the SLAs established between
users and the ISP. The way the policies are derived from SLA or from the busi-
ness constraints is not addressed in this paper. Another approach is the Agent
Technology [9], where designated tasks are delegated to agents. These tasks go
from information gathering to service negotiation. Service provisioning to users
in their local domain is not a problem since this has been fixed using one or more
of the technologies listed above (SLAs, PBM and Mobile Agents). However, as
the number of mobile users and network domains is growing, another problem
occurs that is to provide services to these mobile users in a dynamic manner and
establish services spanning multiple ISP domains. Several means exist, either
by establishing dynamically a contract between peer ISP domains, or by nego-
tiating the resources needed in the foreign domain by requesting a specific SLS
(Service Level Specification). The first approach [7] provides only an end-to-end
dynamic SLA establishment for a service spanning multiple ISPs domains. The
latter approach [8] uses the local SLA of the user to provide him with services in
the visited domain. This doesn’t reflect the visited ISP’s behavior, since it has
also its SLAs to commit with limited resources.

We propose in this paper an architecture capable of providing services in
a dynamic manner not only for mobile users, but also for services spanning
multiple domains. This architecture uses policies to control the system in an
automated manner, and agents (mobile and static) to collect information about
the network devices (the supported technologies), services, and to negotiate QoS
(Quality of Service) and security parameters of a requested service. It uses also
profiles defined for users and services. The user profile and the service profile
define the preferences of the user and information about the services available,
respectively. More details can be found in Sect. 4.

The paper is organized as follow: section 2 describes the Policy Based Man-
agement and how to use policies in the architecture. Section 3 describes the Agent
Technology and its advantages. In Sect. 4, we describe the users and the services
profiles. Afterwards, in Sect. 5, we present the architecture with the interaction
of all the components. Then, we give a use case in Sect. 6 to show the working
of the system. Finally, Sect. 7 concludes the paper and gives some perspectives.

2 Policy Based Management

Policy Based Management [6] simplifies the management of the network devices
deploying complex technologies. This is achieved by defining policies. To give
a consistent definition, we can say that a policy is a rule that determines the
behavior of a system [1] beyond strict technical aspects. It is in the form IF
<Condition> THEN <Actions>, defined by the IETF (Internet Engineering
Task Force). Policies are expressed as rules applied to objects (network devices)
through conditions and constraints. They are specified by the domain adminis-
trator. To do so, among other methods, a specification language can be used.
Policy languages must support possible analysis of conflict and inconsistencies
in the specification. Extensibility is also needed to cater for new types of poli-
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cies. The language must also be easy to use and comprehensible by users [6].
A comparison of some policy specification languages can be found in [2] and
[13]. The definition of policies is quiet complex since they must rely on business
requirements and behavior of the ISP and SLAs. Besides, adding new policies
must not be in conflict with previous ones. Since the policies are defined by the
network administrator, he must not be aware of all the technologies supported
in the domain (QoS technologies, like DiffServ, and security technologies also),
so the input policies are in a level understandable only by human users. These
are called the high-level policies (Fig. 1). To become effective, these policies must
be translated into low-level policies and then into device-level policies. The dif-
ference is that low-level policies (also called network level policies) are specific
to the technologies supported in the network, so they are destined to a group of
the same devices (like routers). Besides, the device-level policies are specific to a
device and include then the exact configuration of that device [14]. An example
of policy mapping mechanism can be found in [12]. Another mapping mechanism
from the Ponder specification language is presented in [3].

<Paolicy>
<lf>
<SourceUsersVideoServeri<SourceUser/>
<DestinationUser>ganna<DestinationUser/>
<Application=VoD<Application/>
</Ifs
<Then=>
<Guarantee>gold<Guarantee/>
<Confidentiality>yes<Confidentiality/>
<Authentication=yes<Authentication/s
<MNonRepudiation=no<NonRepudiation:
<AntiReplay>yes<AntiReplay/>
<Then/>
<Policy/>

Fig. 1. Policy example

For example, to map the policy presented in Fig. 1, the Source User and
DestinationUser must be replaced by the IP address/port number of the video
server and the IP address of the users, respectively. The other parameters also,
like the gold class, must be bounded with the values of the parameters used for
the QoS. Thus, when using the bandwidth, the delay, the jitter, and the loss
to quantify a QoS class, the gold class, can be represented by fixing values to
these parameters. After defining a set of policies, they must be provisioned to
the devices for their configuration. For this purpose, many protocols exist and
their utilization is conditioned by the nature of these devices. For a policy aware
device, we can use the COPS (Common Open Policy Service) protocol [S], where
COPS objects are understandable by the device. Otherwise, we can use other
protocols like SNMP (Simple Network Management Protocol), LDAP (Light-
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weight Directory Access Protocol) or web based solution. Another solution is to
use proxies that translate the low-level policies into device-level policies directly
understandable by the device.

An ISP can have an agreement with a peering ISP defining the traffic both
accept from each other. From these agreements, other policies can be retrieved
concerning mobile users and services spanning multiple domains. For example,
if ISP#1 and ISP#2 agree on allowing their customers to use their services in
both domains, users from ISP#1 will be able to benefit from all the services
they contracted for with ISP#1 in ISP#2’s domain. Unfortunately this can’t
happen. Indeed, the visited ISP, constrained by its business requirements and
peering agreements with other domains, defines policies that allow, forbid or
restrict the services (web, email, VoD ...) for mobile users.

3 Agent Technology

Mobile Agents (MAs) have proven their efficiency in the management of large-
scale distributed and real time systems. Mobile agents are program instances
that are capable of moving within the network under their own control. They
include state information (data state, execution state) that is transported within
the mobile agent. They also offer a number of advantages: saving the network
bandwidth and increasing the overall performance by allowing the application to
process data on or near the source of data (e.g. a database), reduction of network
traffic, asynchronous processing (i.e. the possibility to fulfil a task without the
need to have a permanent connection from the client to a host), achieving true
parallel computation by employing a number of agents working on different
nodes, robustness and fault tolerance [9]. Many platforms are now available based
on interpreted languages such as TCL and Java for portability. Standardization
effort is also made by the OMG (Object Management Group) for a single mobile
code system. A non exhaustive list of mobile agent systems is maintained in [10].

log("Waiting for new location...");
location = JOptionPane.showlnputDialog(null, “Where shall | go?");
if (location 1= null) {
log("Trying to move...");
try {
/f Go away!
move(new GrasshopperAddress(location));

}
catch (Exception e} {

log("Migration failed: ", e);

}

Fig. 2. Mobile agent example in Grasshopper



Policy-Based Service Provisioning for Mobile Users 59

We experience the use of the Grasshopper system [11] that is a free plat-
form offering a GUI to control the life-cycle of the agents. To depict the nec-
essary agents we defined roles attributed to each agent. These roles also define
if the agent is static or mobile. The difference is that mobile agents have the
ability to travel across the network to achieve certain tasks. A Grasshopper
example of a mobile agent is given in Fig. 2, where the move(“new Grasshop-
perAddress (location) ”); instruction tell the agent to go to the specified location
where the rest of the code will be executed. The mobile agents are used since
they offer a good advantage with their ability to achieve asynchronous tasks and
their robustness to connectivity constraints especially in wireless environment.
Thus, they avoid the multiple move for the negotiation process between a cus-
tomer and a provider or between two providers. The MAs still have some security
problems like denial-of-service attacks and agent integrity. This is addressed by
some agent platforms. Grasshopper allows the use of security encryption to avoid
the possible code deterioration or change by any other entity (other agents or
agent platform). The different agents with their interaction will be presented in
Sect. 5.2.

4 Profiles

We presented in the previous sections technologies useful for the automation
of service provisioning and its control in a dynamic manner. However, since
the SLA established between the customer and the provider is limited to the
local domain, another informational model must be defined to settle the user
preferences, that is the User Profile. Also, the provider must know the services
it can offer and the performances it can commit to supply. Thus, the Service
Profile is also defined.

4.1 User Profile

The User Profile (Fig.3) helps the mobile user to specify his preferences for
the services he wants or usually uses. These preferences represent the QoS and
security for user’s services, and also information about the user’s mobile device.
For example, a user can state that when using a VoIP (Voice over IP) service,
he requires a high QoS (gold or premium class, depending on the naming that
the ISP uses). The user can also fix the maximum price he is able to pay for
a specific class of service (gold, silver). He can also express other boundaries,
like the degradation parameter that defines the difference the user accepts if the
parameters specified in his profile don’t correspond to the performances that
the provider can offer. The User Profile represents a good mean, so that the
provider know what the user expects to have and can, thus, say if the service
can be provided or not. If yes, the provider bills the user for the service.

The User Profile does not represent a contract between the visited ISP and
the user, it is a starting point for the negotiation of the service (if the visited ISP
permits), since the ISP has information about the user preferences. As the QoS
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<UserProfile>
<UserNames>ganna</UserName>
<HomeDomain>lip6</HomeDomain>
<Device>
<Type=laptop</Type:
<Application=Vic</Application=
<Application>Oracle Video Client Softwarer</Application=
</Device>
<QoS>
<Service>
=ServiceName=VoD</ServiceName:
<Class>silver</Class>
<Bandwidth value="10" unit="Mbps" probability="10-2"/>
<Delay value="10" unit="ms" probability="10-2"/>
<Jitter value="5" unit="ms" probability="10-2"/>
<Loss value="10-2" probability="10-2"/>
<MaxCost value="15" unit="euros"/>
=/Service>
</QoS>
<Security>
<Use value="1"/>
<Authentication value="HMAC-MD5"/>
<Encryption value="DES3"/>
<DigitalSignature value="DSA"/>
</Security=
</UserProfile>

Fig. 3. User Profile

classes and security technologies are not the same from one ISP to another, the
user has to specify exactly what bandwidth, delay, jitter and loss he accepts for
a QoS, and the security technologies for authentication, encryption, and digital
signature. If the user is not aware of these parameters, he can fix the name of
the class (High, Medium, and Low) and the visited ISP can have the detailed
information from the local ISP of the user.

4.2 Service Profile

We define also the Service Profile (see Fig.4) in order to depict all the services
available in the domain and the performances that can be offered. By consulting
the service profile, the ISP can tell the user if the service requested can be
provided or not and if the performances requested could also be satisfied or not.
Moreover, we can have profiles about available services in neighboring domains.
Thus, when a request occurs but the service cannot be provided in the domain,
like a VoD service and that the Video server (or a specific movie) exists in a
neighboring domain, the provider can give a response to the user, and starts
a negotiation process with the involved domain(s), if the user and this domain
accept it. The neighboring services profiles can be refreshed periodically or on
demand using a mobile agent traveling to the neighboring domains and collecting
this information.
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<ServiceProfile>

<Name>VoD</Name>

<Description>The Lord of The Ring</Description=

<Location>VideoServeri</Location>

<Guarantee>
<class>gold</class>
<bandwidth value="20" unit="Mbps" probability="10-2"/>
<delay value="5" unit="ms" probability="10-2"/>
<jitter value="3" unit="ms" probability="10-2"/>
<loss value="10-2" probability="10-2"/>
<cost value="13" unit="euros"/>
<availability=any</availability>

</Guarantee>

<Guarantee>
<class=silver</class>
<bandwidth value="15" unit="Mbps" probability="10-1"/>
<delay value="6" unit="ms" probability="10-2"/>
<jitter value="3" unit="ms" probability="10-2"/>
<loss value="10-2" probability=""/>
<cost value="9" unit="euros"/>
<availability>any</availability>

</Guarantee>

</ServiceProfile>

Fig. 4. Service Profile

Detailed information about the service, such as the bandwidth, the delay, the
jitter, the loss are presented. This is due to the fact that QoS parameters are
not the same from one domain to another, so the gold class (in case of a DiffServ
network) can have different values from one ISP to another. Information about
the video server and the name of the video stream, in case of VoD, is given. The
availability precises the time when the service is available. Here we have fixed
the cost of the service, but this can be set dynamically according to the network
load, and the time of the request.

5 Proposed Architecture

The architecture presented in Fig. 5 defines all the components needed for the
service management in an ISP domain. This architecture is still operational
for service provisioning to local users and for services spanning multiple ISP
domains. It is composed of two repositories where the policies, the users and
services profiles are stored. The different agents are also showed with their in-
teractions. The plain lines represent interactions between agents, and the dotted
ones represent interactions between an agent and an external entity (a repository
or the network).
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Fig. 5. Mobile service provisioning architecture

5.1 Repositories

There is two repositories: Policy Repository, where all the policies controlling
the behavior of the domain are stored, and policies about mobile users can be
defined by the provider, specifying the behavior of the domain when these users
connect into it. When an event occurs, like a user’s request, the corresponding
policy is retrieved showing what to do. The information model used to store the
policies and the protocol to retrieve them is LDAP as it offers a good access de-
lay for retrieving policies. The other repository is the Users and Services Profiles
Repository (USPR), where all the profiles about the users and the services are
stored. The users profiles concern local and mobile users. The mobile users pro-
files are stored temporarily, until this user quits the visited domain. The services
profiles concern services available in the local domain and services available in
neighboring ones. We can determine the number of hops for the neighborhood
in order to get information about the services accessible in the domains involved
in this neighborhood.

5.2 Agents

The need of a dynamic service provisioning, the constrained environments (lim-
ited bandwidth, wireless environments), and the limited resources of mobile de-
vices motivate using mobile agents that offer better advantages than the client-
server model. We present here the different agents involved in our architecture:

— Manager Agent (MA): this agent controls the other agents. It can create,
delete and add agents in the agent execution environment.
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— Policy Agent (PA): retrieves the necessary policies when an event occurs
in the domain. The PA transmits the policy(ies) retrieved to the correspond-
ing agent. It also helps to add, edit and remove policies and to check the
consistency of the Policy Repository.

— Service Agent (SA): gives information about the available services in the
domain with the performances that can be guaranteed, based on the services
profiles. If the requested service is not available, the SA travels across the
neighboring domains to check if the service is accessible in some of them.
This is done if this information is not yet maintained by the local USPR.
Otherwise the SA consults only the local USPR to know the location of the
service.

— Negotiator Agent (NA): this agent negotiates the performance of the ser-
vice provided to a customer or to another provider. If a mobile user asks for
a service he is not allowed to use, and if there is a policy allowing the nego-
tiation of this service, the NA is then responsible for finding an agreement,
based on the resources available and the user profile.

— Authentication Agent (AA): gets information about the user’s identity
(user name, password and home domain) and authenticates the user (using
a RADIUS server). If the user is mobile and is not in his home domain, the
AA forwards the user’s information to the home domain to check if the user
is what he claims to be. If the user is using a limited device, like a PDA,
where he can not store his profile, this latter is got from the home domain
by this agent.

— Network Agent (NkA): this agent has two roles : monitoring the network
and getting information about the devices available in the domain with the
technologies supported (DiffServ routers, VPN Gateways, etc). The NkA
monitors the network to check if the service provided to the user is not
degraded. If a degradation occurs this agent makes a report to the MA. This
agent also collects information from the network devices in order to know
what are the supported technologies, which devices are present and what is
the topology of the domain. The devices information can be retrieved from
the SNMP MIB present in each device.

— Billing & Accounting Agent (BAA): when a request arrives, the BAA
fixes a cost to the use of this service depending on the service profile, the
congestion of the network, and the time of use.

All these agents interacts to achieve a global task in order to meet the business
requirement of the ISP. These interactions have to be as prompt as possible to
avoid big delays in the establishment of the service. The next section shows
a use case where the steps, from the connection of the mobile user until the
provisioning of the service, are presented.

6 Use Case

We assume here that all the policies are defined and stored in the Policy Reposi-
tory and that the mobile user carries his profile in his mobile device (laptop). All



64 M. Ganna and E. Horlait

the agents are turning in the agent execution environment. The domain based
network is shown in Fig. 6 where the mobile user from ISP#1’s domain, moves
to the ISP#4’s domain. Once connected, this user asks for a movie, which is not
available in the visited ISP domain, but exists on the video servers of ISP#2 and
#3. If the policies of ISP#4, #2 and #3 allow the negotiation of the service, a
negotiation process begin involving the mobile user and these ISPs, in order to
find the best path with the lowest cost, since two paths exist. The steps are as
follows:

Fig. 6. Domain-based network: mobile user example

First, once the mobile user connects into ISP#4’s domain, he authenticates
himself by giving his login, password and his home domain. Then, the Manager
Agent asks the Policy Agent to retrieve the corresponding policy. This latter
checks the Policy Repository and retrieves a policy that allows the mobile user
to connect and to use only web and e-mail (assume the visited domain defines
this policy for users from ISP#1, due to a peering agreement with this ISP). The
user gives also his profile that is stored in his mobile device in the authentication
process. This profile is stored temporarily in the USPR of the visited domain.
ISP#4 forwards the authentication request to ISP#1 (the home domain of the
mobile user) to check the user’s identity. If the authentication phase succeeds,
the mobile user can ask for the VoD service (a specific movie for example).
The SA checks the USPR and finds that the VoD that the user asks for can
be provided by ISP#2 and #3. The MA sends two NAs to these domains (a
policy allowing the negotiation is already defined). Each NA conveys a meta
policy to refine the result. This meta policy defines what are the QoS boundaries
and security performances that the user accepts. In the negotiation process, the
BAA is invoked to bill the service proposed to the NA. A time threshold is
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fixed to avoid an infinite loop in the negotiation process. Once this threshold
exceeded, the negotiation process is stopped and considered as failed. If the
negotiation phase ends with an agreement, the NA moves back to the ISP#4’s
domain. There, the MA chooses the best path according to the result of the
two negotiations (performances offered and the cost of the service). The NA is
sent back to the chosen ISP to confirm the offer and the service is established.
Finally, the NkA of each ISP monitors the network and reports any degradation
to the MA.

This use case can be extended to many intermediate domains. In this case,
the MA of ISP#4 instantiates as many NAs as involved domains. Each NA is
sent to one of those ISPs and has the task of negotiating the service with it.

7 Conclusion and Perspectives

We presented here an architecture capable of providing services to mobile users.
This architecture is based on three features: Policies that define the behavior
of the ISP domain, Mobile Agents to achieve dedicated tasks like negotiating a
service parameters with a user or with other ISPs, and Profiles defining the pref-
erence of users (users Profiles) and information about services (services profiles).
With this work we pointed out all the system components that make possible
the provisioning of services, not only for mobile users but also for local users
with services spanning multiple domains, and for local users asking for services
not available in their local domains but in neighboring ones. To define policies,
we used an XML representation, but the implementation uses a LDAP directory
where the search phase provides more performance. The agents are defined using
the Grasshopper [11] agent platform, which is a Java based system. The draw-
back of using a Java based system is the delay of serializing a mobile agent in
order to send it to another host, representing the visited ISP domain. We have
to minimize this delay by optimizing the code of the agents. We can also use
a smart card for the authentication process, where the user’s identity and the
User Profile are stored.

We have implemented a part of the architecture, where a mobile user connects
to a web server to authenticate himself (he gives his login, password and the
address of his home domain). On the server side (of the visited domain) a Servlet
creates a Policy Agent that checks the rights of the user. Once done, and if this
is allowed by the retrieved policy, the Authentication Agent moves to the local
host and provides the user’s identity to get the user profile. After that, this agent
moves back and stores this profile in the local repository. This implementation
shows a promising result (a delay less than one second) with no optimization.
We have now to deal with the rest of the implementation (Negotiator Agent,
Network Agent, Service Agent, Billing and Accounting Agent). We introduce a
time threshold in the negotiation process in order to avoid an infinite loop if no
agreement can be found. The Network Agent uses the SNMP MIB to retrieve
information about the device traffic in order the check if there is enough resources
or if the negotiated parameters are respected. We have also to specify a billing
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function to fix the cost of the services in a dynamic manner, based on the network
load and utilization time.

The combination of policies and agents is a good design and offers a promis-

ing architecture since it can be extended to wireless environment where the
constraints are worst.
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Abstract. As the number of Mobile IP users is expected to grow, the signaling
overhead associated with mobility management in the mobile Internet is bound
to grow. And since the wireless link has far less bandwidth resources and lim-
ited scalability compared to the wired network link, the signaling overhead as-
sociated with mobility management has a severe effect on the wireless link. In
this paper, we propose IP-Grouping scheme. In the proposed scheme, Access
Routers (ARs) with a large number of handoff are grouped into a Group Zone.
The signaling cost in the wireless link can be greatly reduced as the current
Care-of Address (CoA) of Mobile Node (MNs) is not changed whenever the
handoffs occur between ARs within the same Group Zone. The performance of
the proposed scheme is compared with the Hierarchical Mobile IPv6
(HMIPv6). We present the analysis and simulation results for IP-Grouping and
HMIPv6, and show that IP-Grouping reduces the wireless signaling overhead
under various system conditions and supports the mobility of a large number of
MNes.

1 Introduction

Mobile IPv6 (MIPv6) [7] describes a global mobility solution that supports host mo-
bility management for various applications and devices that are using the Internet.
The binding update messages that are generated by the Mobile Node (MN) after
moving into a visited network exert a large signaling overhead on the IP core network
and the access network. To overcome this problem, Hierarchical Mobile IPv6
(HMIPv6) [1] [2] [3] uses a local anchor point called Mobility Anchor Point (MAP)
to allow the MN to send binding update messages only up to the MAP when it moves
within the same MAP domain. This reduces additional signaling cost in the wired
network link between the MAP and the CN that exists in MIPv6. In addition, IETF
proposed the fast handoff over HMIPv6 [4] [5] [16] that integrates HMIPv6 and the
fast handoff mechanism to reduce the handoff latency by address pre-configuration.
Since the fast handoff over HMIPv6 inherits the basic signaling structure of HMIPv6,
the signaling cost in the wireless network link is unchanged from HMIPv6.

* This work was supported by Samsung Electronics in Korea under the project on 4G wireless
Communication systems.
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© Springer-Verlag Berlin Heidelberg 2004
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Fig. 1. Reference architecture of IP-Grouping

In the mobile Internet, the wireless link has far less available bandwidth resources
and limited scalability compared to the wired network link [4]. Therefore, the signal-
ing overhead associated with mobility management has a severe effect on the wireless
link. Moreover, each cell becomes smaller [8] [12] and this increases handoff rates
yielding more signaling overhead in the wireless link.

In this paper, we propose IP-Grouping scheme to reduce the wireless signaling
overhead in areas with a large number of handoff. The Access Routers (ARs) create
dynamically Group Zone by using the measured information derived from the history
of the handoff contained in ARs. Within the same Group Zone, even if the handoff of
MNs occurs between ARs, the current Care of Address (CoA) of MNs is not changed.
As aresult, local binding updates are not generated and thus the signaling overhead in
the wireless link is greatly reduced. Therefore, IP-Grouping has benefits since MNs
within the Group Zone does not need the registration procedure. First of all, wireless
network resource is saved. Second, power consumption of the MN is reduced. Third,
interferences in the wireless link are reduced and a better communication quality can
be achieved.

The rest of the paper is organized as follows. Section 2 provides the reference ar-
chitecture of IP-Grouping and Section 3 presents the operation of IP-Grouping. Sec-
tion 4 and 5 present the analysis and the simulation results respectively. Finally, we
summarize the paper in Section 6.

2 The Reference Architecture of IP-Grouping

The reference architecture of IP-Grouping scheme as shown in Fig. 1 is based on the
HMIPv6 [1] [2] [3] consisting of a two level architecture where global mobility and
local mobility are separated. The reference architecture consists of following compo-
nents

B MAP : It commands to corresponding ARs to create a Group Zone and routes the
packets of MN to the new AR.

B AR : It monitors the Movement Status(MS) that has a trace of handoff history.
And it count the number of handoffs to its neighboring ARs. When it detects that
the measured information exceeds the threshold value or drops below thethresh-
old value, it sends its status and IP address of its neighboring AR to the MAP.
Also, according to the command of MAP, it sends the group network prefix or the
original network prefix to the MNs.
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Fig. 2. State Diagram of IP-Grouping

B GCoA and LCoA : The GCoA is a Group CoA configured on the MN based on
the group network prefix advertised by the AR. And LCoA is an On-link CoA
configured on the MN based on the original network prefix advertised by the
AR.

B RCoA : The RCoA is a Regional CoA configured by a MN when it receives the
MAP option.

B Movement Update : When the MN moves under a new AR within the Group
Zone, old AR sends a Movement Update to the MAP in order to establish bind-
ing among RCoA, GCoA and new AR IP address.

B Local Binding Update : MN sends a Local Binding Update to the MAP in or-
der to establish a binding between RCoA and LCoA, or between RCoA and
GCoA

3 The Operation of IP-Grouping

As shown in Fig.2, IP-Grouping scheme operates in four states. First, the Normal
State operates as the HMIPv6 until the measured information of the AR (calculated
from the number of handoffs to its neighboring ARs) exceeds the threshold value and
it switches to the Group Initiation State when the measured information of the AR
exceeds the threshold value. Second, in the Group Initiation State, the ARs involved
in Group Zone send the group network prefixes to MNs in their area and switches to
Group State. Third, in the Group State, a Group Zone is created with ARs with the
same group network prefix. When the MN moves to a new AR within the same
Group Zone, the handoff occurs through L2 Source Trigger without the current CoA
being changed. As a result, local binding updates are not generated and it greatly
reduces the signaling cost in the wireless link. Also, when the measured information
of the AR within the Group Zone drops below the threshold value, the Group State
switches to the Ungroup Initiation State. Finally, the Ungroup Initiation State
switches to the Normal State by sending different original network prefixes in each
AR of the Group Zone.

More detailed description of operations of each state is as follows. Note that for
simplicity, the paper explains IP-Grouping scheme of only one out of many MNs
under each AR. There are actually many MNs operating simultaneously under each
AR.
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Fig. 3. Message flow in Group Initiation State

3.1 Normal State (HMIPv6)

In the Normal state, it operates as HMIPv6 proposed by IETF. An MN entering a
MAP domain will receive Router Advertisements containing information on one or
more local MAPs. The MN can binding its current CoA(LCoA) with an CoA(RCoA)
on the subnet of the MAP. Acting as a local HA, the MAP receives all packets on
behalf of the MN. And then, the MAP encapsulates and forwards them directly to
the LCoA ofthe MN. If the MN changes its current address within a local MAP
domain, it only need to register the new address with the MAP. Hence, only the
RCoA needs to be registered with the CNs and the HA. The RCoA does not change
as long as the MN moves within the same MAP domain. This makes the MN mobility
transparent to the CNs it is communicating with. The boundaries of the MAP domain
are defined by means of the ARs advertising the MAP information to the attached
MN:s.

3.2 Group Initiation State

Fig. 3 shows the message flow in the Group Initiation State. MN1 and MN2 are
communicating with AR1 and AR2 respectively in the Normal State (binding cache
of MNI1 - Regional CoA1(RCoA1): On-link CoAl(LCoAl), binding cache of MN2 -
RCoA2 : LCoA2, binding cache of MAP - RCoAl : LCoAl, RCoA2 : LCoA2).
When AR1 detects that the measured information for the handoffto AR2 exceeds the
threshold value, AR1 sends its status and IP address of AR2 to the MAP. Then, the
MAP commands to AR1 and AR?2 to create a Group Zone.

Following the procedure, AR1 and AR2 send a group network prefix using Router
Advertisement instead of the original network prefix. MN1 and MN2 receive this
network prefix and compare to its original network prefix [13]. They each recognize
an arrival of a new network prefix and generate new Group CoAl(GCoAl) and
GCoA2 by auto-configuration [14] [15]. This mechanism causes MN1 and MN2 to
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Fig. 4. Message flow of handoff in Group State

perceive as if they are separately being handed over to a new AR, and causes them to
change their current CoA. MN1 and MN2 register newly acquired GCoA1l and
GCoA2 to the MAP. The MAP updates its binding cache (as MN1 - RCoA1 : GCoAl
: AR1, MN2 - RCoA2 : GCoA2 : AR2). Through this procedure, Group Zone is per-
formed on AR1 and AR2 and the state then switches to the Group State.

3.3 Group State

In the Group State, the packet data sent from CN to MN1 and MN2 are encapsulated
with the new GCoAl and GCoA2 by the MAP and forwarded to MN1 and MN2
respectively. Fig. 4 shows the message flow of handoff in the Group State. MN1 is
communicating with AR1(binding cache of MN1 and MAP - RCoA1l: GCoAl: AR1).
When MNI1 approaches new AR2, it receives a strong L2 pilot signal and performs
L2 handoff. Here, old AR1 determines the IP address of new AR2 using L2 Source
Trigger(L2-ST) [5] [6]. L2-ST includes the information such as the L2 ID of the
MNI1 and the IP ID ofnew AR2 (it is transferred using the L2 message of L2 handoff.
Therefore, it is not the newly generated message from the MN). Through this proce-
dure, old AR1 detects MN1 moving towards new AR2 and sends a Movement Update
message to the MAP. Then, the MAP updates its binding cache(as RCoAl: GCoAl:
AR?2), and establishes a tunnel to new AR2. And new AR2 sets up a host route for
GCoAl of MNI1. After that, MN1 moves to new AR2 and sets up a L2 link after
completing a L2 handoff. At the same time, since MN1 receives same group network
prefix as old AR1 from new AR2, it does not perform a binding update. From this
point on, the packet data sent from CN to MNI1 is encapsulated with GCoAl and
forward to MN1 through new AR2 by MAP. Hence, even if MN1 is handed over to
new AR2 in Group Zone, binding update requests and acknowledges need not to be
sent over the wireless link. Therefore, the signaling cost in the wireless link is greatly
reduced. If MN in the Group Zone moves to AR out of the Group Zone or if MN in
outside the Group Zone moves into AR in the Group Zone, in both cases, MN re-
ceives a different network prefix. Hence, it acquires new CoA and performs a binding
update to the MAP.
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3.4 Ungroup Initiation State

Fig. 5 shows the message flow in the Ungroup Initiation State. MN1 and MN2 are
communicating with AR1 and AR2 respectively in the Group State (binding cache of
MNI1 - RCoA1 : GCoAl, binding cache of MN2 - RCoA2 : GCoA2, binding cache
of MAP - RCoAl : GCoAl : AR1, RCoA2 : GCoA2 : AR2). When ARI1 detects that
the measured information for the handoff to AR2 drops below the threshold value,
ARI1 sends its status and the IP address of the AR2 to the MAP. Then the MAP com-
mands AR1 and AR?2 to release a Group Zone. Following the procedure, AR1 and
AR2 independently send different original network prefix instead of the group net-
work prefix. MN1 and MN2 each receive this network prefix and compare to its
group network prefix. And MN1 and MN2 separately recognize the arrival of a new
network prefix and generate new LCoA1l and LCoA2 by auto-configuration. MN1
and MN2 register newly acquired LCoA1 and LCoA2 to the MAP. The MAP updates
its Binding cache (as RCoAl : LCoAl, RCoA2 : LCoA2). Through this procedure,
the Ungroup Initiation State is finished at AR1 and AR2 and the state switches to the
Normal State.

4 Analysis

4.1 Mobility Model

Two equations representing the wireless signaling cost for the HMIPv6 and IP-
Grouping are extracted in this model. We adopt the fluid flow model which is com-
monly used to analyze cell boundary crossing related issues in our case [10][ 11]. The
topology of the analysis consists of a domain representing one MAP area. One MAP
area is composed of several ARs and some of them form Group Zone. Group Zone
and the ARs are assumed to be square-shaped. It is assumed that the power-up regis-
tration procedures are completed. MNs move at an average velocity of v
in directions that are uniformly distributed over [0, 2n] and are uniformly distributed
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with density p. The AR boundary crossing rate (Ra) and the Group Zone crossing rate
(Rg)is

Ra = PYE and Rg = pvL (mobiles/sec) n

4 /4

where p is the mobile density (mobiles/m*2), v is the moving velocity (m/sec), £ is

the AR perimeter (m), and L is the Group Zone perimeter (m) (L = ¢+/N ). And
Fig.6 is the topology of the analysis using the default value.

4.2 Wireless Signaling Cost Analysis

4.2.1 HMIPv6

The formula to calculate the wireless signaling cost (msgs/sec) in the HMIPv6 can be
expressed as

Y
Cn=[Ra*Nnl* Mb + [p(z)an *Rrl* Mr

=[(pve/m)* Nn]* Mb+[p(—4€-)2Nn* 1* Mr @

T (life)

The first term in the equation represents the cost of the binding update request/ack
and the second term represents the cost of the renewal registration request.

4.2.2 TP-Grouping

The formula to calculate the wireless signaling cost (msgs/sec) in IP-Grouping can be
expressed as

Cg=[Ra* Nn]* Mb+ [p(f)2 Nn*Rrl* Mr~[(Ra* Ng)- Rg]* Mb
1
T(life)

The first and the second term represent the total cost of the HMIPv6, and the third

term represents the cost that is produced during the handoff between different ARs
within the same Group Zone

1% Mr~[((pve/ 7)* Ng)— (pvL / m)]* M O

=[(pvl/ z)* Nn]* Mb+[p(§)2Nn
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Table 1, Parameter values of the analysis
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Fig. 7. Effect of Group size & MN Velocity on wireless signaling cost

4.3 Analysis Results

The results of the analysis are organized into three sections. And the performance of
the HMIPv6 and the IP-Grouping using the parameters as variables is compared in
each section. The parameters used in the analysis are shown on Table 1.

4.3.1 Group Zone Size

In the analysis, the value of Ng was made variable. This means only the Ng is varied
from 4 to 36 from the default value of Table 1. This is done to expose the effect of
Group Zone Size on the wireless signaling cost in Group Zone. The results of the
analysis are shown in Fig. 7(a). It shows that the wireless signaling cost increases
slowly in IP-Grouping and rapidly in the HMIPv6 as the size of Group Zone in-
creases. This proves that while increase of the size of Group Zone does not affect
severely the registration process due to handoff within Group Zone, it greatly affect
the registration process due to AR boundary crossing rate in HMIPv6.

4.3.2 MN Velocity

In this analysis, the value of v was made variable. This means only the value of v is
varied from 10 km/h to 100 km/h from the default value of Table 1. This is done to
expose the effect of the velocity of the MN on the wireless signaling cost in Group
Zone. The results of the analysis are shown in Fig. 7(b). Fig. 7(b) shows that the
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Fig. 8. Simulation network topology.

wireless signaling cost of IP-Grouping is much lower than that of HMIPv6 as the
velocity increases. This proves that while the increase of MN velocity does not affect
severely the registration process caused by the handoff within Group Zone, it rapidly
affect wireless signaling cost in the HMIPv6.

5 Simulation

5.1 Simulation Environment

We now study the performance of [P-Grouping scheme using our ns simulation envi-
ronment(ns-2.1b7a) [9]. This allows us to validate our analytical results. Fig. 8 shows
the network topology used for the simulation. The link characteristics, namely the
bandwidth(megabits/sec) and the delay(milliseconds) is also shown. Constant bit
rate(CBR) sources are used as traffic sources. A source agent is attached to the CN
and sink agents are attached at MNs. The duration of each simulation experiment is
180s. The total number of cells in the MAP area is 49 and the Group Zone size is
varied between 4, 9, 16, 25, and 36 cells. Also, the diameter of each cell is 70 units in
the simulation environment and it represents 500m in the real world. If we assume the
simulation duration of 180s is equivalent to one hour in the real world, the maximum
velocity of 100 km/h then translates to 9 units/s in the simulation. 78 MNs are distrib-
uted in 49 cells and cells are attached to a MAP. There is 2 MNs within each cell that
belongs to the Group Zone and rests of the MNs are randomly distributed in the Nor-
mal Zone. That is, as the size of the Group Zone increases the density of the MN in
the cells of the Group Zone is maintained as 2 but the density varies from 1.56 to 0.5
in the Normal Zone. This is because the threshold value to form the Group Zone is set
as 2 MNs per cell. And movement of MNs is generated randomly. Also we investi-
gate the impact of the continuous movement and the discrete movement of MNGs.
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5.2 Simulation Results

We record the wireless signaling counts for all experiments.

5.2.1 Group Zone Size and MN Velocity with Continuous Movement

All MNs operate with a pause time of 0, supporting continuous movement. This
movement pattern has similarity to the fluid flow model used in the analysis in which
all MNs constantly move. The simulation results for continuous movement are shown
in Fig. 9. The simulation results follow the same trends shown in Fig. 7 of the analy-
sis results. Simulation results imply that the performance of the IP-Grouping scheme
is closely related to the size of the Group Zone and the velocity of the MNss.

5.2.2 Group Zone Size and MN Velocity with Discrete Movement

We also investigate the impact of the discrete movement of mobile nodes that cannot
be observed by using the fluid flow model that is used in the analysis. All MNs are
now set to operate with a pause time of 30, supporting discrete movement. In contrast
to the continuous movement discussed above, MNs move to a destination, stay there
for certain period of time and then move again. The results shown in Fig.10 show that
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IP-Grouping can reduce the wireless signaling cost for MNs that move infrequently.
Besides, the wireless signaling cost savings are little less than the continuous move-
ment. This is because the number of cell boundary crossing is reduced as the MNs
move less frequently.

6 Conclusion

In the mobile Internet, the wireless link has far less bandwidth resources and limited
scalability compared to the wired network link. Moreover, each cell becomes smaller
and this increases handoff rates yielding more signaling overhead in the wireless link.
Consequently, the signaling overhead due to the mobility management has a severe
effect on the wireless link. This paper proposed IP-Grouping scheme that can reduce
the wireless signaling cost in the wireless link. In the proposed scheme, we establish
the Group Zone by using the measured information derived from the history of the
handoff in ARs. Both the analysis and simulation results show that the wireless sig-
naling cost in IP-Grouping is much lower than that of the HMIPv6 as the MN veloc-
ity and the Group Zone size increase respectively. Furthermore, if IP-Grouping per-
sists for several hours, it will reduce several tens of thousands of binding update mes-
sage in the wireless link than the HMIPv6. As IP-Grouping is deployed to reduce the
wireless signaling cost in the with a large number of handoff, we expect that mobile
users will be offered with more reliable service in the mobile Internet.
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Abstract. The size and number of network-element and service-node types are
growing in 3'd—generati0n wireless systems, which are becoming more and more
complex.  Policy-based management is a cornerstone for simplifying the
management and reducing operating costs of these networks. This paper
provides an update on how the policy paradigm is supporting and facilitating
the network and operations management of the 3G networks.

1 Introduction

The last decade has been a period of transition for the wireless network. The old
network was relatively simple, designed primarily for switched-voice traffic. It was
based on 2G technologies for subscriber access and exchanges to process calls. Now,
data and voice are converging to run over a unified core packetized network
infrastructure based on the IP domain. This convergence introduces even more
complexity: numerous access technologies (IS-95, GSM, TDMA, WCDMA, IS-2000,
802.11b....), numerous core technologies (IP, ATM ..), numerous transmission
networks (PDH, SDH, WDM, etc) and numerous intelligent nodes (AAA, CSCF,
...). This complexity introduces serious network management challenges and
increases the level of skills needed to meet these challenges.

The network paradigm is also changing from vertical networks to horizontally layered
network architecture. This layered approach to mobile network architecture separates
applications, control, and connectivity for all services, as shown in the following
table:

Table 1. 3G Layers

3G Layer API / Protocol
Service Control JAIN, Parlay, OSA, ....
Call Control H.323, SIP, BICC, H.248,...
Connectivity Control | IP, ATM, ....

The services or application layer handles services and applications. The control layer
handles call-control functionality and network-specific functionality. The connectivity
layer handles payload processing handling, switching and routing of traffic. The only

P. Dini et al. (Eds.): SAPIR 2004, LNCS 3126, pp. 79-91, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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interface between the connectivity layer and the control layer is signaling. Services
and applications communicate with the control layer over standardized APIs.

From the service perspective, IP-bearer services can be provided using various
mechanisms (ATM VCs, MPLS LSPs, IP tunnels, IntServ and DiffServ links, ...) .
Furthermore, 3™-generation networks can provide multimedia services with mobility
support through the Virtual Home Environment (VHE). This makes it possible for end
users to have their personal-service environment with them while roaming among
different networks or using different terminals. The service layer is very opened (due
to The Open Service Architecture (OSA) 8 and Parlay 5) enabling network-server
applications to ensure network capabilities and making the implementation of the
VHE concept possible.

The layered all-IP approach to mobile-network architecture, associated with a policy
hierarchy (Table 2), helps to simplify all-IP untoward network management:

Table 2. 3G Policy Layers

descriptions, routing policies, ....

3G Layer 3G Policy Layer
M | Service User Policies:
A Control SLA, AAA policies,...
N Call Control Network Policies:
A policy-based control of services, DiffServ
G mapping, MPLS mapping, ...
E Connectivity | Connectivity Policies:
;’[ Control PPP policies, payload types, tunnel
N
I

Within the all-IP architecture, policies cover the network/connectivity policies
provided by the serving network (the network to which the mobile device is attached)
and the user/subscriber policies established by the home network (which may be the
same as or different from the serving network) and provided at registration to the
serving network.

This paper describes how the policy framework is used to manage 3G networks,
including provisioned and signalled QoS.

2 Policy-Based Management

Policy-based management is a key technology that refines the TMN approach [2,3,4]
by making management by abstraction possible. The objective is to manage networks
according to high-level policies. Applications include a wide range of functions with
which to control network behavior, such as QoS control, VPN control, address
assignment, encryption key distribution, etc. More importantly, policies make it
possible for the all-IP wireless network to support end-to-end QoS control, including
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multiple quality classes for all supported services and allow QoS negotiation at
session setup, at hand-off, and at any time during a session.

The main drawback of policy-based management is the lack of standardization among
the different policy-abstraction layers. There is no agreed-upon semantic framework.
The ISO Reference Model of Open Distributed Processing (RM-ODP) 1 defines
policies as a set of obligations, permissions, and prohibitions. The Internet
Engineering Task Force (IETF) is a major force behind policy management, where
policies are defined as a set of rules to administer, manage and control access to
network resources.

The IETF has many working groups working with policies:

- The Policy Framework (PF) working group has introduced an object-oriented
information model to represent policy information. This model, called Policy Core
Information Model (PCIM) 22, is an extension of the Common Information Model
(CIM) developed by the Service Level Agreements (SLA) working group within
the Distributed Management Task Force (DMTF). This core schema contains all the
basic classes (PolicyGroup, PolicyRule, PolicyCondition, PolicyAction,
PolicyTime- PeriodCondition, PolicyConditionInPolicyRule).The Policy Core
Information Model Extensions (PCIMe) 25 greatly enhance PCIM. For example:

» Rules have sub-rules.

» A single mechanism to express packet filters in policy conditions has been
added.

> The concept of policy roles has been added to PolicyGroups (which already
includes PolicyRule) by creating a new superclass, called PolicySet, for both
PolicyRules and PolicyGroups

» A mechanism to assign roles to resources has been added.

In addition, enhancements are being worked on will map application-specific context
to information models. For example, the Policy QoS Information Model (QPIM) [26]
defines the extensions needed to represent IntServ and DiffServ QoS policies.

- The Resource allocation protocol (RAP) working group has defined an
architectural framework to provide policy-based control over admission decisions.
This architecture, as illustrated in the Figure 1, consists of:

» The policy server, which contains a Policy Decision Point (PDP) that gathers
the various policies and distributes a chosen set of these to the appropriate
network devices.

» The Policy Enforcement Point (PEP), which configures the device based on
the policies sent to it.

» The Common Open Policy Service (COPS) 16, which is a simple
request/response protocol between PEPs and PDPs to exchange policy
information and decisions. Extensions to COPS are defined for RSVP
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clients in the outsourcing model 18 and for provisioning where Policy
Information Bases (PIBs) are required 24.

- The SNMPConf working group has developed the infrastructure needed to
perform a policy-based configuration of the devices, using the Simple Network
Management Protocol (SNMP).

- IP Security Policy (IPSP) working group is applying the policy framework to
IPSec policies and central management of VPNs. This includes:
> IPsec Policy Requirements

» IPsec Policy Configuration Model
»  IPsec Policy Information Model
»  IPsec MIB and PIB

3 Parlay Policy Management APIs

The Parlay group has developed open APIs to enable secure, public access to the core
capabilities of telecommunication and data networks. This includes the Parlay Policy
service described in the following APIs [6]:
- The Policy Domain Management API for the definition and management of policy
classes and events.
- The Policy Event Management API for the registration or de-registration of policy
event notifications.
- The Policy Statistics API for the gathering of the policy-related network statistics.
- The Request Management API to request the exposure of public-policy classes
and policy events.

The Parlay Policy interface is shown in the figure 1 between an external application
or management tool and the policy system.

As well, 3GPP has set requirements on policy management for the OSA interface 8
aiming at alignment with Parlay work.

4 Policy-Based Networking Capabilities in 3G Networks

The 3rd Generation Partnership Project (3GPP) is developing the GPRS and UMTS
reference models and standards for mobile networks, following a path based on GSM-
based networks to incorporate IP-based solutions. The 3GPP reference architecture is

made up of numerous functional elements. Three subsystems are identified in the core
network:
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- Circuit Switched Subsystem

It is based on current GSM circuit-switched network architecture and includes the
MSC and HLR

- Packet Switching Subsystem

Is based on GPRS/UMTS and includes network elements such as SGSN and GGSN.
The Serving GPRS Support Node (SGSN) forwards incoming and outgoing IP
packets addressed to/from a Mobile Station, and the Gateway GPRS Support Node
(GGSN) provides an interface towards the external IP-packet networks.

- IP Multimedia Subsystem

The multimedia subsystem supports conversational multimedia services and uses the
Circuit Switched or Packet Switching subsystem as a transport mechanism. For this
subsystem, 3GPP has defined an architecture based on CSCF (Call Session Control
Function) functional element, which represents an enhanced SIP server. A CSCF has
three different roles:

»  Service CSCF (S-CSCF)
» Interrogating CSCF (I-CSCF)
» Proxy CSCF (P-CSCF)

The I-CSCF is the entry point to the home network. The S-CSCF is the SIP proxy
that performs the session control services for the mobile station. It maintains a session
state as needed by the network operator to support the services. It knows which
service nodes to link to the session for which subscriber.

The P-CSCF is the first point of contact for the mobile station within the IP
Multimedia subsystem. It proxies the SIP messages towards the home network for the
subscriber. The Policy Control Function (PCF) is a logical entity of the P-CSCF. The
PCF acts as a Policy Decision Point and the GGSN acts as a PEP to support the
following functions:

»  Control of Diffserv inter-working
»  Control of RSVP admission control and inter-working

» UMTS bearer authorization
» QoS charging

The protocol between the PCF in P-CSCF and GGSN is COPS.

In the same way, the 3rd Generation Partnership Project 2 (3GPP2) is developing the
c¢dma2000 reference model and standards for mobile networks. The cdma2000
reference model isolates the IS-41 network components from the new IP network
components (i.e., HLR/AC versus AAA).
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The cdma2000 Packet Core Network is based on standards developed by TR45.6 and
3GPP2 and published in referenced documents [29,30].

To support conversational multimedia services, 3GPP2 has defined an all-IP
architecture in 31 similar to the IPMM subsystem in 3GPP.

This architecture includes:
- The Policy Decision Function (PDF): this component provides management of
core network QoS resources.
- The Network Policy Rules database: it is a data repository referenced by AAA and
PDF and provides the user level policy rules (subscription resource usage, expected
QoS, valid times and routes, geographical service area definitions, policy rules for
the applications serving a user, etc.) as well as network wide policy rules.

5 Policy Applications

The policy-based management can support the overall customer-focused activities of
Fulfillment, Assurance and Billing. This section presents different applications related
to these aspects. These can be provided using state-of-the-art policy solutions, as
shown in Figure 1 for QOS and VPN management. In addition, the architecture
described in Figure 1 provides for a policy-management tool capable of supporting
the auto-discovery of resources (e.g. using the 3GPP Basic CM or Bulk CM IRP for
the topology discovery). The reasoning here is that, given the rapid growth of network
elements, the cost of integrating new entities becomes onerous.

A. [P Management

3G networks are moving towards policy-driven [P-address management, DHCP, and
DNS. This makes it possible, for example, to provide central address allocation and
DNS functionality for mobile networks as it done for fixed networks.

B. QoS/SLA

Policy management makes it possible to optimize the use of resources and the
differentiation between the various service levels. The process begins by establishing
SLAs, which are required to meet the business needs. Then, these are translated into
QoS policies, to which a configuration (with appropriate differentiated levels of these
IP-bearer services, by user, groups, application, etc.) is applied. In addition, this
ensures optimum use of resources while best guaranteeing SLAs.

C. Security Management

Security within an all-IP system is quite complex. For example, authentication spans
multiple domains: user, network and O&M as well as multiple levels: IP transport
level, SIP level and service level. Also, in packet networks, the signalling and user
traffic of all subscribers can share the same links.

A policy-based management approach offers definite advantages as concerns end-to-
end security management and the hindering of security holes that could be created by
manual configuration. For example, a policy might consist of a detailed description
of how a user can provide an account to a resource.
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It would define authentication and verification processes, encryption procedures
(key/certificate management (IPSec), multimedia key management (SRTP),
encryption/decryption procedures), and user profiles or roles.

The AAA server enables security-policy management and control, and acts as a node
security server, allowing operators to define rules for access, authentication and
accounting. The IETF’s AAA working group is in the process of specifying the
Diameter protocol for communication between servers, that is, where Radius is
currently being used.

D. IP-VPN

VPN technology is not new. In the land area, it has been around since the mid-1990s,
reducing remote access costs for enterprise networks. But VPNs did not take off as
quickly as was projected because of the installation and management are very
complex. This complexity worsens in the wireless area, where it applies to tens of
thousands of mobile VPN users with always-on connections, making it difficult to
know the location from which they will request bandwidth.

IP VPN technologies can be network-based (i.e., working at Layer 2). This includes
switch-oriented network-based VPN protocols, such as MPLS and L2TP in a
relatively lower network layer. The advantage here is scalability. An MPLS VPN
might be built using an IP (MPLS enabled) core, an IP and ATM core, or a pure ATM
core. MPLS VPNs are only scalable when set up in Layer 2, and although MPLS is
very useful for QoS routing, the security issues should be dealt with in the IP or
application layers.

Other VPNs are CPE-based (i.e., working at Layers 3/4). Typically, this involves
Mobile Nodes, Server and Router initiated end-to-end tunneling, with or without
encryption. IPSec/IKE (IPSecurity/Intemet Key Exchange) is the most common
technology in this category (L3TP).

Both technologies can be used in the wireless networks. For example IPSec can be
used between SGSNs, between SGSN and GGSN, between GGSN and external hosts
and routers in the packet switching subsystem of UMTS. For cdma2000, the PDSN is
the VPN server, which sets tunnels using L2TP and IPSec.

The configuration of a VPN is long and tedious for large-scale networks. In some
cases, it becomes a real nightmare. For example, the Layer 3 MPLS configuration (as
described in RFC 2547) must deal with customer BGP routing tables and store parts
of these at every location from which the VPN is accessed.

Policy-based management solves these complex management issues. It provides the
mechanism to implement these services using service-level parameters, such as
bandwidth requirements, security requirements, mobility requirements and traffic
requirements.

Furthermore, other IP VPN emerging technologies (Ipv6 security, son-of-IKE ...),
possibly from different vendors, can co-exist with MPLS or IPSEC in certain
environments. Policy-based management can support integrated management to solve
and hide problems related to the evolution of networks towards multiple technologies
from various vendors, and can contribute to the success of VPN technology in the
mobile area by supporting a wide range of business models for operators.
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E. Service Control

Policy management’s contribution to service management can help to achieve higher
customer retention rates by offering an enhanced service logic to support
personalizing and self-provisioning of intelligent and adaptive services (for example,
handoff policies controlled by the end user to allow or disable full-call processing
depending the amount charged limits).

In the Service Network (SN), the QoS characteristics of the application servers in the
server’s platforms need to be enforced. As well, the impacts of network problems
(performance degradation) must be linked to the service nodes that may be affected.

F. Billing

The IRTF’'s AAAARCH working group was given the mandate of amending current
protocols (Radius, Diameter) to support the needs of a broader range of applications
requiring AAA functionality. This group is proposing a policy driven AAA generic
architecture with a formal policy language 27. In addition, the architecture for the
policy-based accounting was proposed and described in the RFC 3334 [33]. In this
approach, accounting policies are described as rules for generation, transport and
storage of accounting data, providing flexibility to accounting architectures.

6 Conclusion

This paper provides an overview of policy-based networking and management in 3G
wireless networks. While the policy-management paradigm provides a leading edge in
3G wireless management, there are still several challenges to be addressed in the
future. These include:

- Policy-based user control of services: Allows a flexible and powerful policy-
driven Intelligent Network (IN) for complex services like multimedia services.

- SLAs/SLSs management: Includes the specification of static and dynamic, intra-
and inter-domain Service Level Agreements and Service Level Specifications, as
well as the negotiation and inter-domain policy between the serving network and
the home network. The Service Level Specifications can be represented using
policies as the TEQUILA consortium has proposed 28.

- Policy information model refinement for different domains: Core QoS, DiffServ,
MPLS, IPSec, as being worked on in the IETF.

- Policy-description language: Although some policy languages exist, (for example,
Bell Labs’ Policy Description Language, the Imperial College’ s Ponder Policy
Specification Language, and the proposed IRTF AAA policies 27), to date, no
standard policy language based on a solid and efficient computational model exists.

-Policy refinement model through the TMN layers: Policy based management can
be applied across the TMN architecture. The TMN-like layers for policies need to
be formally defined.
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Fig. 1. High-level Architecture of a QoS Policy System

- Conflict detection in both intra/inter domain environments and optimal resolution
with regards to the SLAs: Ensures that new policies do not conflict with existing
policies. Efficient algorithms are needed to detect static conflicts (detectable during
the specification phase in the policy management tool) as well as dynamic conflicts
(detectable during the policy-execution phase by PDP/PEP). Formal models for
dynamic systems (action language, temporal action language, situation calculus...)
might be investigated and applied in this area. Action language might be used for
reasoning about the effects of policy actions, and situation calculus to formalize the
history of primitive policy actions.

- Policy protocols extensions and optimization: Extensions such as COPS usage for
SLS 28, COPS over SCTP 23 or inter-PDPs communication need to gain more
attention.
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- Policy Monitoring: Although some work has already been done in this area, for
example, the SLAPM MIB 20 and the COPS client MIB [21], there is a still a need
to further investigate the monitoring, auditing and metric gathering for policies.

- Directory services: These need enhancements to support complex systems
management. For example the fact that LDAP is not supporting transactions or
dynamic directories is a significant limitation.

- Technology-neutral aspects and technology-specific aspects of the NGOSS' Policy
enabled feature, as adopted in the Telemanagement forum 32: The concept of
policy management should also apply to the OSS environment itself. In addition,
the NGOSS top-down and business-driven approach provides the foundation on
which to build OSS for next-generation networks. Policy-based management is in
line with this mainstream approach.

- Telecom-management applications and systems must be interoperable in order to
support and automate end-to-end processes. The 3GPP/3GPP2 Integration
Reference Points (IRP) are the technical means for achieving this interoperability
by abstracting the protocol information models. These include Alarm IRP,
Configuration IRP, Performance IRP, Inventory IRP, Security IRP, etc. The IRP
approach is described in 3GPP TS32.101 [34] and the same related concepts could
be applied to policy protocols to make them interoperable.

Acronyms and Terminology

AAA Authentication, Authorization, Accounting
AS Application Server

ASP Application Service Provider

BGP Border Gateway Protocol

BICC Bearer Independent Call Control
BWB Bandwidth Broker

CSCF Call Session Control Function

COPS Common Open Policy Service

CPE Customer Premises Equipment

CQM Core Quality of Service Manager

CM Configuration Management

DHCP Dynamic Host Configuration Protocol
DNS Domain Name Service

' NGOSS is a trademark of the Telemanagement Forum
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GERAN
GGSN
GPRS
GSN
HA
HLR
HSS
IETF
IKE
IPSec
IRP
IRTF
L2TP
L3TP
MGW
MSC
NAS
OSA
PCIM
PCIMe
PDF
PDP
PEP
PHB
PPP
QoS
QPIM
RADIUS
RSVP
SCM
SCS
SGSN
SLA

GSM EDGE Radio Access Network
Gateway GPRS Support Node
General Packet Radio Service
GPRS Support Node

Home Agent

Home Location Register

Home Subscriber Server

Internet Engineering Task Force
Internet Key Exchange

IP Security

Integration Reference Point
Internet Research Task Force
Layer 2 Tunneling Protocol

Layer 3 Tunneling Protocol

Media Gateway

Mobile Service Centre

Network Access Server

Open Service Architecture

Policy Core Information Model
Policy Core Information Model Extensions
Policy Decision Function

Policy Decision Point

Policy Enforcement Point

Per Hop Behavior

Point-to-Point Protocol

Quality of Service

Policy QoS Information Model
Remote Access Dial-in User Server
Resource Reservation Setup Protocol
Session Control Manager

Service Capability Server

Serving GPRS Support Node

Service Level Agreement
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SLS Service Level Specification

SN Service Network

SNMP Simple Network Management Protocol

TMN Telecommunications Management Network

UMTS Universal Mobile Telecommunications System

UTRAN Universal Terrestrial Radio Access Network

VHE Virtual Home Environment

VPN Virtual Private Network
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Abstract. As the demand for wireless cellular communication services
continues to grow, the struggle for a more efficient use of the frequency
spectrum still remains an important issue. Through the use of efficient
radio resource management (RRM) techniques the performance of cellular
systems may be improved, be it in the form of increased capacity or
enhanced quality of service. The RRM techniques that will be evaluated
in this work are: signal level-based dynamic channel allocation (DCA)
and adaptive antennas. The analysis will be done in the context of the
GSM/EDGE radio access network and will include: a comparison with
other radio resource management techniques, such as random frequency
hopping; evaluation of circuit- and packet-switched services; identification
of factors that negatively impact performance; and evaluation of the
combined performance of DCA and adaptive antennas.

1 Introduction

As the demand for wireless cellular communication services continues to grow,
the struggle for a more efficient use of the frequency spectrum still remains
an important issue. Radio resource management techniques such as power
control, frequency hopping, congestion control, scheduling and dynamic channel
allocation are examples of strategies that are able to provide benefits to cellular
systems, be it in the form of increased capacity or enhanced quality of service.

The study of dynamic channel allocation is not recent, existing already a
well-established literature on the area. In [1], for instance, a survey of several
channel allocation algorithms is presented. The use of measurement-based
algorithms is evaluated in [2], in which the power measurements are used to
estimate the interference a user would perceive if he were allocated a certain
channel. The efficiency of these algorithms is thus closely related to their capacity
of providing good channel quality estimations. Among the assignment strategies
discussed in [2], the least interference algorithm (LIA), which tries to minimize
overall interference in the system, will be here evaluated. Other works that
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investigate further algorithms and propose practical applications may be found
in [3, 4, 5].

The focus of this work is to conduct a performance evaluation of a channel
allocation algorithm which takes into account signal level measurements in the
decision procedure. The analysis will be done in the context of the GSM/EDGE
radio access network and will include: a comparison with other radio resource
management techniques, such as random frequency hopping; evaluation of
circuit- and packet-switched services; identification of factors that negatively
impact performance; and evaluation of the combined performance of DCA and
adaptive antennas.

This paper is organized as follows. In section 2 the dynamic channel allocation
strategy is explained. The adopted simulation model and assumptions are
described in section 3. Section 4 is dedicated to the performance results of the
speech service, while section 5 concerns the data service. The combined use of
DCA and adaptive antennas is evaluated in section 6, and some conclusions are
drawn in section 7.

2 Dynamic Channel Allocation

The application of dynamic channel allocation to a real system must take into
account the characteristics and practical limitations of the cellular network. In
the case of GSM/EDGE, some recent works have proposed and evaluated DCA
algorithms modified in order to adequate themselves to the cellular system [5].

Frequency hopping is an important characteristic of GSM/EDGE, having a
significant impact over the DCA implementation. There are essentially two kinds
of frequency hopping: cyclic and random. In GSM, cyclic hopping assumes that
co-channel users hop over the same frequencies, while for random hopping the
set of co-channel interfererers changes with each hop (interference diversity).
The latter is often used in real networks, due to its interference diversity
characteristics and the interference averaging effect it induces, which are essential
in tight reuse pattern scenarios.

The use of an interference oriented DCA strategy, which gives priority to the
channel perceiving the best signal-to-interference ratio (SIR), is not compatible
with random hopping. Due to the fact that the users are constantly hopping
in a disordered manner, the channel selection procedure becomes irrelevant,
since with each hop the set of interferers may change completely. It is therefore
required that random hopping be disabled or that cyclic hopping be used instead,
for which the interfering users hop to the same frequencies, losing the interference
diversity but keeping the frequency diversity.

The selection of channels based on interference estimates may be seen as
a means for obtaining control over the QoS provisioning process required by
the users, representing an alternative approach to random hopping. The random
hopping algorithm will be taken as reference for the DCA study, in order to verify
whether it is really worth to increase the channel allocation complexity with the
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purpose of taking over a task that random hopping has been accomplishing
rather efficiently, which is to reduce interference levels.

The SIR estimation procedure is subject to the parameters available in the
network. In the case of GSM/EDGE, the received power measurement report
mechanism described in [6] may be used to perform the estimation. Its initial
purpose was to aid in the cell selection/reselection procedure, but with some
adjustments, e.g. exchange of information among base stations, it may provide
SIR estimates. Such approach may not be very efficient due to some reasons,
such as the delay in the availability of the reports (= 1s) and the number of
base stations a user is able to report (6).

3 Simulation Models and Methodology

The simulations were performed in a dynamic discrete-time system-level
simulation tool developed for the evaluation of GSM/EDGE in the downlink.
Among its features are the modelling of the radio link, considering propagation
effects, and the modelling of EGPRS’ protocol stack, with special attention to
the functions of the RLC/MAC protocols, such as link adaptation, selective
ARQ and flow control. More details about the simulator may be found in [7].
The evaluation scenario consists essentially of a tight reuse pattern (1/1) in a
macrocellular environment with either speech or data users, see table 1 for other
relevant parameters.

Table 1. Simulation Characteristics
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The implemented adaptive antenna model considers a spatial matched filter
beamforming approach. An eight-element linear antenna array is employed to
generate the radiation pattern in a scenario with an angular spread (AS) of 5
degrees, which is enough to completely fill the antenna nulls. A digital filter
(Kaiser window) is used to suppress side lobe levels, at the expense of a broader
main lobe and reduced gains. A more detailed description may be found in [7, 8].

Simulation results, for each given system layout, were obtained by gradually
increasing the offered load until the QoS limit or the blocking probability of
2% had been reached. The load is presented here in terms of spectral efficiency.
The QoS of the speech service is given by the measured frame erasure ratio
(FER), with the requirement that 95% of the users should perceive an FER
below 1%. In the case of the WWW service, system capacity is defined as the
highest offered load, expressed in terms of spectral efficiency in bps/Hz/site, at
which a minimum average packet throughput per user, herein 10kbps, is ensured
to, at least, 90% of the users in the system. This QoS measurement profile has
been recommended in [9].

4 Speech Performance Analysis

In figure 1, the performance of the DCA strategy is presented for the EFR
(Enhanced Full Rate) speech service in a low mobility scenario (3km/h), in terms
of system capacity and SIR estimation error. The DCA algorithm with ideal
SIR estimation (DCA - ideal) presents better results than the random hopping
approach (RFH). However, when the estimation is based on the measurement
report mechanism available in the GSM/EDGE network (DCA - report), the
DCA performance is much degraded.

The impact that the measurement delay has over the capacity results is not
so relevant, as it can be seen from figure 1(a), for which half the actual delay
has been simulated (DCA - delay) and only a slight capacity improvement was
perceived. In a system employing DCA, due to the fact that random hopping is
not used, the interference profile of the channels changes at a lower pace, and
therefore the SIR remains practically unaltered for relatively short delays.

The increase in the number of reported base stations from 6 to 10 (DCA -
ext report), however, had a decisive impact. DCA capacity surpassed random
hopping once again, and got closer to the ideal case. Due the larger set of
base stations included in the reports, the SIR estimation became more realistic,
leading to a better DCA performance.

Figure 1(b) shows the cumulative distribution of the mean SIR estimation
error (SIR,ctuat — SIRest) for each case. The error values were mostly negative,
which indicates that the SIR was being overestimated. The reduced delay
practically did not change the error distribution, while for the extended report
the absolute error was strongly reduced.

The same analysis was conducted for a high mobility environment (50km/h),
and the results are presented in figure 2. It can be seen that the DCA capacity
results were much different from the low mobility case, while for random



96 Y.C.B. Silva et al.

S
m Qf o
g
=1
B
E M .
& 93 {| —o— RFH
weipes DCA - ideal
92 - DCA—repOrt SO N— "
91 - = DCA - delay
==t DCA - ext report
90 T 7 7 T
0 2 4 6 8 10 12
Spectral efficiency (Erl/MHz/cell)
(a) Capacity results
100 7
E "y
!
g ..................
<3
=)
o
10 / s === DCA - delay _
L . =
. S Cof ; DQA (_axt report

-0 8 -6 -4 -2 0 2 4 6 8 10
SIR mean estimation error (dB)
(b) CDF of the SIR estimation error
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Table 2. Speech service results
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hopping they practically did not change. The non-ideal DCA exhibited very
poor performance, and even the use of extended reports did not considerably
improve capacity, remaining behind the random hopping strategy.

The fact is that high mobility is exceedingly harmful to the DCA scheme,
since it promotes, to a certain extent, an increase in the interference diversity.

The ideal version of DCA did not maintain the advantage it had over RFH
when in low mobility. The difference between both schemes dropped from 50%
to 20% approximately.

The distribution of the SIR estimation error, shown in figure 2(b), was similar
to the low mobility case, with a reduction of the delay barely influencing the
accuracy of the estimation and the extended report providing a lower absolute
erTor.

Given the higher complexity in implementing the DCA scheme, and the
relatively low gains it provides, it may not compensate to substitute RFH for
DCA, especially in high speed scenarios, for which RFH is close to the ideal DCA
performance. Table 2 presents a summary of the results for the speech service.

S Data Performance Analysis

In this section, dynamic channel allocation is evaluated for the WWW
packet-switched traffic. A simulation scenario similar to that of previous sections
has been considered, with unit reuse, low mobility, sector antennas and no power
control.

The implementation of the DCA algorithm for the data service was similar
to the speech case, i.e, priority has been given to the channel perceiving the
best estimated SIR. EGPRS, however, allows that the channels be shared by
multiple users, being the transmission order defined by the packet scheduler. If
the algorithm were to be followed strictly, users would tend to overcrowd the
channel with the best SIR, resulting in larger queueing times, which may be
more prejudicial to the quality of service than to choose a free channel with a
lower SIR. Therefore, it is necessary to modify the DCA algorithm: priority is
given to the unoccupied channel with the best SIR. Only when all channels
have at least one user that queueing takes place.
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Fig. 3. DCA packet switched performance

Figure 3 shows the capacity results for the random hopping and DCA
strategies. It can be seen that DCA provided a significant capacity increase,
reaching almost two times the random hopping capacity regardless of the
scheduling algorithm. However, it has been initially assumed that channel
reassignments would occur every time a new packet arrived, which is good for
DCA, in that it increases the odds that the user will be continuously perceiving
excellent channel conditions, but which results in excessive signalling on the
other hand. By using a temporary block flow (TBF) release timer [10], which
guarantees that the channel will be kept for a certain period of time after
the reception of the last packet (default value of 5s), channel reassignments
decreased, and so did DCA performance.

The variation of the scheduling algorithm, from FIFS (First In First Served)
to RR (Round Robin), had practically no impact over the results. Table 3
presents the capacity values in terms of spectral efficiency and time-slot capacity.

6 Combined Use of DCA and Adaptive Antennas

The performance of the DCA and random hopping strategies, combined with
adaptive antennas, may be seen in figure 4 The ideal DCA scheme presented
a capacity slightly higher than RFH, but when measurement reports were
considered, it had a much worse performance. When extended reports were
introduced, instead of improving DCA performance, the opposite occurred, and
the spectral efficiency dropped approximately 2Erl/MHz/cell.
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For the case with sector antennas, the main reason for the imprecision in the
SIR estimation was the lack of information regarding unreported interferers,
ie., the estimate was too optimistic. With adaptive antennas the problem
is the increased difficulty to perform the estimations. The received power
measurements are done for the BCCH (Broadcast Control Channel) layer, which
is not allowed to use adaptive antennas, since it must be guaranteed that the
signalling information be available throughout the whole cell area. Measurement
reports, therefore, include the sector antenna gains, which are much different
from the adaptive antenna gains. As a consequence, figure 4(b) shows that
the estimated SIR values become too pessimistic. By increasing the number
of reported base stations the error becomes even more pronounced, since the
interference reduction property of adaptive antennas is not being taken into
account.

In order to achieve better performance, the gains of the sector antenna
pattern would have to be substituted by the adaptive antenna gains. This
could be done by assuming that the base stations are able to share information
concerning their beamsteering directions, i.e., the weight vector of the antenna
array. Once the angles and the approximate position of the mobile stations are
known, it might be possible to compensate the antenna gains. In figure 4(a), it
can be seen that with this modification the DCA capacity increased (DCA - ant.
info), getting closer to the ideal case. In terms of SIR estimation error, figure
4(b) shows that the CDF was shifted to the left and the error was substantially
decreased. Capacity and estimation error results are summarized in table 4.

7 Conclusions

The simulation results for the EFR speech codec have shown that, in practice, the
DCA performance is negatively affected by the network limitations associated
to the use of power measurement reports to estimate the SIR. The impact that
the report delay and the number of reported base stations have over non-ideal
DCA performance has been evaluated. It has been shown that the impact of the
delay is minimal. However, by using extended reports we’ve seen that the DCA
system capacity was substantially improved. Therefore, the lack of information
regarding unreported interferers is what truly degrades the performance of the
dynamic channel allocation scheme.

Table 3. Data service results

RFH - FIFS 2.92 T 035

RFH - RR 2.92 0.35
DCA - FIFS 5.67 0.68
DCA - RR 5.67 0.68

DCA - FIFS/TBF 2.67 0.32
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Table 4. Adaptive antenna results

RFH

DCA - ideal -

DCA - report 15.32
DCA - ext 19.63
DCA - ant. info -3.86

For low mobility scenarios the DCA algorithm with extended measurement
reports outperformed the random frequency hopping scheme, and also got
close to the ideal DCA performance. However, for high speed scenarios, DCA
presented itself as an inadequate technique, since its non-ideal performance was
always inferior to that of the random hopping strategy, even when using extended
reports.

The implementation of DCA for packet-switched traffic initially presented
some good capacity results. It has been identified that such behavior was mainly
due to the high number of channel reassignments within a session, which in a
certain way ensured that the mobile station would be in a channel perceiving
good quality most of the time. The use of a TBF release timer decreased this
excessive number of channel reassignments, but as a consequence the DCA
performance was drastically reduced and ended up worse than the random
hopping strategy.

Finally, adaptive antennas were introduced and the DCA performance was
evaluated. It has been shown that the use of adaptive arrays complicates the SIR
estimation procedure, resulting in capacity figures much inferior to the ideal case,
even when applying extended and long-term reports. As an effort to get close
to the ideal case a solution has been proposed which considers the exchange of
beamsteering direction information among base stations. This method worked
fine, approaching the ideal performance. However, if we compare it with the
random hopping capacity, so much effort may not compensate, since random
hopping outperforms even the ideal case and is far more simpler to implement.
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Abstract. Though the usage of terrestrial or satellite-based multicast communi-
cations saves valuable network resources and allows for a more efficient distri-
bution of content, people trying to put multicast technologies to work still face
many issues. In this paper, the issue of reliability for the distribution of large
multimedia content using a satellite-based network is discussed, accepting the
fact that satellite receivers still need to be considered as partial or intermittent
resources. An overview is presented of current available technologies and net-
work protocols to achieve this reliability, and it is argued that these existing so-
lutions do not take into account economical aspects. A hybrid mechanism is
proposed, combining both network and physical delivery, and a method to op-
timize the economic cost is explained. Finally, the conclusions and future de-
velopments are presented.

1 Introduction

Though the usage of terrestrial multicast communications saves valuable network
resources and allows for a more efficient distribution of content, multicast routing
protocols cannot yet scale globally [1], quality of service for multicast is still a re-
search subject, and service providers do still not routinely enable IP multicast in
routers. As argued in [2], satellite-based multicast communications provide an inter-
esting alternative, given the inherent simple topology and multicast nature of satellite.
This allows satellite service providers to guarantee high bandwidths, up to 70 Mbps
continuous throughput, simultaneously to an unlimited amount of receiver stations.
Such satellite-based data broadcast networks are usually based on the DVB-S (Digital
Video Broadcasting - Satellite) standard.

In commercial operations however, DVB-S satellite receivers still need to be con-
sidered as partial and/or intermittent resources. The bit error rates can vary signifi-
cantly based on local weather conditions, leading to large amounts of packet losses.
In extremely bad weather, outages of tens of minutes or even several hours may oc-
cur. In this paper, we examine the various possibilities to provide highly reliable
content distribution based on satellite mulitcast communications. Besides various
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networking protocols and application solutions, we also investigate the possibility of
a hybrid mechanism combining the network communications with a physical deliv-
ery. It is our basic conclusion that this hybrid mechanism is at this moment preferable
in realistic and economic environments.

2 The Application Context

A typical application for satellite multicast networks is the distribution of rich multi-
media content, for example in the area of digital cinema. The digital distribution of
movies requires the simultaneous transmission of tens or even hundreds of GBytes (a
single digital movie contains between 60 and 120 GBytes) to hundreds, or even thou-
sands of different movie theatres. Such a task can be accomplished in several hours
using satellite as a delivery medium, but could take weeks on existing DSL networks.
A global architecture for a satellite-based network for multicast communications
using the DVB-S (Digital Video Broadcasting - Satellite) standard is presented in
figure 1. Central storage servers in the ground station or NOC (Network Operating
Center) initiate [P multicast transmissions on a LAN. These multicast packets are
encapsulated in a DVB-S stream by a DVB-S/IP gateway or encapsulator, and
through a modulator up-linked to the satellite transponder. The satellite retransmits
the signal and makes it through the downlink available to any station containing a
DVB-S receiver.

NOC T Satellite Uplink

(= e— ;
QPSK Modulator Site x Downlink
¥

[ P
DVB-S Gateway ———

Receiver Station

g

Storage Server
L]

Station

g.

Storage Server

Content Conductor
- Co—) - C—C E
Content Conductor Rotiter Router

Leased Line, ISDN, Internet, ...

T ——— [ porta

Content Server Router s == User

Fig. 1. Global architecture of a satellite-based multicast network, representing the uplink site or
NOC at the left and an arbitrary receiver site at the right. Status reporting by the receiver sta-
tions, and remote control by users of a web portal is possible through terrestrial connections.
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For this type of B2B content distribution in general and digital cinema in particu-
lar, the business requirement is not to have a specified quality of service at the net-
working level, but fo have a listed set of digital files available at a designated set of
receiver stations at a specified time. It is the responsibility of the underlying transport
mechanism to provide the appropriate service level.

3 Forward Error Correction

The classical approach to achieve reliable delivery in satellite data broadcasting is to
use Forward Error Correction (FEC) at the packet level. This technique introduces
additional packets into the data stream in order to compensate the possible loss of
packets due to the unreliability of the UDP multicast protocol and the satellite trans-
mission channel. A nice overview of different FEC techniques is presented [3], and
continuous research is going on to make this type of techniques more adaptive and
efficient [4].

It needs to be mentioned that the usage of forward error correction at the packet
level is computationally quite expensive and can cause problems for extremely large
files as in the case of digital cinema files. As described in [2], it is therefore often
combined with a mechanism where large files are splitted before they are transmitted
and concatenated at the receiver sites after reception. This mechanism also introduces
the possibility to retransmit a limited amount of file parts that have not been properly
received in order to increase the reliability.

4 Reliable Multicast Protocols

Over the years, a number of reliable or semi-reliable multicast protocols have been
proposed and several of them, like TPRM (Transport Protocol for Reliable Multicast)
and RRMP (Restricted Reliable Multicast Protocol), have been implemented. A well-
structured overview of these protocols is for instance presented in [5] and [6]. These
protocols provide the selective retransmission of packets based on negative acknowl-
edgements (so-called NACKSs) of one or more of the receivers of the multicast stream.
In order to provide an even more robust mechanism, the additional packets are often
based on a forward error correction mechanism. It should be clear that these protocols
face a lot of challenges from a scalability point of view, when thousands or tens of
thousands, or even more, multicast receivers could generate NACK messages.
Though a lot of research has been focusing on the suppression of these NACK mes-
sages, this remains a difficult issue as possible outages can go on for several minutes
or even longer. Moreover, several other conceptual problems remain when using such
areliable or semi-reliable protocol.

— All satellite multicast receivers need a continuous back channel to send the nega-
tive acknowledgements or NACKs.
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— A single DVB-S receiver can be out of order, and therefore generating problems
on the entire satellite delivery network.

~ The fundamental underlying concept is often completely illogical from an eco-
nomical point of view. The amount of retransmitted packets or added FEC is based
on the receiver with the worst reception parameters. This could cause a satellite de-
livery system to spend very expensive satellite bandwidth that can potentially serve
millions of receivers, just to serve one or a few receivers.

We believe that specifically the last reason prevents this approach to be a complete
solution for satellite-based content distribution, and that it is therefore necessary to
apply a more economical model that takes into account the additional cost of addi-
tional forward error correction or partial retransmission.

5 Adaptive Application Logic

In [2], we presented the Content Conductor Framework, a J2EE (Java 2 Enterprise
Edition) based web portal for content delivery management of multicast communica-
tions. This content distribution portal has been designed as an asynchronous system,
where content delivery orders are securely stored in a transactional database upon
acceptance, and a provisioning or workflow engine is responsible for sequencing and
executing the various service tasks. The powerful encapsulation of the different tasks
in implementation objects that can even be dynamically selected, allows the seamless
integration of additional functionalities. This integration has for instance been imple-
mented for the functionality of multicast security and described in [7]. The flexible
workflow engine also allows the selective usage of such functionalities.

In this content distribution architecture, as represented in figure 1, the various re-
ceiver stations also interact with the central server or Content Conductor through the
use of web services over the terrestrial Internet infrastructure.

— Receivers send acknowledgement messages after a content delivery or multicast
transmission, either confirming the correct reception or identifying the parts that
have not been correctly received.

— Receivers report on a regular basis the status of their DVB-S receiver parameters,
such as Signal/Noise ratio and bit error rate, and of their available disk space.

— Receivers retrieve commands stored for them in the central database, such as the
deletion of files or the reconfiguration of network receiver parameters.

Based on this knowledge of the status of the receiver stations, several mechanisms
have been introduced and tested to improve the reliability of the overall transmission
or delivery, and to provide a better quality of service.

~ Increase the amount or percentage of Forward Error Correction based on the re-
ception quality and the bit error rate of the various receivers.

— Retransmit the parts that have not been properly received by one or more receivers,
corresponding to the union of all parts that have not been received.
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— Hold or wait for the transmission until all or a specified percentage of all receiver
stations have satellite reception and sufficient free disk space.

These mechanisms can all provide additional reliability and can even be combined
with a reliable or semi-reliable transport protocol. Nevertheless, these mechanisms
also require additional satellite bandwidth no matter how small the fraction of im-
properly receiving stations is, and therefore exhibit the same disadvantage from an
economic point of view.

The only possibility to increase reliability at the level of the application frame-
work, without the additional use of satellite bandwidth, is dynamic rescheduling.
Suppose that a certain amount of receiver stations has a bad reception quality, and
that the designated receivers of another scheduled content delivery all exhibit superb
receiver parameters. In case that the first delivery is not extremely urgent, it would be
preferable to perform the other delivery or transmission first, and to retry the original
delivery afterwards. This could lead to better reception parameters at a later time, and
an overall increase in transmission efficiency. However, this is quite a complex and
difficult to implement mechanism, without guaranteed success.

6 Hybrid Delivery Mechanisms

A mechanism that may seem peculiar from a telecommunications or networking point
of view but that should be considered from an economical point of view, is the physi-
cal delivery. Sending the digital content using a tape or DVDs to one or more receiver
sites can have the following advantages:

— Timely delivery to certain sites where it would otherwise be impossible, due to
receiver problems, antenna repair times, etc.

— Limited cost of a physical delivery compared to the excessive usage of additional
satellite capacity for one or a few receiver sites.

The physical delivery has an actual cost that is linear with respect to the number of
sites, where the communication cost for the correct delivery could grow highly
nonlinear with the number of receivers. The communications cost can be written as:

Cost =D + r(k) + p(N-k) . )

where:

— D = standard communication cost for the amount of data
— 1(k) = variable transmission cost for correct delivery to k sites
-~ p(N-k) = variable cost for physical delivery to N-k sites

The amount of forward error correction and/or partial retransmissions should be de-
cided based on the optimization of this function. This means that the amount of FEC
or retransmission blocks only needs to be added until the marginal cost or derivative
dr(k)/dk to achieve correct delivery to an additional site, becomes equal to the cost of
a single physical delivery.
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Such a piece of additional logic could be introduced in the content delivery sched-
uler or workflow engine. In this case, the physical delivery needs to be integrated in
the overall content distribution logic, providing automatic generation of tapes or
DVDs for all receiver sites that have not properly received the content. This mecha-
nism would also require applications for physical content importation at remote sites
to acknowledge this fact to the central content distribution engine or framework.

7 Conclusions and Future Work

We have identified the need for a highly reliable solution for the specific application
of digital cinema distribution using a satellite-based multicast store and forward file
delivery. Within this context, we have described the various possible solutions to
increase reliability and to offer quality of service. We have argued that these network-
ing and application solutions face several problems and do not always take economic
principles into account. We have presented a hybrid approach using a combination of
electronic and physical delivery that could be tuned into a more optimal solution from
an economic point of view. We are now building such a solution in order to deploy it
on a pilot network, and to gain experience and experimental data for such an eco-
nomic scheduler for content distribution.
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Abstract. In most cases, a network restoration technique is designed
to provide guaranteed recovery service for the most expected failure sce-
nario, such as single-link failure. If unexpected situation like multiple-
link failure happens, however, the restoration technique cannot guarantee
100% recovery of the failed traffic. In that case, part of the failed connec-
tions may be restored using the remaining available network resources.
This paper examined the robustness of link restoration methods in op-
tical mesh networks to provide survivability assurance for high-priority
connections in case of double-link failure. The results of recovery from
double-link failure are presented and multi-level survivability issue is dis-
cussed when insufficient spare resources are available.

1 Introduction

The design and implementation of effective restoration techniques are crucial
for optical Internet or high-speed backbone networks. This paper discusses the
robustness issue of link restoration methods; the ability to recover from multiple-
link failures. The robustness of a restoration method is defined as the average
ratio of the restored channels to the failed channels for all multiple-link failure
cases. In this paper, only double-link failure is considered since more than two
link failures are very rare cases in practical networks.

To provide survivability, some amount of spare network resources, such as
capacity (wavelengths) or transponders, should be reserved at connection setup
phase. This spare resource reservation process determines the effectiveness of the
designed restoration technique. Most restoration methods are designed to pro-
vide guaranteed recovery service for any single-link failure which is the most com-
mon failure scenario in high-speed networks. One of the main design objectives
is to reserve as less spare resources as possible that can meet the requirement
of guaranteed recovery service for single-link failure. If unexpected multiple-link
failure happens, then guaranteed recovery service is no longer available and only
a part of the failed connections can be restored using the remaining available net-
work resources. In that cases, the robustness of the network restoration methods
is unpredictable and depends on the failure situation (the location of the failed
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links). Therefore, a restoration method that shows more predictable behavior in
such cases is desirable.

In this paper, the robustness of link restoration is studied using multiple
ring-covers; embedded logical cycles on physical mesh networks to perform link
restoration. The effects of the number of backup cycles per link on the robustness
is examined by computer simulation. The trade-off between the spare capacity
overhead and the robustness is presented. Then, the robustness of each backup
cycle under insufficient spare resource availability caused by double-link failure
is further examined to see the feasibility of multi-level survivability according to
the QoS requirements of connections, and to provide assurance of double-link
failure recovery for the high priority connections.

2 Multiple Ring-Covers

Several approaches to configure logical cycles in mesh networks have been pro-
posed for link restoration [2,3,4], since a ring topology provides efficient spare
resource sharing along with the simple and fast recovery operation. So far, the
restoration of WDM networks has been performed in the unit of individual wave-
length channel or entire link. The former requires high complexity in backup
management and operation, and the latter requires large spare capacity over-
head.

We consider a new restoration method based on multiple ring-covers [5]. In
the method, M backup cycles are preconfigured for each link, and each cycle re-
covers 1/M of the link capacity as a group of wavelength channels. The multiple
backup cycles are found by searching k-shortest paths between the end nodes of
a link with preference of disjoint paths and joining them with the target link.
Multiple ring-covers can provide simple backup management and operation com-
pared with the wavelength-based restoration schemes, and efficient spare capac-
ity sharing compared with the link-based single ring-cover restoration schemes.

Although it is a complex problem to divide the wavelength channels of a
link into M restoration groups, we can consider several ways to achieve it; 1) if
multiple working fibers are used in a single link, then a fiber can be a restoration
group. 2) if interleavers [1] are used to double the density of WDM links with
narrow channel spacing, the odd channels and the even channels can be two dis-
joint restoration groups. 3) if two-stage multiplexing techniques using wavelength
group or waveband [7] are used, then one or more wavelength groups/wavebands
can be mapped to a restoration group.

Multiple ring-covers provides a different point of view on the robustness
against multiple failures. If two links included in a same cycle fail together in a
single ring-cover method, where a single cycle performs recovery of all the traffic
of a failed link, it may be impossible to recover any of the working capacity on the
two links. In multiple ring-covers, on the other hand, there are still possibilities
that part of the capacity on the failed links can be restored using other safe
backup cycles, if the M backup cycles of a link are disjoint one another. This
fact enables multi-level survivability services according to the priority of traffic.
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The assignment of priority to an optical channel or a restoration group is
beyond the scope of this paper. However, we can consider the following possibil-
ities; 1) give higher priority to a group that includes more numbers of working
wavelength channels than a group with more idle wavelengths, if not all the wave-
lengths are in use. 2) divide optical channels into several groups of different QoS
requirements at connection setup phase or at ingress nodes of MPLS/GMPLS
networks.

Fig. 1 presents a backup cycle configuration when M = 2. In this figure, the
longest cycle may have lower priority than the shorter (inner) cycles, and one
of the adjacent inner cycles has higher priority then the other one thus each
link has one higher priority cycle and one lower priority cycle. (for example, the
up-right cycle and the down-left cycle may have higher priority than the up-left
cycle and the down-right cycle.) We assume that a bidirectional link consists of
four fibers, a pair of working fibers and a pair of protection fibers. The capacity
of protection fibers may be totally reserved for backup connections (100% spare
capacity overhead) as many network architectures assume, or only necessary
spare capacity for single-link failure recovery is reserved while other wavelengths
may be used for accomodation of additional working channels.

3 Experimental Results

We performed simulations to estimate the spare capacity overhead and the ro-
bustness of multiple ring-covers with 10 example network topologies, the prop-
erties of which are summarized in Table 1. These topologies represent practical
mesh networks, for example, ARPANET, NSF network, NJ LATA network, etc.

Table 1 presents the spare capacity overhead needed for guaranteed recovery
from single-link failure and the robustness from double-link failure with various
numbers of backup cycles. There is obvious trade-off between the capacity over-
head and the robustness. The capacity overhead can be substantially improved
by using multiple ring-covers, since small granularity of restoration groups in-
creases the sharability of spare capacity. However, the robustness is getting worse

_____ === = Oprical link

N, .
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i '
A B Lk
o Working
- TR fiber pair :
"""" L..-’..__..___.._ - Protection
Backup cycles fiber pair

Fig. 1. An example cycle configura-
tion and optical link
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Table 1. Spare capacity overhead/Robustness versus M (number of backup
cycles per link)

Network topologies |/Capacity Overhead (%)|| Robustness (%)
No. |nodes|links|degree||M =1|M =2| M =3 ||[M =1|M =2|M =3
1 10 | 22 ) 440 || 91.9 | 50.0 394 84.6 | 749 | 64.2
2 11 | 23 | 4.18 82.6 | 63.0 95.1 848 | 77.0 | T1.3
3 14 | 21 | 3.00 || 90.5 | 59.5 68.3 68.6 | 55.6 | b6.6
4 15 | 28 | 3.73 || 96.4 | 57.1 54.8 86.8 | 78.7 | 68.5
5 20 | 32 | 3.20 || 93.8 | 50.0 56.3 81.1 | 66.4 | 63.2
6 28 | 47 | 3.35 || 979 | 62.8 58.9 90.3 | 813 | 70.7
7 20 | 31 | 3.10 || 96.8 | 71.0 69.9 86.9 | 74.0 | 59.8
8 30 | 59 | 3.93 || 93.2 | 534 45.2 925 | 86.4 | 78.0
9 53 | 79 | 2.98 [| 98.7 | 75.3 76.8 935 | 853 | 814
10 | 100 | 180 | 4.00 || 100.0 | 52.2 41.5 97.1 | 949 | 884
Avg. 3.59 94.2 | 594 56.6 86.6 | 77.5 | T0.2

as the number of backup cycles are increased since more backup path collisions
occur between simultaneously activated cycles. In other words, the amount of
required spare capacity for single-link failure recovery is getting smaller (more
efficient) as M increases, while the robustness against double-link failure is get-
ting worse by insufficient resource reservation. Therefore, an appropriate value
of M should be chosen considering the trade-off between the capacity overhead
and the robustness.

Next, we examined the robustness of each backup cycle for all double-link
failure cases and presesnt the results. The M backup cycles of a link have different
levels and the lower level cycle has the higher priority. Each level represents 1/M
of the link capacity. Fig. 2 and Fig. 3 present the robustness of each level cycle
and the average robustness with the spare capacity placement for guaranteed
single-link failure recovery, when M is 2 and 3 respectively. Fig. 4 and Fig. 5
present the robustness of each level cycle and the average robustness assuming
1:1 configuration of working fibers and protection fibers, thus 100% of spare
capacity overhead. All the graphes include the robustness of single ring-cover (1-
cycle) for comparison. We can recognize that 50% (level-1) of link capacity with
2 backup cycles and 66.6% (level-1, 2) of link capacity with 3 backup cycles can
get higher robustness than the average value. In addition, the average robustness
with 100% capacity redundancy is higher or comparable to that of single ring-
covers. Especially, with 100% of spare capacity redundancy, the highest priority
(level-1) cycle (50% and 33.3% of link capacity in Fig. 4 and Fig. 5 respectively)
can be restored from all two-link failures except the case of network disconnection
(partition into two graphes) which is the fundamental class of two-link failures
that cannot be restored [6].
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4 Conclusion

This paper studies the robustness of link restoration using multiple ring-covers
for mesh networks. We have presented the spare capacity overhead for single-link
failure, and the robustness of each restoration group under double-link failure.
The result indicates that multi-level survivability services according to priorities
or QoS requirements of traffic can be feasible. By using the priority-based backup
cycle recovery, we can expect that the survivability of high priority connection
group can be assured and more predictable recovery ratio can be achieved under
inefficient spare resource availability caused by multiple failures.
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Abstract. This paper gives a framework for developing Service Models and
applying the models to impact analysis and alarm prioritization'. We illustrate
how the service model concept can be implemented in a service assurance op-
erations center. We also show impact analysis algorithms with respect to a sim-
plified MMS service. The proposed algorithms take into account key Quality
Indicators (KQIs), service index, duration of alerts, service Quality of Service
(QoS) types, and number of subscribers and allows for deep analytical analysis.
The key features include Scalability (based on the idea of Component Status
Indicator (CSI)) and Programmable Rules.

1. Introduction

Wireless operators are constantly facing the challenge of improving the quality of
wireless services. As many different services emerge, quantifying and assuring ser-
vice quality become increasingly challenging. In a nutshell, today’s service manage-
ment is made up of isolated network management systems plus an IT-like manage-
ment environment. Network management tasks consist of collecting a lot of perform-
ance data, generating weekly or monthly reports, and logging large amount of
events/alarms. Data are mostly generated by a number of disjointed Element Man-
agement Systems (EMSs), or in some cases by individual Network Elements (NEs).
In the service and application areas, traditional IT management platforms such as HP
Openview, CA’s Unicenter or IBM’s Tivoli are popular for monitoring and logging
server and corporate LAN status or alarm events. However, there are usually no cor-
relation between these IT management platforms and other EMSs. For each isolated
domain, true service management lies in the hands of the personnel taking care of
their particular domain (Application, core, access). Different domains normally are
handled by different organizations, which are operated independently, and most
likely, with little interactions among each other. There is no integrated and correlated
view of service quality and there are hardly consistent efforts towards service assur-
ance or long-term planning.

In this paper, we propose a service-oriented management model to fill the gaps in
service management for wireless operators. The proposed service model abstracts the
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essence of traditional network management, supports correlation among domains of
management, and has built-in structures to deal with service assurance functions.

2. Service Model Literature Summary

The research related to service model spans over the last decade. The early work in
Management Network Graph (MNG) [1] and Quality Performance Diagnosis (QPD)
[2] laid the foundation on analytical performance model. The MNG and the QPD
provide a useful analytical model for performance problem diagnosis. However, this
formulation alone does not provide a complete solution to the service assurance prob-
lem since it only focuses on measurements, without discussing how these measure-
ments are related to the service or service components as a whole. Moreover, if the
relationship between measurements is not defined in a detailed analytical manner, the
QPD cannot be used effectively. The Internet model [3] addresses the customer and
service driven needs from a top-down approach. It is a large step in the right direc-
tion. However, the Internet service model in [3] lacks analytical capabilities and does
not incorporate network topology for more detailed analysis. In addition, many of the
root cause model based on event correlation have the foundation for analytical analy-
sis. Examples include SMARTS’s InCharge model [4], whose basic philosophy is
that every problem in a networked system has a unique Signature. The signature con-
sists of a cause and multiple symptoms. The symptoms can be detected by alarms or
events. They include those that are inside the faulty component and those that are in
related components. Symptoms of different problems may overlap, but the unique
combination of symptoms (i.e. the signature) uniquely identifies the problem. In-
Charge captures all the unique combination of symptoms and their correlation to the
problem in a large table called Codebook. The codebook can be thought of a large
table in which the axes are the problems and the symptoms respectively. By matching
the signature of the problem, root cause is uniquely identified. However, the InCharge
model focuses on fault event analysis rather than performance analysis; it does not
use any statistical information or temporal information for correlation. Introduction of
the time domain event correlation was a needed addition [5], but so far, there are few
practical systems deploying such time domain tools in a systematic manner. Very
often, it is up to the practicing engineer or planner to create their ad-hoc tools to solve
this kind of soft problems.

Our goal in this paper is to create a practical service model and associated tools,

which functions even when partial performance data is available. The proposed
model also provides the framework so that deep analytical analysis can be performed.

3. Service Model

In this section, we describe our definition of services categories and service model
methodology.
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3.1 Services

In the simplest form, a service is a delivery of capabilities. Although a service can
generally cover many different capabilities, these capabilities normally fall into the
following categories:

1. Digital Access: Set-up/tear down and management of a digital session in-
cluding authentication and authorization,

2. Value Added services: including user policy controls such as accounting,
prepaid, and postpaid, blocking and filtering.

3. Information Content Access services: Access to content (web pages,
weather, sport, stock, traffic, location)

4. Peer-to-peer communications services: Include sessions such as VolIP,
multi-medium conference.

5. Access and network Transport network service including radio access net-
work, core network, and IT network.

3.2 Service Model Methodology

The basic building block of service model is a service component, which is a logical
entity that impacts service quality. Service modeling may be done by decomposition
based on phases of the service (e.g. authentication phase, data transfer phase), or
topology of the service. A service can be decomposed into multiple components in
several categories, such as Customer-facing, Service and Network-layers described
below. Components are associated to each other in a Dependency Graph, an acyclic
multi-connected directed graph. Each directed edge in the dependency graph be-
tween Component A and Component B represents a dependence association between
A and B. That is, performance of A depends on the performance B, or the perform-
ance of B impacts the performance of A.

The following steps and guidelines are used for decomposing a service into compo-
nents and relating the components together in a dependency graph to create a Service
Model for the service.

A. Create customer-facing components. A customer-facing component is de-
fined as the service component whose QoS requirement becomes part of an SLA
(both internal or external) with the customer. Each customer-facing component can be
monitored and assured, and potentially have SLAs associated with it. As shown in
Figure 1, the email service component is an example of customer facing components.

B. Create service-layer and application-layer components. Service components
are logical components directly supporting the customer-facing components. As an
example (see figure 1) - email service over WAP, will have GPRS service, WAP
access service, and email — both POP3 and SMTP service components. Service
components represent the collection of components specific to a particular service
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type, and combine various application components as well as networks required to
support any required communication between those applications.

Service
Group

Overall QoS
Customers affected
Revenue affected

Service
Component [
(email) _&V
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Connection
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Fig. 1. An Example of Service Dependency Graph

C. Model individual server clusters. A Server Cluster component represents a
single server from the client perspective, which can back-end to either a single server
or a load-balanced server cluster. The server cluster includes (depends on) a number
of software and host components, as well as any required network bearer components
Required for inter-cluster communication. By considering the containment relation-
ships between software, hosts, and interfaces, the dependency relationships, within
the server clusters dependency graph are created.

e ———

f_d,'x:'l?verver Cluster

Fig. 2. An Example of Load Balanced Server Cluster Service Model

This containment information is obtained from configuration and inventory databases.
For example, if a piece of software is running on a particular host (the host Managed
Element contains the software Managed Function), the associated software compo-
nent will depend on the associated host component. Figure 2 depicts an example of
load balanced server cluster service model.
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D. Model network-bearer components. Network bearer components are transport-
related components, which support a wide variety of other components as described
above. This component depends on overall network group components (which are
shared among a number of network bearer components), as well as specific network
interface and network node components, which are deemed to particularly impact the
bearer component. Figure 3 depicts an example of network component service model.
As the model extends to lower layers, more detailed information regarding the topol-
ogy of the network can be incorporated. Form the service model point of view, the
topology can be accessed as a pointer to an inventory database.

ervice-to->y
Network 8

Topology

: Inform ation
Service-Network

Interface

Fig. 3. An Example of Network Components Service Model

4. An Example of Service and Service Model

In this section, we use Multimedia Messaging Service (MMS) as an example to illus-
trate our modeling approach. The MMS is an end-to-end, but store and forward, ser-
vice for person-person mobile messaging. It provides rich multimedia content includ-
ing images, audio, video data & text, yet is designed to not compromise ease of use.
The MMS is seen as an evolution to the popular SMS service. But there is one fun-
damental difference in terms of message delivery. With SMS, the final delivery of the
message is ‘pushed’ to the user, however with the MMS service, a user will receive a
notification that they have a message, and then, depending on the configuration of the
handset, they will be given the option to download the message. As a result, the de-
livery of the message may not always be in ‘real time’.

The service is in two steps — first MM is sent from the sender (MM Mobile) to the
MMSC for temporary store, and then its is sent from MMSC to its destination, which
is either a MM mobile or Legacy Mobile (LM) or an email client.

Understanding the service definition [6] allows a systematic way to construct a ser-
vice model. As mentioned above, MMS is broken into 3 sub-services -- MM-MM,
MM-LM, and MM-email. For each sub-service, two phases are defined: setup and
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data transfer. These phases are defined because they are directly related to customer
perception of the service. Customer perception is measured in the form of service
impact index, or simply called service index, which is derived from impact resulted
from lower level service or network components alerts. The dependency of these
components is shown in Figure 4. Each Setup and Data Transfer sub-service depends
on lower level components as described in previous figures.

Number of
Subscribers,
QoS class

Duration
Transfer 4} Of Alert

Fig. 4. MMS Service-level dependency Supporting Impact Analysis

5. Solving Quality of Service Problem

Identify performance problem is traditionally the responsibility of performance engi-
neers or network planners. Their responsibility is to make sure network performance
is optimized with respect to the traffic load, given the available network resource. In
the mobile world, much of performance effort concerns the monitoring of the radio
access network, identifying service-affecting problems, and adjusting of radio-related
network parameters for meeting certain performance objectives. Identifying and
solving performance problems are usually long-term projects. The processes involved
usually last for weeks, months, or even longer. It is therefore imperative that a well
thought out plan and procedure be established with well-defined goals and objectives.

As mobile network evolves, the proliferation of advanced services such as MMS,
IMS, VHE, push-to-talk, location-based services, in addition to traditional informa-
tional services, put new requirements on how to manage the quality of service and
customer satisfaction. The performance management issues are no longer limited to
the radio access network, as there are other pieces of the network that can critically
impact the end-to-end quality of service (QoS).

Although the service, network, and technology may evolve or change quickly rapidly,
it is important to note that a management process is quite independently of the spe-
cific technology. In the following, we first describe a service performance manage-
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ment process flow. We then demonstrate how the service model works with an impact
analysis and prioritization process.

Figure 5 shows at high level how the service model relates to various assurance proc-
esses. Here we have focus on the problem detection and resolution functions of ser-
vice assurance. In general, there are two types of problem handling: Reactive problem
handling, deals with existing indications of problem. In other words, a problem has
occurred and there are some indications of the problem in the form of either a cus-
tomer complaint, a QoS alarm or alert, or an SLA violation. The second type of prob-
lem handling is Proactive problem handling, which deals with the process of actively
looking for potential problems that are either happened but with no obvious indica-
tions, or some potential problem that can occur if the current network and traffic
condition persist. The goal of proactive problem process is to avoid the occurrence of
problems.

As shown in Figure 5, reactive problem management includes handling of customer
complaints originating from Network Operations Centers (NOC), QoS Alarms and
Alerts, and SLA violations. Problem prioritization uses algorithms that will be de-
scribed in the next section.

Renetlve

| sLa ] Problem
Violation l Prisritization
Customer
Complains
1
i Proactive
[P ——— pr—— Performance
Manage

Antidotic Information

Fig. 5. QoS Problem Resolution Process Flow

The output of the problem prioritization is a prioritized list of QoS events of alarms,
which feeds into the ‘“Problem Incidence Management” system, which is also know as
Trouble Ticket Manager. In some scenarios, customer complaints and other forms of
antidote information form the basis of proactive problem management, which also
feed into the Incidence Manager. Once an incidence is logged in, a trouble ticket is
generated, which describes the nature of the problem. The incidence or trouble ticket
is assigned to personnel who “own” this problem incidence. These personnel will
then use available tools to find the root cause of the problem. The result of the Impact
analysis, and the identification of the most likely component responsible for the inci-
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dence, any drill-down capability, or retrieval of related statistics related to the prob-
lem, or viewing of past statistics, will all be used by the personnel for QoS root cause
analysis.

When a potential problem is identified, the personnel will then be in a good position
to suggest a fix. However, before one recommends certain resolution, one may use
create any service model instance to test out the solution. The “testing” instance may
use most of the real data, but create an emulated set of data corresponding to the rec-
ommended solution. In this way, technicians will be able to emulate the effect of the
recommendation before it is actually implemented.

6. Service Impact Analysis

The service model described above serves as the basic platform for management of
dynamic services. In the following, we will describe how impact analysis and alarm
prioritization uses the underlying service model for its implementation.

The overall goal of impact analysis is to quantify service quality degradation with
respect to a set of predefined criteria. The result from impact analysis can be used for
supporting the prioritization of service and network alarms, service QoS alerts, and
network performance threshold crossing alerts, or other performance impacting
events, with respect to trouble ticket generation.

6.1 Impact Analysis Approach

At the high level, we would like to take a QoS-related alert and associate with it a
priority index. Prioritization should take into account of the following consideration:

1.  What service(s) is affected by the QoS alert(s)?

2. [Ifaffected, to what extent is the service(s) affected? Service quality impact based
on Key Quality Indicator, Service Index, Severity of degradation (total or partial
interruption, duration of the interruption, performance degradation)

3. Ifaffected, what are the impact on customer and revenue? Number of subscribers
affected (percentage of premium and regular customers). Usage and geographical
information can also be included if available.

We discuss these three items in the following subsections.

6.2 Identification of Affected Services

Identification of affected services can be achieved based on the dependency informa-
tion of the service model. On the surface, it may be tempting to conclude that any
QoS alarms associated with a service sub-component (such as a router, or a server)
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imply that the service that uses that degrading router or server is impacted. In prac-
tice, the analysis is much more involved. The complexity is a result of the self-healing
or fault-hiding capabilities of IP networks and many fault tolerant mechanisms that
are built into the service implementation. A simple example is that the failure of a
router interface may be automatically by-passed by the routing algorithm and subse-
quently the router interface failure may manifest itself as just a drop in capacity,
which may or may not be impacting the end-service depending on the traffic load.
Another example can be found in server failure situations. Suppose the application is
load-balanced among multiple servers, each running a copy of the application soft-
ware. Multiple servers according to certain load-balancing algorithm such as DNS
round robin, or traffic-based allocation serve requests for service. If one of the servers
indicates a hard failure, that server becomes unavailable, which is traditionally a se-
vere alarm. However, since other servers are still functioning properly, depending on
the load-balancing algorithm (e.g. traffic based), all the requests may now be directed
to the remaining healthy servers. In this scenario, once again service impact may not
be severe ifthe load is light.

These counter examples illustrate that one needs to be more careful in assigning the
degree of service impact with respect to localized component alarms. In general, one
needs to take into account other information before proper impact level is concluded.
In the following, we will describe how to capture the additional information with
respect to the service model and in the form of a rule-based algorithm.

6.3 Algorithm to Identify Impacted Services

For each component defined in the service model, there is a set of KPIs associated
with it. Assuming that a service model has 40 components and each has 30 KPIs that
is a total of 1200 KPIs for a service. If there are 20 services active at the same time,
one can potentially be dealing with over a 20,000 KPIs. Suppose at a given time,
there are 1% of the KPIs crossing the threshold and generate over 200 QoS alerts.
Besides the volume of the KPIs and their alerts, it is also difficult to write all the
algorithms corresponding to all the KPIs. Therefore, the impact analysis algorithm
has to deal with the scalability and complexity issues at the same time.

Our proposed algorithm is summarized in Figure 6. We solve the scalability problem
by grouping KPI alerts into categories rather than analyzing each KPI violation inde-
pendently. All the KPI alerts are first grouped by component. Those alerts within a
component is further grouped into the following three categories:

1. Availability - An indication of the level of availability of the component. Vari-
ous levels of availability indicate the severity of the problem.

2. Performance - A multi-level performance indicator indicating the overall per-
formance of the component. Performance problems are usually related to traffic
load and network resource balance.
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3. Usage - This is a general term covering “usage of the service or network re-
source”, e.g. by Call Detailed Records (CDR), total number of PDP Context
within a measured duration, or usage of computer resource, e.g. % utilization of
CPU resource. Usage does not directly indicate service quality, but it sometimes
provides an effective hint to the root cause of the performance problem.

E51IC}

Parent Component C

MIB Data,

MIB Dats,
Failure events

MIB Data,
Failure events

Fig. 6. General Structure of Service Model Components

When there are violations of the KPIs, a local rule engine of each component will
determine the overall severity of the condition and summarize in the CSI_Alert
(Component Status Indicator Alert). This structure of a component is illustrated in
Figure 8. To evaluate the impact of service quality of a CSI_alert, the model allows
CSI_alert to propagate upward to the component(s) at the next higher level. There,
the parent component performs two tasks: 1) Assign an availability indicator, per-
formance indicator, and usage indicator locally, taking into account all the CSIs from
its children components. 2) Makes decision on the modification of the severity level
of the propagated CSIs and propagate new CSI upward if necessary. These tasks
allow the set of alerts to be re-evaluated in the proper context of the current compo-
nent level. This is also where any time domain processing and statistical analysis can
be applied. If a CSI can propagate to the top level, i.e. the customer facing service
component, that CSI is determined to be service impacting, and a severity level will
be assigned. It should also be emphasized that the algorithms or rules depends on the
instance of the service model and can be changeable by the user.

By using CSI_alert grouping, the complexity of alert processing is proportional to the
number of service components. Operators can now focus on resolving CSI alerts,
rather than each individual alert. This makes the problem resolution and impact
analysis much more scalable than the traditional way of alarms and alerts handling.
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6.4 Impact on Service Quality and Customers

Once a QoS alert is determined to be service affecting, we need to quantify the impact
with respect to the degradation in quality of the service. We define an impact index as
a weight sum of the following influencing factors:

1. Service Index (SI): Computed from the impact level of the KQIs. SI has to be
computed for each sub-service separately, and the results added together to form
the service impact index.

2. Number of subscribers index: a number representing the importance of number
of subscribers.

3. Usage information: If CDR or application level usage information is available,
it can be used give relative weights of importance of the service.

4. SLA classes: More weights are allocated for those services that have SLA cus-
tomers.

5. Duration of the outstanding Alert: All the alerts are defined with respect to the
sampling period (e.g. 30 minutes). If the problem is corrected, the alert is ex-
pected to be removed.

For cach affected service:

Compute:

* Service index (SI)
= # affected customers (wl) Compute Impact
+ ratio of premium versus non- Index:
premium custorers (wl) "
* Curvent usage (w3) 2 Sort Priority List
* Alert interval (i} .

Fig. 7. Overall Prioritization Algorithm Flow

6. Number of services: the alerts will be identified by the CSIs. The total im-
pact depends on all the impacted services

After all the indexes and weights are computed, a single index for a particular Com-
ponent Status Indicator (CSI) is obtained. This index is used for generation of the
final priority. A summary of the overall algorithm is given in Figure 7.
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7. Summary

Given that the industry trend is to evolve from a network focused management para-
digm to that of a service-oriented paradigm, we propose a flexible service model as
the foundation for service management. The service model captures customer level
information as well as traditional IT type of service and network management func-
tions. It can be used as a service inventory supporting many different OSS functions.
We illustrate the use of the service model in supporting impact analysis and alarm
prioritization. The algorithms illustrated take into account key parameters including
KQIs, service index, duration of alerts, service QoS types, number of subscribers, and
CDRs. The proposed algorithm has a number of key features such as scalability as a
result of using Component Status Indicator, simple rule-based impact algorithms, as
well as local and global alert propagation mechanisms. In addition, the proposed
service model provides a framework to host many analytical tools (not detailed in this
paper).
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Abstract. Computational intelligent techniques, e.g., neural networks, fuzzy
systems, neuro-fuzzy systems, and evolutionary algorithms have been
successfully applied for many engineering problems. These methods have been
used for solving control problems in packet switching network architectures.
The introduction of active networking adds a high degree of flexibility in
customizing the network infrastructure and introduces new functionality.
Therefore, there is a clear need for investigating both the applicability of
computational intelligence techniques in this new networking environment, as
well as the provisions of active networking technology that computational
intelligence techniques can exploit for improved operation. We report on the
characteristics of these technologies, their synergy and on outline recent efforts
in the design of a computational intelligence toolkit and its application to
routing on a novel active networking environment.

1 Introduction

Active Networks (AN), a technology that allows flexible and programmable open
nodes, has proven to be a promising candidate to satisfy these needs. AN is a
relatively new concept, emerged from the broad DARPA community in 1994-95
[1,2]. In AN, programs can be “injected” into devices, making them active in the sense
that their behavior and the way they handle data can be dynamically controlled and
customized. Active devices no longer simply forward packets from point to point;
instead, data is manipulated by the programs installed in the active nodes (devices).
Packets may be classified and served on a per-application or per-user basis. Complex
tasks and computations may be performed on the packets according to the content of
the packets. The packets may even be altered as they flow inside the network.
Computational Intelligence (CI) techniques have been used for many engineering
applications [34]. CI is the study of the design of intelligent agents. An agent is
something that acts in an environment—it does something. Agents include worms,
dogs, thermostats, airplanes, humans, organizations, and society. An intelligent agent
is a system that acts intelligently: What it does is appropriate for its circumstances and
its goal, it is flexible to changing environments and changing goals, it learns from
experience, and it makes appropriate choices given perceptual limitations and finite
computation. The central scientific goal of computational intelligence is to understand
the principles that make intelligent behavior possible, in natural or artificial systems.

P. Dini et al. (Eds.): SAPIR 2004, LNCS 3126, pp. 128-134, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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The main hypothesis is that reasoning is computation. The central engineering goal is
to specify methods for the design of useful, intelligent artifacts. There are some
concepts of CI like: fuzzy sets and systems, neural networks, neurofuzzy networks and
systems, genetic algorithms, evolutionary algorithms, and etc.

Due to highly nonlinear behavior of telecommunication systems and uncertainty in
the parameters, using the CI and Artificial Intelligence (AI) techniques in these
systems has been widely increased in recent years [5-6]. In the network-engineering
context, such techniques have been utilized to attack different problem. A thorough
study of application of CI in traditional networks, such as, IP, ATM, Mobile networks
can be found in the literature [6,7]. However, these techniques never really made it
into production systems for two basic reasons: the one, that we already mentioned
above, is that up to now the primary concern was to address infrastructural issues and
algorithmic simplicity, and secondly, researchers hardly had the opportunity to
implement their work on real networking equipment, thus giving little feedback on
practical issues and little chance of having their algorithms gain in maturity, inside the
networking community. We can observe that this is rapidly changing: the trend
towards integrating all services over the same network infrastructure introduces new,
more complex problems, whose solutions are well within the application domain of CI
techniques. In this paper, the application of CI and Al techniques for active networks
technology will be studied. CI can be employed to control prices within the market or
be involved in the decision process. The environment we provide can act as a testbed
for attacking several other control problems in a similar fashion.

2  Active Networks

There are several properties which make active networks attractive for the future of
global networking as a form of agreement on network operation for interactions
between components that are logically or physically distributed among the network
elements. A number of reasons have been contributing to a very long standardization
cycle, as observed in the activities of the Internet Engineering Task Force. Most
importantly, the high cost of deploying a new function in the infrastructure, required
extreme care and experimentation before the whole community would to agree that a
standardized protocol or algorithm is good enough. The key component enabling
active networking is the active node, which is a router or switch containing the
capabilities to perform active network processing. The architecture of an active node
is shown in Fig. 1, based on the DARPA active node reference architecture [8].

While active networks offer a great deal of new possibilities, there are important
characteristics that we need to be aware of in search for potential applications
domains. A very important issue is that executable code has to be expressed in a safe,
portable and efficient format. This requirement places several limitations to the
language for writing active network code as well as the execution environment on
which such code may be safely executed. These limitations and the resulting restricted
functionality are essential in defining the potential benefits of active networks. In most
active networking prototypes, access to sensitive resources such as the networking
stack, file system and routing tables is ruled out by design.
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‘ NodeOS

Fig. 1. Architecture of an Active Node

3 Computational Intelligence

Computational Intelligence (CI) [3,4] is an area of fundamental and applied research
involving numerical information processing (in contrast to the symbolic information
processing techniques of Artificial Intelligence (Al)). Nowadays, CI research is very
active and consequently its applications are appearing in some end user products. The
definition of CI can be given indirectly by observing the exhibited properties of a
system that employs CI components [4]:

A system is computationally intelligent when it deals only with numerical (low-
level) data, has a pattern recognition component, and does not use knowledge in the
Al sense; and additionally, when it (begins to) exhibit

e computational adaptivity;
¢ computational fault tolerance;
¢ speed approaching human-like turnaround;
® error rates that approximate human performance.
The major building blocks of CI are artificial neural networks, fuzzy logic,

neurofuzzy systems and evolutionary computation and also combination of these
methods [9-15].

4 Application of Computational Intelligence in Active Networks

In this section, we will first elaborate on the features of active networking that make it
attractive for applying computational intelligence techniques, since the problems that
we want to solve are optimization problems, the implementation domain needs to be
mapped to the optimization domain. The features of active networks that are
appealing to us in our attempt to utilize computational intelligence techniques are
mainly:
® Programmability: We are able to enhance the network infrastructure on the fly. It is
up to us to decide what functions we want to add, where to add them and when to do
this. For example, we can easily replace algorithm A with algorithm B when cost or
performance indicates such a need.
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® Mobility: Our function does not need to be located on a single element throughout
its lifetime.
® Distributivity: Our function can be implemented as a distributed algorithm with
agents performing tasks and exchanging information throughout the infrastructure.
All these are in sharp contrast with the state of the art, where control is either hard-
coded into the software to the network elements that comprise the infrastructure or has
to be performed through remote control interfaces (such as the configuration console,
management and other protocols such as SNMP etc.). An important benefit here, in
regard to the implementation of value-added control functionality is the fact that the
information processing and decision making entities can be installed on the elements
themselves, offering immediate access to the network state information and control
knobs as well.

4.1. Application of Computational Intelligence to Providing an Economic
Market Approach to Resource Management

In this section, market-based resource management architecture for active networks
will be adopted. Markets provide a simple and natural abstraction that is general
enough to efficiently and effectively capture a wide range of different issues in
distributed system control. The control problem is cast as a resource allocation
problem, where resources are traded within the computational market by exchange of
resource access rights. Resource access rights are simply credential that enables a
particular entity to access certain resources in a particular way. These credentials
result from market transactions, thus transforming an active network into an open
service market. Dynamic pricing is used as a congestion feedback mechanism to
enable applications to make policy controlled adaptation decisions. This system
focuses on the establishment of contracts between user and application as well as
between autonomous entities implementing the role of resource traders is emphasized.
While this architecture is more oriented to end systems, the enhancements and the
mechanisms described are well suited for use in active networks; Market-based
control has also been applied to other problems such as bandwidth allocation,
operating system memory allocation and CPU scheduling. The control problem can
be redefined as the problem of profit or utility maximization for each individual
player.

Access rights are made available by agents called resource brokers, which set the
rules of the market by controlling price and monitoring availability. This model is
used to facilitate trading of services such as connectivity, bandwidth and CPU on the
active network elements without placing questionable assumptions on the cooperative
or competitive motives of the individual agents that populate the network elements
without placing questionable assumptions on the cooperative or competitive motives
of the individual agents that populate the net work elements. The model and the
components of this resource management framework are candidate for employing CI
for optimization based on price and utility.
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4.2. Application of Computational Intelligence for Routing

Routing is one of the most fundamental and at the same time most complex control
problems in networking. Its function is to specify a path between two elements for the
transmission of a packet or the set-up of a connection for communicating packets.
There are usually more than one possible paths and the routing function has to
identify the one that is most suitable, taking into consideration factors such as cost,
load, connection and path characteristics etc. In best effort networks, such as the
Internet, routing is based on finding the shortest path, where the shortest path is
defined as the path with the least number of “hops” between source and destination.
For more advanced network services, such as the transmission of multimedia streams
that require qualitative guarantees, routing considers factors such as connection
requirements (end-to-end delay, delay variation, mean rate) and current (or future)
network conditions. Furthermore, the information available to the decision process
might be inaccurate or incomplete. Given the above, routing becomes a complex
problem, with many aspects, including the perspective of a multi-objective
optimization problem. Maximization of resource utilization or overall throughput,
minimization of rejected calls, delivery of quality of service guarantees, fault-
tolerance, stability, security consideration for administrative policy are just a few of
the properties that are requirements for an acceptable solution. Issues of active
organization and an approach for quality of service routing restricted to the case of
routing connections with specific bandwidth requirements. Our goal here is to address
the routing problem using CI, which involves the following components:

® Roaming agents are moving from element to element to collect and distribute
information on network state. Another difference is that in our work the agents
operate within the metaphor of the active network economy rather than as an ant
colony where ants are bom, feed, reproduce and die.

® Routing agents, at each network element, are responsible for spawning roaming
agents and are also the recipients of the information collected by them.

e The CI engine is a set of active extensions that include several subcomponents.
These subcomponents from a generic library-like algorithmic infrastructure. For
each problem, the Configuration and Information Base (CIB) is used to store
information that is specific to the problem domain. This information evolves as the
engine learns the problem space.

The components we have currently implemented for the CI engine are:

e An Evolutionary Fuzzy Controller (EFC), which clusters paths according to their
current state characteristics. This effectively hides or exposes details on routing
information thus effectively controlling information granularity.

e A Stochastic Reinforcement Learning Automation (SELA) which, given a set of
input parameters, internal state and a set of possible actions computed the beast
action out of the set.

¢ An Evolutionary Fuzzy Time Series Predictor (EFTSP) that can be used for
predicting traffic loads on network links based on past link utilization information.
The features of the model itself are highly appealing. First, the system is highly

adaptive. Second, the system is extensible. New components and improved algorithms

can easily be added to the architecture. More importantly, these modifications can be
performed without service disruption. Third, it easily supports heterogeneity in
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technologies and policy. In regard to technologies, resource brokers encapsulate the
characteristics and cost of services that are offered by different technologies. The
brokers might also perform service composition, such as creating a single view for
multiple technologies etc. With respect to policy, the economy acts as a form of
policy enforcement. Prohibited actions, for example sending roaming agents through
a network cloud that does not allow that, can be simply implemented by having a high
(or infinite) cost active packet forwarding service. This has two aspects: the ability of
the system to run without administrator/owner/operator privileges and the ability of
the roaming agents to reconstruct routing tables in an otherwise collapsed
infrastructure. Of course, there might be a high cost for this process but there are
obvious cases (for example medical applications) that fault-tolerance is worth paying
for. Most of the above features cannot be easily attributed to CI or active networks.
Survivability stems from the market model and active networking provisions.
Adaptivity however is a clear benefit from the application of CL

5 Conclusion

In this paper, some applications of computational intelligence techniques in active
networking technology were presented. One of these possible applications is the novel
approach to routing in active networks, which promises to address different aspects of
the problem, using the strengths of computational intelligence and the infrastructural
provisions of active networks. Another interesting application area is in problems that
have a lower feedback cycle, such as traffic shaping and policing. Since such a lower
cycle may provide faster convergence the cost of the increased computational
intensity becomes apparent, revealing a clear tradeoff, which should be considered.
This is our belief that this area of research is open area and this work is a stand stone
to tackle the more complex problems.
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Abstract. The new network management scenario has larger and more
complex infrastructures to manage and requires more elaborated applica-
tions to cope with its inherent complexity. Decentralized Artificial Intel-
ligence (DAI) is a possible technology solution for the scalability prob-
lems presented by the traditional server-centric applications. However,
the implementation of distributed architectures is a complex task and
carries problems by its own. In this paper, we will present the current
results from our researches on the application of two of most innovative
distributed system architectures for network management system: grids
of agents and mobile agents. The experiments argument in favor of us-
ing DAI for network management system and provide architectural and
performance reference for future developments.

Keywords: network management, distributed artificial intelligence, grid
computing, autonomous agents, mobile agents

1 Introduction

As networks grow in size and complexity, they require more elaborate applica-
tions to cope with their management task. Decentralized network management
systems are a possible answer to scalability problems presented by the traditional
server-centric systems. They introduce advantages in scalability, interoperabil-
ity, survivability and concurrent diagnosis [1]. In our previous works [2] [3], we
have proposed an infrastructure to develop Distributed Artificial Intelligence
(DAI) applications targeting Computer Network Management systems. Along
with the developments in network technologies, we noticed that multi-agent sys-
tems based architectures presented problems with scalability and distribution.
Thenceforth, our group has continued the search for newer solution to cope with
the ever-scaling problems. There are several other groups working on the same
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field with interesting results. For example, Marzo [4] presents a multiagent archi-
tecture for Virtual Path management in Asynchronous Transfer Mode (ATM)
networks with a system composed by reactive agents that monitors and con-
trols the network elements. Similarly, Gibney [5] proposed a resource allocation
model for telecommunication systems based on self-interest agents that creates
a market-based routing system for load distribution, while Jones [1] presents a
commercial solution using DAI elements. The two area of interest being explored
by our group are:

— the application of mobile agents [6], where we described the pros and cons of
applied mobile agents configurations and looked for the optimal architecture
for a given scenario;

— grids of agents [7] [8] [9] as an extension of our previous ideas on multi-agent
systems but now creating a such more distributed system aiming for load
balancing and idle resources usage.

In this paper we will present the current results from our researches and its
tendencies. We will limit the level of details and focus on explaining the research
field, the solution proposed and attained results.

The section 2 describes the case for using intelligent autonomous agents for
network management systems, advocating in favor of this technology. The sec-
tion 3 presents our research on the use of mobile agents whilst the section 4
is dedicated to the use of grids of agents. Finally, the section 5 brings up our
conclusions, results and future works on developments and integrations.

2 The Case for Intelligent and Autonomous Systems for
Network Management

Distributed management architectures are an alternative for the manager-centric
scenario imposed by architectures such as SNMP and CMIP, providing better
scalability and resource utilization. However, the implementation of this dis-
tributed architecture is a complex engineering task, incurring in high level of
development costs and risks. As a result of using agent-based development for
network management, the guidelines for the application become [3]:

— high degree of adaptability, which is inherent to the agent technology,
being one agent an environment aware and responsive piece of software;

- code mobility, as the self-contained agents represent a simple abstraction
for software move between element;

— module reusability, as each agent can implement a module function and
multiple agents interact during problem resolution, and;

~ self-generation, due to the agents self-contained features it is easier to
implement agents that create new agents customized for specific jobs.

There are two major research areas in DAI for management systems: the first
deals with the use of mobile code or, more specifically, the mobile agents; the
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second covers the design of multiagent systems in largely distributed architec-
tures. Our group has been exploring the two fields and the results from these
activities are briefly presented in this work.

3 Mobile Agents for Network Management

One of the great advantages of mobile agent paradigms in network management
lies in the aspect of decentralization of the manager figure. The agents are con-
veniently distributed in the environment and execute tasks that would normally
be managers responsibility. Mobile agents can decentralize processing and con-
trol thus improving management efficiency. Some advantages that justify mobile
agents utilization in network management are:

— Cost reduction: inasmuch as management functions require the transfer
on the network of a great volume of data, it may be better to send an agent
to perform the task directly on network elements where data are stored.

— Asynchronous processing: an agent can be sent through the network,
performing its tasks on other nodes. While the agent is out of its home
node, this node can be out of operation.

— Distributed processing: low capacity computers can be efficiently used
in order to perform simple management tasks, distributing processing pre-
viously concentrated on the management station.

— Flexibility: a new behavior for the management agents can be determined
by the management station, which sends a mobile agent with a new execution
code, substituting the old one in real-time.

Comparing to classical management, the mobile agents are more than a sim-
ple transport mechanisms for collecting data. Mobile agents can carry out any
computation, theoretically meeting any need, superimposing the static charac-
teristics of the client-server models of network management. Of course, this very
feature imposes security problems on the architecture whilst one agent can po-
tentially carry out harmful or illicit activities while running on the network
element. The research about security for mobile agents on network management
is a topic for future work in our group.

3.1 Mobile Agents Configurations

The problem of defining different configurations in mobile agents architectures
is relevant as, depending on how the code is displaced, it impacts largely on
the system results. In the work from Rubinstein [10], there are descriptions of
alternatives for these configurations, looking for the optimal results for a given
scenario. In our work [7] we proved that different configurations do have quite
distinct metrics and should be considered carefully while choosing for mobile
agent management architecture. We have research upon three mobile agents
configurations, as presented in the Figure 1. For any configuration the system
goal was the same: collect data from network elements and perform one action.
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Fig. 1. Different configurations of mobile agents applied to network management

The configurations work as follows:

— (conf. a): The agent is created in the manager station and dispatched to the
first network element, where it collects that data and executes the designated
action. Then the mobile agent forwards the collected data to the manager
station and migrates to the next network element, where it executes the
same tasks. In this model the mobile agents sends the collected data to the
manager from each network element it visits.

— (conf. b): This configuration has one mobile agent for each network element.
Each agent is dispatched to its network element, where it collects data and
executes actions and sends replies to manager station.

— (conf. ¢): In this configuration one mobile agent is dispatched from the
manager station to the first network element, where it collects the data,
stores, executes the action and, finally, migrates to the next network element
in the path. After the last visit the agent returns back to the manager with
all the data collected stored in its body.

3.2 Results and Conclusions

In order to execute the experiments we have developed a special test platform,
called KDEMA. This platform allows us to easily create new configurations and
test environments ranging from few to hundreds of network elements. In our
experiments we compared the behavior of these three configurations, consider-
ing the aspect transmitted bytes number of bytes transferred through the net-
work during the operation. The results are presented in the graphs at Figure 2,
grouped from three perspectives: (a) bytes transmitted from network elements
to the manager; (b) between network elements and; (c) total numbers in the
system.

In a first glance at Figure 1, one can imagine that the configuration pre-
sented in the Figure 1.c could be the best, as the manager participate in only
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Fig. 2. Number of bytes transmitted per configuration and perspective

two interactions: while dispatching the agent to the first network element and
when receiving the agent with the collected data back. However, from the results
presented in Figure 2 we can refute that argument as the configuration presents
serious scalability problems. Nevertheless, this configuration also has the advan-
tage of fault tolerance. For example, if the path between the network element
and the manager is broken, the mobile agent can wait for another chance to
send replies to manager, without lost the previously gathered data. Moreover,
in an environment with instable or high-latency link between the manager and
network elements, the configuration presented in the Figure 1.a has the best be-
havior, since the replies to the manager happen on visit basis. This characteristic
is also desirable when the manager is able to take decisions or actions based on
individual results. There are several aspects to be considered while analyzing
mobile agent configurations. It is important to keep in mind that the agents also
implement features like intelligence, autonomy and sociability. While analyzing
the mobile agents architecture only from the transmitted bytes perspective, Bo-
horis [11] concluded against this technology pointing that the obtained results
are as much the same as those from the traditional client-server system.

4 Grids of Agents for Network Management

In a network composed by a large number of equipments the volume of collected
data that must be analyzed is proportionally large. The task of transforming
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this data into management information becomes intensive, demanding a great
processing power and storage resources.

If we visualize a network management system as a distributed application
whose input is a large batch of collected data to be compiled into management
information, therefrom we can come up with a scenario where grids of agents
[8] architectures could be applied. The grid is composed by multiple nodes,
which are containers of agents [12] being each agent the smallest processing
unit with inference capabilities such as first order logic reasoning machines —
that make use of the containers skills like communication, parsing functions,
code mobility, etc. and run as a simple application. The integration of multiple
containers through a unified communication system, running in multiple hosts,
allow us to distribute the work load by decomposing the problem and delegating
the resolution throughout the several containers in the grid system. The grid
application facilitates this task by supplying the interfaces and underline logic
required for this decomposition and distribution, which becomes a transparent
activity for the system developer. By applying the grid of agents architecture
the resulting system presents a number of further advantages:

— Scalable: the architecture can be expanded on any of its levels. New contain-
ers or agents can be added; and new goals can be attributed to the existing
agents. In the processing grid, we can add new containers to different kinds
of equipment, according to the processing and analysis need we wish to meet.
A container with several agents can be added to the grid to carry out a more
specific type of analysis or to identify a particular type of problem.

— Performance: data analysis time can be reduced, because we will have sev-
eral containers simultaneously analyzing data. In this way a large number of
rules and problems can be verified in a shorter period of time. In a traditional
management application, the only way to speed up the processing of this in-
formation would be to increase the hardware capacity of the management
station.

— Knowledgeability: the system can hold a large number of rules and process
them on acceptable time ranges. This feature results on the large resources
congregation that allows the implementation of multiple levels of analyzes
on the collected data therefore resulting in a more intelligent system;

— Intelligent load balancing: another advantage of intelligent agents is that
they have the knowledge as to how to distribute the processing load, through
the discovery of available resources or the utilization of cooperation and
negotiation concepts.

— Cost-effectiveness: as the greater processing power is resulting from better
load distribution and use of idle resources, preventing a situation where some
hardware is idle while others are overloaded.

4.1 System Architecture

From the traditional management workflow presented in [3], we isolated four
distinct management tasks:
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— data collection, where data is extracted from the network devices

— data classification, where the collected data is grouped per affinity;

— inference, where the sets of data are analyzed and compiled into management
information,and;

— presentation, where, finally, the management reports are presented to the
human manager or transferred using a standard representation to other sys-
tems.

By applying the concepts of grid computing and grids of agents, we are de-
veloping an implementation over this workflow where the processor-consuming
tasks, such as classification and inference, are delegated to the less used re-
sources in the network, congregating them on a large virtual organization. The
optimized use of idle resources results on an improved application model that, in
the end, brings realistic cost savings for the organization. The Figure 3 presents
the network management system architecture using grids of agents in the four
management tasks describes above and presents how these structures interact.
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Fig. 3. Management system architecture using grids of agents

Collector Grid: the agents in this initial grid do the interface with the
network devices, by means of management protocols (SMNP, CMIP) or other
interface, grabbing the data and then uploading to the next step. The informa-
tion extracted from network devices is formatted into a XML representation,
ensuring an uniform representation throughout the grid’s elements;

Classifier Grid: in this step the received data is classified and stored, by or-
ganizing and grouping similar sets, aiming to improve the performance of future
information retrievals. This is one of the most laborious management activi-
ties where the data needs to be parsed, classified and indexed. The extensive
load distribution provided by the grid approach brings great advantages to this
processing;
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Processing grid: at this point the already classified information is pro-
cessed against the management rules stored in the systems knowledge database
(KdB). In a large system there will be large batches of data to be processed
against hundreds or thousands of processing rules. Moreover, it is possible to
have several layers of processing and combinations of these rules during the
data cross-checking. Therefore, it is easy to conclude that the required proces-
sor power to implement this task can only be reached either through expensive
hardware or by aggregating existing processor power through load distribution;

Interface element: in this final phase, the management data is presented to
the external world either as reports, alerts or abstract data representation that
would allow the integration to other systems. Our idea is to explore ubiquitous
formats that have popular acceptance, ranging from email alerts to HTML/HTTP
interfaces and XML representation.

4.2 Results and Conclusions

The practical results of applying grids of agents can be visualized in the graphs
at Figure 4. The graphs present the resources utilizations for the processing of a
collected data batch in three simulated environments: (a) a centralized system;
(b) a multi-agent system and; (c) a grid of agents system.

The simulation scenario was composed by three network elements under mon-
itoring and a management system created using the target architectures. In this
case, and in order to simplify the example, we took measures on only two aspects
of resource utilization: CPU load and disk usage. On the centralized model (4.a)
we have a situation where a single host carries out all processing activities and
the machine needs to provide all the necessary computational resources to store
and analyze management data. This approach could take us to a situation where
we do not have enough processing power to carry out an efficient management
because the tasks of classification and analysis are intensive.

With a management system based on a multiagent scenario (4.b), we have
the distribution based on the principle that an agent has a partial representation
of the problem. It is not natural to a multiagent to implement load balancing
what brings an extra effort for the system developer. Usually, the distribution is
less extensive and less flexible in pure multi-agent systems than a grid approach.
Finally, in the grid architecture (4.c) we want to improve the speedup of the
management system by promoting the load balancing of management tasks.

The advantage is the possibility of harnessing a great amount of compu-
tational resources in the network. Through a single, not-intrusive, agent-based
application, network users can donate their resources to carry out analysis tasks
or to store management data. In this way, we could avoid the growing of costs
with expensive and unnecessary hardware for the management. It is also possi-
ble to build management applications based on virtual organizations, where such
organizations can be established in an easy way through agent technologies and
individuals and different institutions can share resources to carry out manage-
ment activities. The resources to management analysis task could be provided
in a secure mode by a third-party organization.
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agents systems.

The use of grids is viable only in a context where the amount of management
data to be processed is colossal. In less busy environments, traditional approaches
or those based on multi-agent systems, still prove to be more cost-effective as
the management activities are less complex and simpler to maintain.

5 Conclusion

We have been exploring several possibilities of applying Distributed Artificial In-
telligence concepts to build network management system. The more we research,
the more convinced we are that this is an adequate approach with significant
advantages on traditional methods.

Our research demonstrates that computer network management has various
points of decision, making them candidates for automation through paradigms
of computational intelligence. The automation proposed here secks to decrease
managers workload, through simulation of his own reasoning on some of these
points. Moreover, it seeks to replace decision points for the human manager in
extremely complex environments and in those of large scale.

All the correlate works investigated apply intelligence in management ma-
nipulating data so as to decide on what must be done, but do not discuss how
it must be done. We propose the utilization of artificial intelligence targeting
how to implement management. This proposal works through sequential stages
of data treatment available to management. These stages modulate the problem
and allow for future exchanges of information or knowledge among completely
different points of management.

About grids of agents, we have presented our architecture and explained
its current results. We believe that the large distribution of the work load and
processing is the only way to reach more intelligent systems — as intelligence can
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be indirectly mapped to the number of useful inference rules an system has and
can process in a given amount of time. Since the concept of grids of agents is
relatively new, its utilization in network management must be increasingly more
explored. We will enhance the activities carried out up to now, and will proceed
with the following work:

— Developing better and larger prototypes;

— Determining the cutting point where it is advantage to use grids of agents
in regarding to the network size and resource availability;

— Conduce advanced studies on load balancing and distributed processing and;

— Investigating further the utilization of mobile agents as well as integrate our
current researches on mobile agents configurations to the grid architecture.

Grids of agents, mobile agents and distributed artificial intelligence are cost
effective ways of building distributed management systems. These applications
are complex and must be scalable to dimension unimaginable before, in order
to cope with the very large communication infrastructures being created today.
Only very elaborated software engineering technologies will be able to answer to
the new challenges.
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Abstract. This document describes several design proposals to enhance net-
work sensor performance on multiprocessor architectures. Our main contribu-
tions are related to the design of an autonomous sensor and to the idea of per-
forming some parallelization of the analysis. These proposals can be
implemented in network sensors such as intrusion detection systems, network
antivirus appliances, QoS monitors and any other device based on network traf-
fic analysing. Taking a certain model of traffic analysis as our starting point, we
look deeply into some design proposals to address the difficulties involved in
the parallelization. In this work, we propose a series of resources that can help
us to solve these difficulties. Later, we study the prototypes developed in order
to test different design alternatives and, finally, present selected case studies.
We finish by quantitatively analysing the results to validate our design propos-
als.

1 Introduction

The ever increasing speed of data networks demands higher performance of traffic
analysis sensors. Using more powerful platforms is no longer enough, since compet-
ing against computational requirements that state-of-the-art data networks require is
really difficult. The solution goes through designing new systems able to cope with
those computational requirements.

The most widespread traffic analysis products are not generally designed to take
the most of hardware/software platforms they run on [1]. Very often, vendors think
that there are more important features, such as supporting more analysis protocols, us-
ing complex methods of diagnosis or easing up analysis rules configuration. One of
the most targeted features consists in simplifying event tracking, due to the high num-
ber of alarms generated by this kind of systems. However, all these features are usu-
ally in contradiction with the performance improvements that any sensor requires in
order to face all the traffic to be processed. Furthermore, vendors introduce within the
design of the sensor itself additional functions -different from traffic analysis- result-
ing in an even poorer performance.

P. Dini et al. (Eds.): SAPIR 2004, LNCS 3126, pp. 135-157,2004.
© Springer-Verlag Berlin Heidelberg 2004
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Many of these vendors would claim that one can always get higher performance by
buying more and more powerful platforms. Nevertheless, the speed of data networks
does also increase very quickly and, therefore, in the end sensors with an even higher
performance will always be needed. Nowadays, there are no suitable solutions capa-
ble of taking full advantage of the potentialities of multiprocessor platforms, in order
to manage traffic analysis in high speed segments. Thus, when data traffic rate is very
high, many performance problems that affect this kind of devices arise. In many
cases, the device can not handle all the traffic due to computational capabilities limi-
tations. Besides, some analysis methods are so computationally intensive that usually
lead to packet losses even in low traffic segments.

2 Design of a Sensor for Intrusion Detection Network Traffic
Analysis

Many times the misperformance suffered in commercial sensors is caused by faulty
designs of the software architecture. These designs are not suitable to get the most of
the resources that hardware architecture offers. Unfortunately, the developers of this
kind of products are too interested in implementing new features and they usually for-
get to optimize the design to improve performance.

Many of the network sensors used in applications such as intrusion detection or
antivirus require huge processing power in order to cope with analysis load. In this
work, we propose solutions to enhance performance of this kind of sensors on multi-
processor platforms. We will describe our proposals, as well as several issues to be
considered. Finally we will state some design solutions in order to solve them.

2.1 Parallelization of the Analysis

Most of the solutions are based on monolithic processes that are executed sequen-
tially, according to basic functions including data acquisition, analysis and event log-
ging. This structure makes it impossible to take advantage of multiprocessor capabili-
ties of the platform. In many cases traffic analysis software (i.e. Snort [2], Prelude [3],
Argus [4], etc.) runs on SMP-type parallel processing architectures. However, their
monolithic structure results in processing capabilities exhaustion, because the process
takes up to 100% ofthe CPU that it uses. Nevertheless, there is still potential process-
ing capability in other CPUs but, due to constraints of the design, these CPUs can not
take part in the analysis process.

So, in these cases, performance losses are clearly caused by a poor design, and par-
allelizing data analysis process becomes a must. However, this alternative implies
several aspects to be considered in order to achieve a better performance.

2.2 Questions to Solve

When you decide to modify a monolithic-process-based traffic analysis system, one
of the main problems that you find is keeping consistency between different processes
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or threads. In order to solve this question, suitable abstraction must be provided to
ease up consistency of the analysis, despite altering the design of the processes.

While parallelizing traffic analysis into processes or threads some problems to be
addressed are: network traffic segmentation, coordination of suspicious session track-
ing, assuring that different instances really run in parallel and managing co-ordinately
all analysis processes.

Network Traffic Segmentation

First of all, the traffic flows to be attended by every analysis instance must be sorted
out. Besides, this process must be accomplished in a coordinated manner, in order to
avoid duplication of efforts. When one tries to parallelize the analysis, you find the
problem of each instance receiving an arbitraries data flows. If every data flow is not
properly coordinated, different analysis processes could receive partial and incom-
plete views of the same flow. These partial views, which may not be enough in terms
of traffic tracking.

Those systems which only use information from lone packets are able to segment
data flows between different instances without any difficulty, because every packet is
analysed in an isolated manner. However, this kind of systems is very inefficient
while accomplishing some tasks such as session tracking, or combined attack detec-
tion (due to the easiness of deploying attacking methods that bypass the analysis).

Currently provided solutions [5] consist in setting up devices in the network that
are responsible for segmenting high speed data flows into smaller ones. These de-
vices, are called “taps”, and can output these smaller flows through slower network
interfaces but respecting the concept of “session”. So, all the packets within the net-
work traffic related to the same communication between end users, will not be de-
rived into different flows. Instead, the tap will try to transmit all of them through the
same lower-speed interface.

It would be very interesting if the design of the sensor were able to do the segmen-
tation on its own and, at the same time, to carry out the data analysis. Probably, this
kind of analysis should be done by different instances, in order to make good use of
hardware capabilities. If so, the design would somehow have to coordinate these in-
stances to allow session tracking.

Coordination of Suspicious Session Tracking

When parallelizing the analysis between processes or execution threads there arises
the problem of how to coordinate them. This coordination is clearly necessary, so that
they can in order to work cooperatively toward worth-analysing sessions tracking. In
many cases, monitoring one activity requires correlating several events that may not
happen in a certain and predefined order. Furthermore, if flow segmentation is im-
plemented within the sensor itself, all these events may appear in different execution
instances, resulting in an even more difficult tracking process.

In order to solve this problem, all the instances must share common resources.
Hence all the information necessary to diagnose any suspicious activity could be eas-
ily accessed. This information would even include data collected by different in-
stances from the one responsible for the final analysis.

Since the strategy of analysis could vary significantly depending on the activity a
sensor is focused on, proposed shared resources should be flexible enough to address
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different needs. For example, locating dangerous patterns within information flow is a
typical function in IDS. Many of existing attacks against IDS hide these patterns by
splitting them into different packets that are transmitted in disorder. When the victim
receives these packets, he reassembles them, and concatenates the result; desired
harmful effect have been achieved!. In a parallelized IDS two different instances
could receive out of this series a different packet each. Then, these instances should
somehow get coordinated in order not to loss evidences of the attack. In this case,
sharing simple information of the packets might be enough.

To define a general design, we propose the creation of a series of shared resources
which would not be tied to any specific strategy. They would allow cooperative work-
ing and would provide necessary control elements for the coordination of general-
purpose traffic monitoring tasks instead.

Assuring That Different Instances Really Run in Parallel

Another common issue when planning the parallelization of the analysis is how to as-
sure that different instances do run in parallel. Whether an instance could be executed
simultaneously with other ones or not, depends on several factors. Many of them are
conditioned by the platform, including hardware and OS. The two main alternatives
when planning to make a parallel analysis are: Parallelizing with threads and Parallel-
izing with processes.

Knowing how your platform works becomes determinant in order to decide which
of these alternatives is the most suitable one. There exist several schemes to schedule
execution instances in an operating system. For example, almost all so-called operat-
ing systems can create different traffic analysis instances by using threads. However,
in those systems with user-mode threads scheduling policies, all these instances are
executed within the context of a single process. Therefore, the operating system can
not schedule two threads, which belong to the same heavyweight process of course, in
different CPUs. In this case, we would have lost the parallel capabilities of any multi-
processor hardware platform.

One of the solutions we proposed is the creation of processes-based analysis in-
stances, since all the operating systems can schedule different processes efficiently on
multiprocessor hardware platforms.

Assuring parallelization within kernel services themselves is very important as
well. Nonetheless, this particular issue is closely related to the design of the kernel of
the operating system. Having a re-entrant operating system would be therefore desir-
able so that we could run certain kernel services in parallel.

Managing Co-ordinately All Analysis Processes

When forking traffic analysis into several independent processes or threads, one must
bear on mind which functions should be delegated to each instance. In traditional IDS
architectures, the system starts up with a group of analysis rules defined in a file or
registry. While initializing, they are loaded and stored in memory following some or-
ganized structure, like decision trees. These trees represent analysis logic in a quite
static way. This is a general flaw in network sensors affecting analysis rules configu-
ration. More flexible ways of configuration for the sensor to get dynamically adapted
to network circumstances would be necessary.
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Configuration is an even more important aspect if we try to use distributed coop-
erative architectures. In this kind of systems one must properly manage not only every
instance within a single sensor, but the tasks performed by every sensor within the
global system.

Some authors [6] proposed to use pseudo-dynamic rules that the program would
load statically. These rules would remain inactive, until some conditions driven by
other rules dynamically activate them; This is a limited approach, since all those
pseudo-dynamic rules have to be preconfigured.

So, we need a flexible system providing easy rules configuration methods as well
as dynamic activation/deactivation of rules depending on the actual situation. And, all
this, in an environment with multiple instances where each one of them could special-
ize on-demand in certain tasks.

To meet all these requirements, we propose the creation of a dynamic tree of
analysis rules. This tree will be stored in shared memory and will be accessed syn-
chronously through the use of a system of shared linked lists. All the instances would
be able to access analysis logic. And thus, any of them, would be able to operate on
any element to correct the behaviour of the system dynamically. This architecture
makes coordinated system management easier. Included shared resources facilitate
that each instance works in parallel independently and, at the same time, support the
possibility of coordinated access to information generated or used by other instances.

3 Improvements in the Design of an Autonomous Sensor

Here some of the design enhancements considered while developing a prototype for a
sensor are summarized. This prototype has been used by our research group as a test-
bed to validate these improvements.

Our proposals are oriented to expand analysis capabilities of a sensor by enhancing
internal software architecture. These improvements would achieve a better adaptation
of the software to the characteristics of the multiprocessor hardware platform and get
the highest performance out of it. Since this work is centered on the development of
these proposals, we will explain them in depth; Proposals are summarized as follows:

Proposal A: Parallelization of the analysis

Proposal B: Shared resources to facilitate inter-instances co-operation
Proposal C: Generalization of the design

Proposal D: Integration with the operating system

3.1 Proposal A: Parallelization of the Analysis

To benefit from multiprocessor systems the software of the sensor must be able to run
concurrently through different execution instances. If so, it will be able to share proc-
essing load between different CPUs and, therefore, it would exploit the potentialities
of the platform. Most of today’s available software is not designed with this premise
in mind. They are, in general, monolithic software modules that process information
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captured by the network interface sequentially. Moreover, these modules are executed
as a single instance and, as a result, can only be scheduled in a single CPU at a time.

With this design, the only possibility to enhance performance consists in adding
new network interfaces and running one instance of the software over each one of
them. Moreover, this alternative can only be applied in certain environments: only
when you want to monitor two different network segments and there is no need to
consider data correlation between them. In the end, it is a matter of implementing a
distributed system of independent sensors.

However, the parallelization of the analysis aims at the possibility of executing
several instances concurrently over the same data flow, without duplicating efforts
and with the best possible exploitation of the processing capabilities of the multiproc-
essor platform.

In most of nowadays platforms there exist two alternatives to execute instances of
an application: processes and threads. But not all systems are capable of properly
scheduling this kind of instances. In fact, the way processes and threads are treated
depends heavily on the platform. In many cases, there exist differences even using the
same kernel, since some of the tasks are executed in user-space and other ones in ker-
nel area. All this must be taken into account in order to decide which design fits best
our platform capabilities.

3.2 Proposal B: Shared Resources to Facilitate Inter-instances Co-operation

When you parallelize the analysis in different instances that are monitoring the same
data flow, they must cooperate. Otherwise, every instance would only consider the
piece of information it analyses and would not be aware of the operations of peer in-
stances.

Many of the methods to analyse network activities need to somehow correlate sev-
eral different events that the system detects. So, there must be shared resources, avail-
able to different instances, in order to inspect these relationships, to track sessions in a
coordinated way and to work in cooperation to facilitate the detection of attacks.

Generally, the analysis algorithms used in many sensors are based on a set of
analysis rules. These rules define how the system behaves depending on the kind of
traffic it receives. Since multiple instances are created, in the same manner these in-
stances need to share analysis logic. It may be also desirable that this rule based logic
was modified triggered by certain events. From this point of view, every instance
should be able to alter the logic in a coordinated way. Carrying out such a complex
task needs once more some kind of shared resources.

In this work, we propose these resources to be based on general access lists that use
our own shared memory management system. These resources are specifically de-
signed to ease up the interaction between different instances and information inter-
change, while avoiding degenerative concurrency problems. Later, we will analyse in
depth our specific design ideas behind these elements, since they were an important
part of the prototypes developed in our laboratory.
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Fig. 1. Parallelization of network sensors systems

3.3 Proposal C: Generalization of the Design

Most of nowadays software products try to run on the vast majority of platform. The
aim behind this strategy is to increase the potential market of the products. So, many
vendors even prioritize portability to performance in their designs. Managing to make
portability compatible to performance is undoubtedly difficult, but not unfeasible. So,
any performance-oriented improvement in the design of a traffic sensor must be as
well conceived to assure the portability to as many platforms as possible.

But, nevertheless, this generalization effort must not be exclusively oriented to
grant portability between different OSs. It must also be taken into account that pro-
posed solutions should be able to become integrated into one particular operating sys-
tem, in order to get closer to hardware levels. By this “proximity” we try to achieve
an optimal performance enhancement. Even specifically designed hardware compo-
nents could be considered in order to carry out certain tasks. Thus, the generalization
effort of the design that we propose can be focused on two directions:

® Horizontal. The idea consists in assuring the portability of our solutions between
different platforms, in order to extend the architecture to other platforms. In this
aspect, the need for a generalization within the internal architecture of a single sen-
sor, in order to support different strategies of analysis, should also be considered.

® Vertical. The purpose is to improve the performance of the system by adapting it
to the specific resources provided by the OS and other possible hardware compo-
nents.

3.4 Proposal D: Integration with the Operating System

In the vertical generalization process, the first step implies integrating some function-
alities of the sensor into the OS itself. This would lead to improvements in perform-
ance, by avoiding unnecessary data interchange between user space application and
the kernel. This enhancement does not only affect traffic analysis applications but
every application that needs large data movements. Moreover, multiprocessor systems
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suffer from performance losses due to having to unnecessarily copy data between dif-
ferent contexts (mainly user space and kernel). This appears very often in, for in-
stance, Unix-type operating systems. In these systems, memory management in kernel
area is different from the one performed in user area. This behaviour implies that data
interchange between kernel and user applications requires a context switching, which
is computationally expensive and results in performance losses. These losses could be
avoided if some of the tasks were carried out within the kernel of the OS. Once more,
this alternative must be planned carefully, since there may appear some problems due
to the scheduling of concurrent activities at kernel level in multiprocessor systems.

4 Creation of Shared Resources for Inter-instances Cooperation

Providing the importance of shared resources within our design, we will explain them
more in depth. It is clear that there exists a need for the creation of cooperative
mechanisms between instances. One instance could need information collected by an-
other one in order to evaluate some kind of network activity. If, for example, some
generic session tracking task is carried out by several instances, they must somehow
interchange information to provide a coordinated answer.

The processing logic is usually defined within a configuration environment. Fur-
thermore, as all the instances should be able to share this logic dynamically, it must be
stored in a common space that allows for updates but also avoids synchronization
problems. Cooperation mechanisms to be created should show a level of abstraction
high enough to make cooperation between instances simple. In particular, we propose
the following resources so as to solve the problems owing to the parallelization of the
analysis:

e (Centralized memory resources management.
e Shared linked lists management.
e Shared decision tree.

Different analysis instances need a common working space to solve the interac-
tions required to monitor some particular activity. This “working space” will in gen-
eral consist in share memory resources. The access to these resources must be prop-
erly synchronized. At the same time, access methods must also provide, once again, a
level of abstraction high enough from final implementations to assure portability.

Another interesting resource is that of linked lists shared between different execu-
tion instances. In a network sensor it is necessary to store information in a structured
way. Stored information would include session states, analysis logic associated with a
certain event, packets stored for further analysis, etc. If several instances are executed
in parallel, all of them should be able to access all this information and do it in a co-
ordinated way. We have developed a specific library that implements all these re-
sources in shared memory.

The decision tree is a good example of a resource needed by a sensor. Besides, in a
parallel execution environment it requires the use of shared lists. In the proposed de-
sign model, different instances must share decision logic dynamically. This logic can
be represented in a tree based on linked elements lists stored in shared memory.
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5 Experimental Validation

Previously mentioned design solutions for a network sensor using a multiprocessor
platform have been validated through the development of an analytical model based
on queuing network theory and an experimental prototype in a laboratory.

To develop our prototype, a 100 Mbps Ethernet segment has been used, where a
first machine inserted diagnosis traffic following a certain pattern. Another machine
(a multiprocessor one) was used for the study of different software architectures’ be-
haviour. Subsequently, results are presented for two case-studies using two-processor
hardware architecture, but with two different ways of execution instances scheduling.
Two multitask operating systems were used, with a thread scheduling scheme in the
user level the first one (FreeBSD) and in the kernel level the second one (Linux). The
experiments accomplished in both platforms have been implemented injecting differ-
ent patterns of traffic into a 100 Mbps Ethernet network segment. Then we tried to
analyze the behaviour of each prototype in CPU saturation conditions.

The final purpose behind this set of experiments was double: analyse the perform-
ance improvements achieved through the parallelization and compare hands-on results
and those previewed by the analytical model. Figure 2 shows measured deviation be-
tween analytical an experimental results. There Lambda represents network traffic, qa
the portion of the traffic eligible for analysis, N the number of circulating packets in
the closed network environment modelled according to platforms’ facilities to handle
simultaneously different packets, and ¥ Throughput represents processed traffic.

Analytical Throughput for fixed ga
14000 e - :

y Throughput
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Fig. 2. Experimental Prototype to Analytical Model Result Deviation

This analysis had to be carried out on multiprocessor platforms and in an OS-
independent way. The rest of proposed solutions have been used to properly solved
parallelization-derived problems. Some important factors to be considered in the pro-
totypes are the following ones:

¢ Processing load caused by the analysis. It is the average processing time dedi-
cated to the analysis of the traffic that was susceptible of study. A strong analysis
load results in important packets losses because the sensor is not attending incom-
ing traffic.
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¢ Traffic rate. Higher traffic rates imply higher processing loads. Many times, this
rate is established as the average packet size, understanding that the capacity of the
line is saturated.

o Analysis traffic percentage. This is the portion of the incoming traffic that is sus-
ceptible of analysis. The higher the incidence of this kind of traffic, the higher the
analysis computational time and the incoming traffic losses.

e Average size of the packets. Small-sized packets require little processing but
many system calls in a short period of time, so useful CPU analysis time decreases
due to a time loss in the kernel and the possibility of high packet loss rates.

5.1 Platform with Kernel-Mode Thread Scheduling: Linux

We show some comparative graphics for different case-studies, always with systems
under CPU saturation conditions. We can notice better behaviours in those prototypes
that implemented the design solutions presented in this study. Selected performance
measurement parameter consisted in measured traffic losses in each case for different
analysis traffic incidence factors. Since the traffic insertion rate and period of test
were constant, losses measurements provided a very good estimation of the behaviour
of the prototypes.

The first thing that we appreciate in this platform, is the great improvement
achieved with configurations focused on facilitating the parallelization against the
classic monolithic ones. This fact evidences the advantages of the design proposals
proposed in this job. Performance improvements in multitask models when more than
one analysis instance was used was possible due to the exploitation of the capacities
of several CPUs simultaneously by running each instance in a different processor.

% Packet Loss

% Packet Loss

05
o s 05
Srwiclouy TG fiwle Buspicious Packet Ratio ne L
s

(a) Linux (b) FreeBSD

Fig. 3. Results of the improvements in Packet Loss for Linux and FreeBSD prototypes

In the case of Linux, another fact to emphasize was that there were barely differ-
ences between performance in multithread and multiprocess models. The reason was

that Linux supports threads in the kernel level, which are scheduled exactly in the
same way as processes.
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Fig. 4. OS Comparative for different models

It was significant that classical monoprocess model resulted very similar in per-
formance to the multithread model, only in one-analysis-task configuration. Both
models lost packets at kernel level in high processing level situations —high incidence
rates-. Threads and processes were not able to make system calls for packet capturing,
so these packets got lost.

The test was carried out for multitask configurations and a number of execution in-
stances bigger than the number of processors did not mean any improvement. In gen-
eral, they achieved worse results due to performance losses in the scheduling of vari-
ous instances over the same resource. When there was only one execution instance (as
in the case of the classical model with monoprocess) it could only take advantage of
the capacity of one processor, so the losses rose in a great proportion.

Something noticeable in the case of FreeBSD was that the models based on analy-
sis threads offered worse results than with multiprocess configuration and even than
the configuration with a single analysis process. The explanation resides in the way
FreeBSD implements threads, in the user level. This implies that the kernel, which is
not aware of the existence of threads in a process, can not schedule them in different
CPUs.

As a result of this, performance in multithread configurations not only was not
higher than in multiprocess configurations, but even lower. This was especially true
as more analysis threads were used, because there was greater overload in the sched-
uling —user time was consumed-. Although the performance of multithread models
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against the model with a single analysis process was worse, this degradation was not
very noticeable because the thread scheduling was relatively light.

6 Conclusions

The most interesting proposals of this work are related to the design of network sen-
sors on multiprocessor architectures. The main idea starts from the need of analysis
parallelization to improve the capacity of this kind of architectures.

Later, we study in depth several possible improvements to the design of sensors,
focised in multiprocessor architectures. We analyse the different available platforms
according to how they scheduled execution instances. We propose the parallelization
of the analysis based on processes or threads. Then we assessed that each platform
presents some advantages and disadvantages that must be considered in order to take
correct design decisions.

In this work, we also propose a series of new resources that allow solving many of
the problems created with the paralellization of the analysis. These resources help
designers to find better solutions for a network sensor that runs on a multiprocessor
platform.

Finally, after analysing the tests we can conclude that our contributions to the
design make it possible to better exploit multiprocessor capabilities. There remain
some issues to be solved in order to grant these improvements. For example, there
may appear problems of synchronization between different instances due to critical
sections. Although the resources aim to mimimize this problem, further study should
be desirable.
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Abstract. As computer networks grow in size, both physically and geographi-
cally, more scalable solutions to network administration are becoming neces-
sary. This need is amplified by the spread of faster and more devastating com-
puter viruses. Furthermore, when dealing with partial and intermittent systems,
the need for accompanying network mapping and monitoring with efficient
mapping visualization becomes even more important. This paper presents the
Open Distributed Network Monitoring (ODNM) package, a software tool that
proposes a novel solution for dealing with these issues. Emphasizing the value
of well defined software requirements, the package addresses the need for scal-
ability and speed by utilizing a distributed scanning capability that divides the
network to be scanned into multiple parallel scans. Excerpts from ODNM’s
software model, including functional and non-functional requirements, use
cases, class diagram and prototype screenshots are presented in the paper and
the package’s goals, progress, and future development are discussed.

1 Introduction

Maintaining a computer network can be a tedious job, especially for large to enter-
prise-sized networks. Numerous network administration tools exist that help ease the
burden on an organization’s system administrators’ workload. These tools provide
network administrators information about a network’s security, performance, and
overall layout. However, several problems still exist with today’s network mapping
systems, the most important of them being the following:

¢ Applications do not accurately map networks. One commercial application simply
finds all the devices for a given subnet and it is then the network administrator’s
job to draw out the physical network map [1];

e Scanning for large to enterprise-sized networks is both cumbersome and ineffi-
cient on a single server. Only one out of six commercial and open-source applica-
tions researched use a distributed server model to map out the network
[1,2,3,4,5,6] (HP’s OpenView Extended Network Node Manager supports a dis-
tributed architecture [4]);
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e Currently available solutions do not give administrators adequate remote access to
scanning, nor do they allow real-time automated scanning of networks in a scal-
able environment. This becomes an extremely important feature when dealing
with partial and intermittent systems;

e Commercial applications can be very pricey [4, 5, 6] and there are not many com-
plete open-source solutions that exist for large networks. Of the researched appli-
cations, NINO has been found to be the only complete open-source solution [2].

As a proposed solution to these issues, we are currently developing the Open Dis-
tributed Network Monitor, or ODNM. This tool is intended to be scalable enough for
monitoring large to enterprise-sized networks but it could be used as well for net-
works in small business or home business environments. It will also be able to work
on single LANs to multi-subnet WANSs. This is due to its client-server architecture
that both allows the client software to be used anywhere in the network and supports
a strategical distribution of the server architecture in the network.

By dividing the task of scanning in a modular way and by providing a client inter-
face which can be used across many platforms (including mobile computing solu-
tions) we believe that ODNM can provide a fast scanning utility which can allow
remote scan administration and information gathering in close to real-time conditions.
The proposed distributed server architecture follows a similar distributed monitoring
architecture as discussed by Subramanyan, Miguel-Alonso, and Fortes in [7]. How-
ever these authors have proposed using SNMP for their network monitoring and
remote node elicitation solution, whereas we are proposing to use ICMP messages,
route table information, and other non-SNMP techniques for network monitoring and
remote node elicitation.

In order to build ODNM, we have followed a software development process based
on a simplified version of the Unified Process (UP) [8] and have employed the Uni-
fied Modeling Language (UML) [9, 10] as specification and design notation. In par-
ticular, we have relied on the approach and notational guidelines proposed by Arlow
and Neustadt in [11]. We have found that by applying a rigorous, systematic, yet
efficient software engineering approach many of the tool’s requirements as well as its
architectural elements have been identified in a timely and precise manner. This, we
believe, is particularly useful for tools dealing with partial and intermittent systems,
where efficient network mapping and monitoring needs to be accompanied by fast
mapping visualization.

The first version of ODNM, currently in its implementation phase, is expected to
be ready by the summer of 2004. The inclusion of a number of extensions is planned
for this fall and work on the system and its practical application is envisaged to con-
tinue until at least the end of 2004.

This paper provides details of the ODNM’s software specification, presents pre-
liminary testing results, and outlines directions of future work. In its remaining part,
the paper is organized as follows: Section 2 presents the functional requirements of
the system, Section 3 shows several of the system’s non-functional requirements,
Section 4 provides the system’s use case diagram and an examples of use case,
Section 5 describes ODNM'’s high level design and includes prototype screenshots
and code module explanations, Section 6 reports on preliminary testing and discusses
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future development goals, and Section 7 concludes the paper with a summary of the
system’s most distinguishing characteristics and its potential for future enhancements.

2 Functional Requirements

Before starting the modeling of the ODNM software, we have identified a series of
functional and non-functional requirements that need to be satisfied by the applica-
tion. The present section provides details of the system’s functional requirements
while Section 3 shows several of the system’s more important non-functional re-
quirements.

The style used for presenting these requirements is the practical, efficient one pro-
posed in [11].

In the following, requirements are classified according to three levels of priority:
high (level 3), medium (2), and low (1). These levels of priority designate the impor-
tance of certain features, both functional and non-functional, that need to be incorpo-
rated in ODNM. The highest priority denotes requirements that must be available for
a full working version of the application. Medium and low priorities denote require-
ments that are optional for a full working version of the application but should be
considered for more advanced versions of the tool.

2.1 Client Highest Priority (3)

These requirements represent the base requirements that must be met by the client
side of the ODNM system:

e The client user shall have the ability to view the network topology either graphi-
cally or in a tree-like structure.

e The client interface shall be a simple, yet effective GUI that shall display all im-
portant system components designated by the user. The interface shall be tailored
to users of all skill levels.

e The client software shall output the completed statistics on a host machine in a
simple and relevant format.

e The client user shall have the option to cancel a scan but the GUI shall display
devices scanned prior to canceling.

e The node-to-node connection speed shall be displayed between a specified client
and the server currently connected to in a client side dialogue.

e The client user shall have the option to select a range of IP’s or a subnet given a
subnet mask (restricted to Class C subnets).

¢ The results of a given scan shall be available in two modes: simple and advanced.
The simple mode shall provide hostname and IP address and the advanced mode
shall provide more detail such as open ports, connection speed, and so forth.

e The client GUI shall be able to manually initiate a server scan or view the results
of an automated scan.
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In the graphical structure view, various components shall have a distinctive icon
on the map. For example, a printer shall have a printer icon and a computer shall
have a computer icon.

2.2 Client Medium Priority (2)

These requirements are optional for the first release, but should be addressed in short-
term future work:

The client software should have a tool to generate reports to HTML or XML.
The client user should have the ability to export the network map to some sort of
image (i.e., JPEG, TIFF, or BMP).

The client user should be able to view and set the scanning schedule.

The client user should be able to view an estimated network topology to a certain
level of accuracy.

The user should be able to view the network topology using a physical structure,
such as a map of the city of Reno, Nevada, including all transmission lines.

2.3 Server Highest Priority (3)

These requirements represent the base requirements that must be met by the server
side of the ODNM system:

The server shall have the ability to remotely detect the operating system on de-
sired hosts.

The server shall have the ability to scan all 65,000 TCP/UDP ports on desired
hosts.

The server shall store log files of client-server and server-server communications.
The server shall be able to run a ping scan on a single host or a range of hosts.
The server shall relay information back to the client for every new host detected.
The server shall contain a saved or most recent snapshot of all hosts scanned after
every scheduled scan.

The server shall detect IP addresses (IPV4), open TCP/UDP ports, host operating
system, and host name.

The server shall be able to run scheduled scans and send back reports to client.
The server shall be configured by reading a configuration file.

The server shall know of other ODNM servers by the configuration file.

24 Server Medium Priority (2)

These requirements are optional for the first release, but should be pursued in short-
term future work. An example of such requirements is the following:
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e The server should be able to complete baseline and subsequent comparisons of
networks to determine any addition or removal of devices in the network (i.e., in-
trusion detection).

3 Non-functional Requirements

The most relevant non-functional requirements for DuffNM are listed below.

3.1 Non-functional Highest Priority (3)

The following represent the base non-functional requirements that must be satisfied
by the ODNM system:

e The system shall have the ability to export to HTML and XML documents.
e The system shall have the ability to export network maps in PNG, JPEG, BMP,
and TIFF formats.
The system shall be written in Java and Perl.
The scan speed shall be reasonably efficient in the distributed environment.
The system shall have more simplicity then other network scan tools such as HP’s
Open View and Ipswitch’s WhatsUp Gold software.
The server shall run in a UNIX environment.
The client shall run in a Windows or Linux/UNIX environment.

3.2 Non-functional Medium Priority (2)

The following are examples of non-functional requirements that are optional for the
first release, but should be pursued in short-term future work:

e The system’s client-server communications should be secure and encrypted.
¢ The system should have the ability to create reports in Microsoft Word format.

4 Use Cases

Early in the modeling process, the system’s functionality has been defined using use
cases and scenarios. The entire functionality of the ODNM tool is represented in the
use case diagrams shown in Figure 1 (client side) and Figure 2 (server side). A corre-
spondence between the functional requirements listed in Sections 2 and 3 of this pa-
per and the use cases shown in the system’s use case diagrams was established for
software development purposes.

Due to the tool’s specific characteristics, ODNM’s use cases have been grouped
into two packages, client side and server side. This division of the system’s use cases
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into two packages corresponds to breaking down the ODNM software into two main
executable structures of the program.

The client use cases deal with activities a user can perform on the client side of
this software package. The server side includes two actors, a server administrator and
time. The server administrator deals with tasks such as configuring the server while in
this application time is the impersonal actor that responds to automatically triggered
events by the client side, such as initializing a scan or storing logs about the most
recent scan.

The use case diagrams shown in Figures 1 and 2 illustrate the basic ways in which
outside actors can interact with the system.

lient Side

2]

7

Client User \

Sarver Administrator

Select Display Type
of Topologles
cu-o1)

View Netwark Map
(Cu-02)

Request Scan
(Cu-03)

Specify Scan Type:
Detailed or Simple
(CU-04)

View Server Schedule
(CU-05)

View Log Files
(CU-06)

View Node Properties
(Cu-07)

Download Database
Information from Root Server
(CU-08)

| /Cllenl User

Fig. 1. Client Side Use Case Diagram

(SA-02)

~]

Set Initial Scan
Schedule
(S8A-03)

Configure List of Servers

Perform Scan
(T-01)

Time

Fig. 2. Server Side Use Case Diagram
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Typical to UML-based software specifications, all use cases can be further de-
scribed using templates such as the one presented in Figure 3 and can be detailed
using scenarios. For simplicity, the latter have not be included in this paper but are
available in the project’s software requirements specification (SRS) document.

Use case: Perform Scan

ID: T-01

Actors:
Time

Preconditions:
1 The server is running.
2 There is a valid configuration file

Flow of events:
1 The use case starts when the server either:
1.1 Is run for the first time
1.2 Reaches the time interval at which a scan is to be executed
2 If the database does not exist then the server shall:
2.1 Create a file to store the database in
2.2 Read the configuration file to get the subnets to scan, and the lower level servers
2.3 Scan the subnets listed in the configuration file
2.4 Transfer the information from lower level servers into the database

Postconditions:
1 The database file is updated and closed
2 The time interval counter is reset to zero

Fig. 3. Description of the Perform Scan Use Case

The above excerpts from the tool’s software specification have been included in
the paper to illustrate the foundation on which the ODNM monitoring software pack-
age has been developed. Next, we build upon this foundation by presenting the high
level design of the software.

5 High Level Design

The design of ODNM has been intended to be simple and easy to understand by all
levels of system administrators and hobbyists. In this section the high level system
model is presented (Figure 4), together with an excerpt of the class diagram that has
been used to define the structure of ODNM software (Figure 5). The section also
presents, in Figures 6 and 7, screenshots of client and server outputs.
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5.1 High Level System Context Model

ODNM can be seen as a software layer above the operating system and other essential
system functions. In the future, we plan to integrate the network monitor’s function-
ality into the embedded operating systems of switches and routers, but at this point in
time it is a standalone application that uses Java and Perl. ODNM also uses Nmap,
which is a separate application developed by insecure.org [12], a stopgap that pro-
vides support for the actual scanning of the machines. As described in Section 6, this
will eventually be replaced by other scanning methods that we plan to develop.

ODNM System Context Model

ICP/P Operating System

ODNM System

Nmap JAVA Runtime Environmen

Fig. 4. ODNM High Level System Context Diagram

5.2 Prototype Class Diagram

Due to space limitations, only a part of the class diagram used to design the network
monitor’s software structure is shown in Figure 5.

5.3 Sample Screenshots

The screenshots shown in Figures 6 and 7 are samples of what ODNM server and
client interfaces look like and are intended to give an idea on how the user can inter-
act with them.

The server has been designed to run as a daemon process, without any interaction
from the user. It uses a BSD-style configuration file to set server options, and outputs
a text file which is human-readable. Other than this, it requires no interaction with the
user.
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Fig. 5. ODNM Class Diagram (partial)

Figure 6 provides an example of server output. Specifically, it illustrates the data
collected by ODNM server — in more detail, it shows the scanned IP address, the
speed of the connection (last time/average), and the number of measured hops be-
tween the IP and the server scanning, the open ports on the scanned IP, and the de-
tected operating system on the scanned IP address. This is essentially the extent of the
server output, but the client has many more user options for the interacting with the
system.

192.168.1.1 router 1 22/tep/ssh Linux-2.4.19

192.168.1.65 webserver 2 : 80/tcp/Apache  Linux-2.4.37

Fig. 6. ODNM Server Output Sample
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Fig. 7. ODNM Main Client Interface Window

6 Testing and Further Development

An initial, prototype version of ODNM has nearly been completed. The scan module,
connection management module, and client interface are all nearing a stage where
they are ready to be packaged into an initial release. The main goals that we need to
accomplish to reach this stage are as follows:

Finish refining the client-side user interface and implement topology and physical
mapping ability. Currently, a primitive graphical node map has been implemented
but as of now it does not compare well with the graphical node representations
found in other applications;

Re-implement the scan module using C/C++ and rebuilt algorithms, instead of
simply using Perl and interpreting Nmap output. We hope to use scanning tech-
niques such as remote operating system detection as proposed by insecure.org
[13] and topology discovery as proposed by Lowekamp, O’Hallaron, and Gross
(14];

Increase security of the server output by encrypting the information database
while on the server and in transit to the client interface;

Finish development of the database integration module, and make the connection
management module more efficient and secure against buffer attacks.
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Our preliminary results have been encouraging. In informal tests, it takes about two
seconds to scan each machine in a network using the current implementation with
Nmap. Theoretically, for a single network monitoring system that uses Nmap, scan-
ning three subnets of two-hundred nodes each may take a minimum of twelve min-
utes (2 seconds/scan * 3 subnets * 200 devices/subnet =12 minutes, time for addi-
tional overhead and time to access slow subnet connections are not taken into consid-
eration). With the same network configuration, it may take approximately four min-
utes to scan the network using three ODNM servers placed within each of the three
subnets ( [2 seconds/scan * 3 subnets * 200 devices/subnet]/3 ODNM servers = 4
minutes, additional overhead not taken into consideration). The time required to scan
an entire network using a single server may not seem very relevant, but in an enter-
prise environment where network monitor servers are monitoring critical devices,
including in remote sites, the time to complete scans and notify an administrator of
any critical events must be minimized as much as possible to reduce downtime.

We are confident that this initial scan time of approximately two seconds per node
will not increase significantly as the project uses Nmap for its preliminary version.
Our goal in the near future is to develop our own algorithms, which we hope will run
more efficiently and require less time to execute than the current Nmap stopgap and
testing code.

7 Conclusion

The ODNM software tool described in this paper can provide a portable, scalable and
fast solution to many of today’s growing network administration needs. Because it is
designed to be distributed and scalable, it can be versatile enough to answer a large
variety of networked system design needs. There is a wealth of user options that we
plan to integrate into the system, and there is also significant room for developing
innovative algorithms and optimization solutions within the general ODNM environ-
ment framework.
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Abstract. This paper regards an evaluation of different spatial diversity tech-
niques contrasted to a Space-Time Code (STC) technique called Alamouti-
scheme, applied to OFDM WLAN, using channel estimation based in the least
squares criteria and with a limited preamble. The results here presented are
based on IEEE802.11a Physical Layer simulations, but could be straightforward
extended to HIPERLAN/2. The implications of using such a recent approach as
STC, and conventional diversity schemes in existent WLAN standards are ad-
dressed, as well as the implications of using channel estimation.

1 Introduction

Wireless transmissions through multipath fading channels have been always a chal-
lenge that researchers and developers have to face when designing or implementing
wireless communication systems that will work over that scenario.

Demand for higher data rates has enforced the rising of new wireless technologies
to support communication with high and low mobility. These new wireless data tech-
nologies appear to force the wireless systems towards Shannon’s frontier. Neverthe-
less, more issues arise. With the aim of mitigate these problems, several solutions
have been proposed on the last years: channel codification, interleaving, more robust
modulations, diversity, multiple access technologies in different flavors, “Smart An-
tennas”, adaptive equalization, power control, turbo coding and, more recently,
Space-Time Code (STC) and the use of multiple antennas at both end of the radio link
(MIMO). These techniques can reduce drastically the inconvenient behavior of the
wireless channel. Some of them improving average throughput and others the signal-
to-interference ratio. But MIMO has a breakthrough concept that is to exploit the rich-
scattering nature of wireless channel, under no-line-of-sight (NLOS) conditions, to
give a diversity gain lineal with the number of antennas. A core idea behind MIMO is
to complement time signal processing with the spatial dimension inherent in the use
of multiple antennas.

P. Dini et al. (Eds.): SAPIR2004, LNCS 3126, pp. 170-178, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Space-Time Code is the set of schemes aimed at realizing joint encoding of multi-
ple TX antennas. Transmission schemes in MIMO are typically Spatial Multiplexing,
Space-Time Trellis Code (STTC) and Space Time Block Codes (STBC). Spatial
multiplex consists in split the data stream in several independent streams as the num-
ber of Tx antennas and focus on increasing the average capacity. STTC consists in the
joint coding of the independent streams, created by multiplexing, in order to maxi-
mize diversity gain and/or code gain. STBC has reached a strong penetration in stan-
dards due to the use of a simple linear decoder, and after its discovery, the popularity
of STC has risen in importance [1].

A special STBC implementation that reduces the receiver complexity was pro-
posed by Alamouti [2] and is currently part of the standards cdma2000, UMTS,
IEEE802.16a. Taking into account its simplicity and advantages presented in the
literature, we are going to consider the evaluation of the basic Alamouti’s scheme in
MISO case, i.e. 2Tx and 1Rx antenna, as an initial step towards more complex MIMO
systems. This scheme is applied in an OFDM WLAN system and compared with
other more conventional diversity schemes.

This paper is organized as follows: the section two presents an overview concern-
ing the physical layers of two WLAN standards: IEEE802.11a and HIPERLAN/2
(HL/2). The section three presents the diversity and the STC schemes. Section four is
dedicated to channel estimation. Section five is addressed to simulation results for
receive diversity techniques and STC applied to OFDM modulation, using channel
estimation as well as for perfect channel knowledge. Finally, in section six we present
a summary and the conclusion.

2 WLAN Physical Layer Overview

HL/2 and IEEE802.11a, thanks to joint efforts of IEEE and ETSI, have the same
characteristics in the physical layer (PHY), with a modulation scheme based on
OFDM, due to its good performance on highly dispersive channels. Table 1 shows a
summary of their characteristics and Figure 1 presents their block diagram.

In both cases, baseband signal is built using a 64-FFT, and a 16 samples cyclic pre-
fix is added to avoid multipath effects. Since the sampler frequency is 20 MHz, each
symbol is 4 ps (80 samples) long, and the guard interval is 800 ns long. In order to
facilitate implementation of filters and to achieve sufficient adjacent channel suppres-
sion, only 52 subcarriers are used: 48 data carriers and 4 pilots for phase tracking.
One main difference between HIPERLAN/2 and IEEE802.11a is the multiple access
technology adopted by each one: TDMA for the former and CSMA for the last.

The preamble structure of both standards have small differences, but its use for
training purposes (synchronization, frequency and channel estimation) stands for both
of them. Figure 2 presents the training structure for IEEE802.11 a, applied in this
work. The preamble T was used for channel estimation and the system was supposed
perfectly synchronized.
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HIPERLAN/2 has 7 transmission modes while IEEE802.11a has 8. Modes 1 to 6
are mandatory for HIPERLAN/2, and modes 1, 3 and 5 for IEEE802.11a.

Simulations carried out in this work are based on the block diagram presented in
figure 1, except for the scrambling, code and puncturing, which were not considered.
The simulator was set up to mode 6 therefore the results could be straightforward
extrapolated d to HL/2.

Table 1. Main Physical Layer (PHY) Parameters for IEEE802.11a and HIPERLAN/Z Stan-
dards

MODULATION CODE RATE BIT RATE (Mbps)
MODE
HIPERLAN/2 1EEE802.11a HIPERLAN2  IEEES802.11a  HIPERLAN/Z IEEE 802.11a
1 BPSK BPSK 112 12 6 6
2 BPSK BPSK 34 3/4 9 9
3 QPSK QPSK 112 12 12 12
4 QPSK QPSK 3/4 34 18 18
5 16QAM 16QAM 916 112 27 24
6 16QAM 16Q0AM 34 3/4 36 36
7 64QAM 64QAM 3/4 23 54 48
8 - 64QAM 2 3/4 2 54

3 Diversity and Space-Time Code Scheme

In this section we present a short explanation regarding the spatial diversity tech-
niques applied to receiver and transmitter, and also the space-time code scheme.

3.1 Diversity Techniques

Usually, when different multipath components fade independently, diversity is the
chosen method. The reason is that if p is the probability that one of the paths is below a
detection threshold, then p* (a value considerable smaller than p) is the probability that
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all L paths are below the threshold. The cost of diversity is an additional complexity
due to path tracking and additional components processing.
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Fig. 3. Spatial Receiver Diversity Block Diagram

3.1.1 Receiver Diversity Techniques

Habitually, most of wireless communications systems design, either with or without
mobility, use spatial receiver diversity. But this diversity technique is generally ap-
plied to the Base Station (BS) side, while the other end of the link uses just a single
antenna. In a very simple way one can say that spatial diversity techniques are usually
applied when space to put the extra antennas is not a problem and when it causes less
economic losses for the network vendor.

Figure 3 presents the block diagram of spatial receiver diversity techniques imple-
mented in this work.

3.1.1.1 Maximal Ratio Rx Combining (MRRC)
Subcarriers in both antennas are phase aligned and weighted by their power. The
output of the combiner is given by R, =R, (H A,k)* + Ry, (Hy, )" So that, the values

to be compensated by the equalizer are given by the equation [Haxf + \Hy,f?, for all .
These operations are shown in figure 5.

3.1.1.2 Rx Subcarrier Selection Combining (RSSC)

This combiner selects the subcarrier with highest magnitude response. That is, R
output is either R, ; or Rz, for each k, depending on [Hy | is greater or not than |Hp|.
So, for each subcarrier the equalizer compensates the channel response at the subcar-
rier frequency of the selected entry.

312 Transmission Diversity Techniques

Traditionally, transmission diversity techniques were not chosen. But recently it has
received a lot of attention, especially due to its improvements in high data rate dedi-
cated systems. The transmission diversity techniques here presented are dual of those
presented for reception in the previous section. One point to highlight here is that, in
spite of its gain, the use of such transmission diversities brings more complexity to the
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transmitter and a lost of throughput in the reverse link, for systems that do no use
TDMA, due to the necessity of channel state feedback. Figure 6 presents the block

diagram of spatial transmitter diversity.
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Fig. 4. Maximal Ratio Receiver Combining block diagram

3.1.2.1 Tx Subcarrier Selection Combining (TSSC)
The combiner selects the subcarrier with highest magnitude response. So, output is
either Ty or Ty, for each k, depending on [Hy, is greater or not than |Hpgl. Also, for

each subcarrier the equalizer compensates the channel frequency response.

3.1.2.2 Maximal Ratio Tx Combining (MRTC)
In this technique, subcarriers are rotated, so that they are aligned at the receiver,
weighted by their power, and transmitted on each antenna, for all k,
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Fig. 5. Spatial Transmitter Diversity Block Diagram
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3.2 Space-Time Code (STC)

Space-Time Codes were introduced as a method of providing diversity in wireless
fading channels using multiple transmit antennas [3]. Until then, multipath fading
effects in multiple antennas wireless system were mitigated by means of time, fre-
quency, and antenna diversity. Receive antenna diversity was the most commonly
applied technique. For cost reasons, multiple antennas are preferably located at base
station (BS), so transmit diversity schemes for BS are increasing in popularity.
Alamouti’s scheme is a particular case of STBC, and consequently STC, that mini-
mizes the receiver complexity and reaches a diversity gain similar to MRC, but using
diversity at transmitter side instead of the receiver.

3.2.1 Alamouti’s Space Time Scheme
Alamouti has shown that a scheme using two Tx and one Rx antenna provides the
same diversity order as MRRC with one Tx antenna, and two Rx antennas [2]. This
scheme does not require bandwidth expansion, any feedback from the receiver to
transmitter, and its complexity is similar to MRRC. Figure 7 illustrates it.

The receiver combiner performs the following operation,

3)

5, =(a§ +af )so +hony +hn,

- * * 4
S =(ag+a12)¥1+h0nl +hn, @

This scheme may be easily generalized to 2 Tx and M Rx antennas to provide a di-
versity order of 2M [2]. The proposed scheme support maximum likelihood detection
and it is as complex as Maximal Ratio Combining (MRC). Even when one receive
chains fails, the combiner works as well as in case of no diversity (soft failure).
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Fig. 6. Alamouti’s scheme for 2 Tx and 1 Rx antennas.
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4 LeastSquare Channel Estimation Based on Limited Preamble

Here we present the Least Square (LS) estimator used to implement channel estima-
tion with limited preamble in IEEE802.11a, (preamble T shown in figure 2).

Given a training sequence at the receiver, the LS criteria applied to channel estima-
tion in the frequency domain will lead us to equation 5.

;lLS =X"y=|:_xlfl_f2..., xN—1:| ©
Yo V2 Vna

Operating (5) over an average of preambles T1 and T2, we obtain the frequency re-
sponse LS-estimated. Figure 9 shows the block diagram for an OFDM system and the
transmitted and received symbols in frequency domain.
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Fig. 7. Block diagram of the OFDM modulation and demodulation. The figure shows the trans-
mitted and received symbols in frequency domain as well

5 Results and Discussion

Following we will present the simulation results for Maximal Ratio Receiver Combin-

ing (1Tx,2Rx), Maximal Ratio Transmitter Combining (2Tx,1Rx), Space Time Block
Code in its Alamouti’s version (2Tx,1Rx), Space Time Block Code with Soft Fail-
ure(SF) (2Tx,1Rx), Transmitted Subcarrier Selection (2Tx,1Rx) and Receiver Subcar-
rier Selection Combining (1Tx,2Rx) for perfect knowledge of the channel(CSI) and
also for channel estimation based in a limited preamble.

Channel model was based in the taped delay type A presented in [4] and it was
supposed to be invariant. So, Figure 10 presents the performance using channel esti-
mation with LS criteria, and figure 11 shows the results with perfect CSI. As one can
see, the best performance was reached by the MRRC with and without channel esti-
mation. Next better performance was reached by RSSC, with quite simpler implemen-
tation than MRRC, and next one is MRTC, with similar performance as STBC. Next,
we have TSSC that, like its dual in Rx, has a quite simple implementation; neverthe-
less, it needs to feed the transmitter combiner with channel information. Alamouti’s
scheme with soft failure performance presents a better result than zero forcing case
when using channel estimation. Nevertheless, for perfect knowledge of the channel, it
presents similar performance than zero forcing. It is necessary to clarify that, in
Alamouti scheme with perfect channel knowledge, signal power is 3dB greater than in
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the channel estimation case. This does not happen with STBC, so this difference must
be compensated in the C/N ratio.

Each proposed technique has its drawbacks. Depending on the application, one
might considerer if the implementation premises are stronger than the improvement of
a specific technique. For instance, transmitter diversity must be considered when the
number of antennas is a problem at the receiver side, and receiver combining tech-
niques must be considered in order to avoid increase complexity at the transmitters.

Receiver Subcarrier Selection is the technique with simplest implementation and it
has a good performance. Nevertheless it is necessary the use of channel estimation in
transmission. This is not the case of STBC that does not need such information. Nev-
ertheless for some cases the premise that channel does not vary within two OFDM
symbol could not be true and the channel could lost its orthogonality what could be an
issue for STBC in its Alamouti’s version.

For implement all these diversity techniques is necessary to take some changes in
the preamble structure of the standards as well as the addition of a new preamble for
each antenna for channel estimation purposes. For transmission diversity, except for
the STBC, is necessary to have information about the channel at the transmitter.

Using transmission diversity and channel estimation, we need to estimate the chan-
nel response of the channel, by means of the training structure, before to start trans-
mitting the data.

Fig. 8. Performance of IEEE802.11a and HIPERLAN/2 using transmission and receiver diver-
sities techniques and least squares channel estimation, based in a limited preamble

6 Conclusions

In this paper we present the performance of physical layer simulations for OFDM
applied to WLAN standards IEEE802.11a and HIPERLAN/2. We have applied spa-
tial diversity techniques at the transmitter and receiver sides as well as STBC in its
Alamouti’s version. We have assumed perfect channel knowledge and channel esti-
mation based in a limited preamble using the least squares criteria in frequency do-
main. Among those results here presented the MRRC presents the best performance
while the RSSC/TSSC presents the smallest complexity. The Alamouti’s scheme
when applied in time domain could not keep its performance when in presence of fast
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channel variations (within one OFDM symbol). Nevertheless its implementation in
frequency domain (Space Frequency Block Code-SFBC) is a choice to fix that draw-
back. The Alamouti scheme when contrasted to MRTC has the advantage of no need
of channel information at the transmitter and has the diversity order that
MRRC/MRTC. Channel estimation in OFDM has an important impact in the per-
formance of the system and stands for new preamble structure when using diversity
techniques.

Fig. 9. Performance of IEEE802.11a and HIPERLAN/2 using transmission and receiver diver-
sities techniques (left) and STBC with and without Soft Failure (right), with perfect CSI.
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Abstract. The demand for internet access has been characterized by an
exponential growth. The introduction of high-speed satellite communications
systems providing direct-to-home internet is a response to this increasing
demand. However such systems use geo-synchronous satellites and suffer from
high latency. Currently, the most popular application layer protocols for the
World Wide Web (WWW) are HTTP/1.0 and HTTP/1.1. Since HTTP is a
request-response protocol, there are performance issues with using it over high-
delay links such as links involving Geo-synchronous Earth Orbit (GEO)
satellites. Such usage leads to severely increased user perceived latency which
makes “internet browsing” a cumbersome experience. In this paper we
investigate this problem and analyze a mechanism to reduce this user-perceived
delay.

1 Introduction

In this paper we focus on the cumulative caching scheme which tries to reduce the
problem of high user-perceived latency. The scheme relies on caching and does not
modify the HTTP protocol in any way. This approach uses the characteristic network
topology to its advantage and reduces latency by incorporating minimal changes. The
scheme has several advantages which include easy and inexpensive implementation
and immediate savings in latency of up to 40%.

This paper is divided into seven sections including this introduction. In the next
section, we define the problem we are trying to solve using this scheme by discussing
the necessary background.

In the third section, we discuss the motivation for the cumulative cache scheme and
then we go on to specify the algorithm it uses. We emphasize that we focus on a
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system that works with a single VSAT terminal supporting multiple users for Internet
access i.e. Small Office Home Office (SOHO) setups.

In the fourth section we discuss the topology that is the target for the cumulative
cache scheme. We continue in this section by elaborating the algorithm used by the
scheme to paint web pages on the user’s browsers

In the fifth section we look at the related work that has been done in this area. We
first discuss the work done in trying to analyze the nature of web-browsing and show
via statistics that our scheme will indeed prove beneficial. In the latter part, we
describe Zipf’s law, its applications and its impact in this area.

In the sixth section we state our observations and more importantly, we quantify
the benefits of this scheme. Also, here, our goal is to touch upon the implementation
details of this scheme, where we mention some of the aspects that must be taken into
consideration for the commercial deployment of this product.

The last section includes the conclusions and talks about the possible issues with
the cumulative cache scheme which could determine the future work in this area.
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Fig. 1. Network under consideration

2 Background

HTTP is a request-response type application layer protocol [1] on TCP Reno. A
HTTP transaction involves setting up a HTTP over TCP connection. This involves the
traditional 3-way TCP handshake for connection establishment. The service we



Cumulative Caching for Reduced User-Perceived Latency for WWW Transfers 181

consider is the Hughes Network Systems (HNS) SPACEWAY®. This is a two-way
direct to home broadband Internet system. “Two-way” implies that both, the incoming
data to the end user’s terminal (“user”) from the Internet and the outgoing data from
the user to the web-server use the satellite segment. The basic network topology is as
shown in Figure 1, where the local cache is what we call the cumulative cache. The
satellite in consideration is a Geo-synchronous Earth Orbit (GEO) such as,
PANAMSAT Galaxy XI. Due to the physical distance between the satellite and earth
stations (22,282 miles) the time it takes for radio waves to reach the satellite, once
transmitted by the earth station is just more than 1/8th of a second. The transit time on
the downlink from the satellite to the hub (NOC) is also just greater than 1/8th of a
second. Hence the Round-Trip Time (RTT) i.e. from the remote earth station to the
satellite to the hub and from the hub to the satellite and back to the earth station is just
larger than half a second.

This large RTT amplifies the latency caused by the TCP triple handshake which is
required for a connection to be set up between a client and a server. Also, in TCP
typically, the Maximum Segment Size (MSS) is 536 bytes. Client HTTP requests,
which are sometimes larger than the TCP segment size, span multiple RTTs in
addition to the initial connection setup overhead of HTTP over TCP to get through to
the server [2]. TCP’s Slow Start algorithm aggravates this delay as the second packet
cannot be sent until the first has been acknowledged [3]. The HTTP response may
hence require multiple round trips to reach the server. This causes increased user-
perceived latency due to HTTP transactions on this segment. This latency becomes
unusually apparent for the end-user when the transaction between the client and the
server is a request from a computer to a web server and the response information is
the base HTML web-page along with several objects embedded in the base page. This
makes web-browsing a very cumbersome experience.

3 Motivation and Algorithm

The cumulative cache serves a group of end user machines served by one VSAT
terminal for broadband access. This setup is typically a small office or a home office,
where different users have common web browsing patterns, such as repeated hits to a
web page that has data that is pertinent to the nature of their work. We hence onwards
refer to this topology as the SOHO (Small-Office Home-Office) topology and
customize our scheme to benefit such users. Note that the cumulative cache is located
between the users and the VSAT terminal. The cached content is typically
application-layer content. The working of the cumulative cache is as simple as
caching all the internet content that passes through it.

This implies that all of the cacheable internet content viewed by all users is cached
in this cache. Since the number of users contributing to it could be relatively large, it
could be flushed every 24 hours (at lowest usage time of day) and it begins to refill
the moment users start browsing next, or after the flushing of the cache finishes. This
way, the pages that are painted on the browsers are cumulatively cached and
subsequent requests to those pages within the flush period, are cumulative cache hits.
When the same client or another client requests the same page, the locally cached
version is displayed. At the same time the timestamp of this cached version is sent
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over the satellite segment for validation from the cached version at the Network
Operations Center (NOC). If the NOC has a cached version of the web resource with
a later time-stamp, it sends it over the satellite link to the client, where the client
generates the new page and the browser auto-refreshes. Simultaneously, the NOC
checks with the web-server and refreshes or upgrades the version it has currently
cached. If the web-page cached at the NOC is upgraded, the NOC sends the newer
page to the client over the satellite segment resulting in the client receiving the web-
page and the browser auto-refreshing. The NOC refreshes/upgrades the page in its
cache irrespective of whether the client has the same version as the NOC or
otherwise. This ensures the freshness of the cached web resource at the NOC.

Note that this cumulative caching scheme is not the same as pre-fetching. It is a
much simpler scheme. It does not use any fetching algorithm. The pages that have not
been requested before are fetched from the source. This scheme also does not
incorporate any fetching delay in the pages that have not been fetched before, i.e.
first-time requests.

4 Related Work

In this section we discuss the related work in this area. We focus on work involving
the nature of web browsing and Zipf’s law’s applications to web browsing.

4.1 Nature of Web Browsing

We now look into why this scheme will actually work and why it is especially
beneficial for SOHO user networks. Benefits of caching in this environment are based
on the assumption that a large fraction of the HTTP responses have already been
received and that these resources may or may not change between accesses. Douglis
et al in [4] state that 22% of the web resources referenced in the traces they analyzed
were accessed more than once. The first study in a related area, which used “live”
users to test and see if the benefits would apply in practice, used two traces from
independent sources for a trace-based analysis to quantify the potential benefits from
both proxy-based and end-to-end applications [5]. This study claims that users in the
same geographic area visit the same websites due to the mirroring of certain web-
servers or other reasons.

Also, users with the same nature of work visit the same websites according to this
paper. The percentage of traffic, which is repeated by a single user was calculated in
terms of “delta-eligible” HTTP responses by this paper. Note that delta-eligible
responses are ones, which reply with a different instance of the same resource (HTTP
Status code 200). In the traces, 20-30% of the status 200 HTTP responses were delta-
eligible i.e. changed slightly from what was cached. Even in the status 200 HTTP
responses, 30 % were identical to what was cached. This paper ignored the responses
that had the same instance of the resource as the one that was cached (HTTP Status
code 304). In spite of trying to filter out these “not-modified-since” responses, that
number was 14% of the total number of responses in the trace.
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More recent studies show that 15-18% [6], 30% [7] and 37% [8] of HTTP requests
responded with Status Code 304, i.e. cached copy is up-to-date. Also, [9] states that it
is well known that 20% to 30% of all requests are conditional GET requests with 304
(not modified) replies. This means that for an individual user 15% to 37% of all
requests and responses are identical to previous responses. Also, for a single user, up
to another 30% are repeated requests, where the response has been a different version
of the cached resource. If we were to use the cache as a cumulative cache for a group
of users in the same geographical area and with the same nature of work, we achieve
at least 40% and possibly up to 100% hits in the cache, per session. The usefulness of
the cumulative caching scheme is validated by these statistics.

4.2 Zipf’s Law

We also look into some recent work which deals with the application of Zipf’s law to
the nature of web-browsing. Zipf’s law states, “The probability of occurrence of
words or other items starts high and tapers off. Thus, a few occur very often while
many others occur rarely.” Mathematically, this translates to what is popularly known
as the 80/20 rule or the Pareto principle (which is a special case Pareto distribution)
[10]. This theory when applied to web access has been claimed to be equivalent to
the fact that, user visits a certain small percentage of web resources often and visits a
large number of other web-pages very infrequently. This means that on an average,
80% of all HTTP requests by a web browser are directed towards only 20% of the
online resources it accesses and the remaining 20% of the HTTP requests are for the
remaining 80% web resources.

This is very interesting for our scheme, because it means that even if the
cumulative cache saves only 20% of all the web resources that pass through it, most
users could benefit up to 80% of the time i.e. the perceived network latency will not
appear 80% of the time. A study by Pei Cao gives us numbers that validate the fact
that the figures related to internet browsing are very close to the 80/20 rule [9]. These
include web accesses seen by a proxy. For example, 25% of all documents accounts
for 70% of Web accesses in DEC, Pisa and FuNet traces, while it takes 40% of all
document to draw 70% of Web accesses in UCB, QuestNet and NLANR. Hence,
realistic figures for a Zipf-like distribution for web requests are 70/30.

A study by Breslau et al addresses two similar issues. The first issue is whether
Web requests from a fixed user community are distributed according to Zipf’s law and
the second issue is whether this characteristic is inherent to web accesses or not [11].
On investigating the page request distribution, the paper shows that the answers to the
two questions are related. The paper also conforms with [9] in the finding that the
page request distribution does not follow Zipf’s law precisely, but instead follows a
Zipf-like distribution with the exponent varying from trace to trace. They considered a
simple model where the Web accesses are independent and the reference probability
of the documents follows a Zipf-like distribution and found that the model yields
asymptotic behaviors that are consistent with the experimental observations. This
suggests that the various observed properties of hit ratios and temporal locality are
indeed inherent to Web accesses observed by proxies.
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5 Observations and Benefits

The cumulative cache scheme is well supported by the observations made in the
papers quoted in the previous section. We now quantify the reduction in latency using
this scheme. The reduction in latency by 70% repetition of requests for web resources
by an individual user is 40% and not 70%, since 30% requests of theses 70% get a
different version of the resource in the response. Out of the remaining 60%, up to
42% could overlap with other users browsing patterns in the SOHO network. We
define “cumulative resources” as resources that have been or will be requested by at
least one other user in the SOHO network. Hence the probability of requesting a
cumulative resource is 0.7 by the 70/30 variant of Zipf’s law. “N” users in the SOHO
network are equally likely to request a cumulative resource. Hence, the probability of
any individual user requesting a cumulative resource is 0.7/N. This implies that the
probability of any individual user not requesting a cumulative resource first is 1-
0.7/N. Note that not requesting a cumulative resource first, implies that some other
user in the SOHO group has requested it earlier. This implies a 100% reduction in the
latency for the arrival of this resource at the client. If the number of users in the
SOHO network is 10, i.e. N = 10, which is a very realistic figure, the reduction in
latency in the remaining 60% is equal to the probability of not requesting a
cumulative resource first, which is 93%. This translates into an additional reduction of
up to 39% in addition to the 40% reduction in latency due to the self-repetition nature
of web requests of the individual user. This amounts to a total reduction in latency of
up to 79% using the cumulative cache.

Note that responses from the caches are perceived as instantaneous by the user. If
we assume a base page size of S0kB plus 100kB (sum of all embedded object sizes in
the web page). Hence the total page size is 150kB. The time to transfer page from the
browser cache and from the cumulative cache (Ethernet LAN at a transfer rate of 100
Mbps) is perceived as instantaneous by the end user as compared to the time to
transfer the same page over the satellite segment, which is seen to be at least 3%
seconds. This calculation takes into consideration the NOC search time (RAM
access), the TCP triple handshake time and the request, response and page transfer
times.

These figures show explicitly the benefit of cumulative caching. This implies a
40% through 79% reduction in the user-perceived latency in direct proportion to the
hit-ratio of the user to the cumulative cache. Following the discussing on Zipf’s law,
savings close to this can be achieved even if all of the internet content passing through
the cache is not saved and some kind of “smart” caching scheme is employed, which
caches only the most requested responses.

6 Implementation

We summarize the implementation details of the cumulative cache in this section.
Please note that we do not detail upon what cache replacement algorithms to use and
assume a non-realistic but simplistic approach that the benefits we obtain are directly
proportional to the cache size.
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Currently HNS uses a set-top box which runs at the network layer, as part of the
IDU (Indoor Unit) with the DIRECWAY® system at the SOHO VSAT terminal. This
“box” needs to be provided with additional memory and enabling its working at the
application layer will make it function as the cumulative cache. This might prove to
be expensive for the service provider as the equipment cost increases with every
kilobyte of storage. Instead of using additional memory provided by the service
provider, the end user (SOHO network) could be encouraged to use a part of the
existing infrastructure of the network as the cluster cache, to curb additional
aggregation to product cost. Due to this, this scheme can be implemented by the
service provider, HNS in our case, as optional but recommended. Since
SPACEWAY® focuses on the SOHO market, the incoming traffic could be directed
through one of the user’s computers where a part of the memory could be configured
to cache incoming WWW data, using a daemon process.

We may keep this process transparent to the end user or may let the end user know
by displaying a “Page is being Verified” sign or equivalent while the cached page is
being displayed and confirmation about its freshness has not been received from the
source i.e. the web server. The risk involved in displaying outdated web-pages, for a
few seconds, is lightened by the fact that most web designers change just some form
or appearance of the web-page but not the content of the page in order to give the
webpage a fresh look [12]. This method results in instantaneous gratification for the
end user. We also note that the probability of an outdated page being displayed to the
user is miniscule in the cumulative cache scenario, as the cache may be flushed every
24 hours and it beings to fill at the start of business, everyday.

7  Conclusions and Future Work

By means of our discussion above we observe that the setting up of a cumulative
cache for a SOHO-type network achieves very good results in terms of the user’s
perceived latency for WWW access using a satellite link. Our observations suggest a
minimum reduction of 40% and up to 100% (if the user only visits pages that have
been visited before) in the user’s perceived latency, using this scheme. The
application of Zipf’s law to this scenario shows that very similar results can be
achieved by caching a much smaller number of HTTP responses if a smart caching
scheme, which caches only the most requested web-pages is developed.

We are currently analyzing the risk of displaying outdated pages even momentarily
to the user and the effect that he/she has knowledge of the same has on his/her view
on satisfactory web-browsing. We are also looking into the issue of privacy and
security to make sure that no individual user has access to the contents of the
cumulative cache as it may contain sensitive information such as personal or financial
information of other users. Hence the cumulative cache must be securely protected
against unauthorized access and must be used for sharing non sensitive information
i.e. the cache should be accessible only by the browser process and this should be
transparent to the user.

We also plan to look into the cost/benefit ratio i.e. the size of the cache (cost) to
perceived reduction in latency (benefit), to determine the optimal size of the
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cumulative cache for a fixed number of users in the SOHO network along with
develop an appropriate specific cache replacement algorithm for this application.
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Abstract. Mobile IP has been proposed to solve the problem of how a
mobile node may roam from its network and still maintain connectivity
to the internet. Another emerging wireless architecture, mobile ad hoc
networks (MANET), can be flexibly deployed in most environments with-
out the need for infrastructure base stations. Integrating Mobile IP and
MANET will facilitate the current trend of moving to an all-IP wireless
environment. In this paper we propose an architecture of integrating Mo-
bile IP and MANET based on the on-demand routing protocols. The pro-
posed architecture employs two agent advertisement mechanisms, Mobil-
ity Agent Advertisement Mechanism (MAAM) and Aggregation-based
Mobility Agent Advertisement Mechanism (AMAAM). In both mecha-
nisms the mobility agent uses periodic beaconing of agent advertisement
messages with on-demand routing protocols. Despite its architectural
advantage, MAAM has some performance issues to be tackled because
it incurs excessive generation of registration request messages of mobile
nodes. AM A AM is an enhancement of MA AM for reducing the overhead
of the beaconing by aggregating the reply messages of the agent ad-
vertisement. The simulation results show that AMAAM can effectively
reduce the overhead of periodic agent advertisement and registration
process.

1 Introduction

Mobile IP has been proposed for networks with infrastructure by the IETF[1][2].
Mobile IP tries to solve the problem of how a mobile node may roam from its
network and still maintain connectivity to the internet. Mobile IP uses mobil-
ity agents to support seamless handoffs, making it possible for mobile node to
roam from subnet to subnet without changing IP addresses. Home and Foreign
agents are the two forms of mobility agents in Mobile IP. To be able to re-
ceive datagrams while visiting a foreign network, the visiting mobile node has
to register its current care-of address with its Home Agent (HA), representing
the visiting node within its home network. To do this, the visiting node usually
has to register through a Foreign Agent (FA), located in the foreign network.
When the node has registered successfully with the HA, every datagram sent to
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the mobile node’s home address is intercepted by the HA and tunneled to the
care-of address. Each FA keeps a visitor list in which information about visiting
nodes currently registered through it is kept. HA keeps track of the mapping
between each residential mobile node’s home address and care-of address in a lo-
cation dictionary. HA can then forward packets to the mobile node using care-of
address.

Another emerging wireless architecture, mobile ad hoc networks (MANET),
can be flexibly deployed in most environments without the need for infrastruc-
ture base stations. The typical MANET applications include situations in which
a network infrastructure is not available but immediate deployment of a net-
work is required, such as a battlefield, outdoor assembly, or emergency rescue.
Routing protocols in MANET are classified by three classes[3]. The first is the
class of proactive or table-driven routing protocols such as DSDV (Destina-
tion Sequenced Distance Vector), OLSR (Optimized Link State Routing), and
TBRPF (Topology Broadcast Based on Reverse-Path Forwarding). The second
is the class of reactive or on-demand routing protocols such as DSR(Dynamic
Source Routing), AODV(Ad hoc On-Demand Distance Vector Routing)[4], and
TORA(Temporally Ordered Routing Algorithm). Finally the last is the class of
hybrid protocols such as ZRP (Zone Routing protocol).

Integrating Mobile IP and MANET will facilitate the current trend of moving
to an all-IP wireless environment. In this paper we propose an architecture of
integrating Mobile IP and MANET based on the on-demand routing protocols.
The proposed architecture employs two agent advertisement mechanisms, Mobil-
ity Agent Advertisement Mechanism (MAAM) and Aggregation based Mobility
Agent Advertisement Mechanism (AMAAM). Both mechanisms use periodic
beaconing of agent advertisement messages with on-demand routing protocols.
In MAAM, a mobility agent floods an agent advertisement message periodically
throughout the Ad Hoc network. Upon receiving the advertisement message,
every mobile node in the Ad Hoc network replies to the mobility agent by a
registration request message. Despite its architectural advantage, MAAM has
some performance issues to be tackled because it incurs excessive generation of
registration request messages of mobile nodes. AMAAM is an enhancement of
MAAM for reducing the overhead of the beaconing by aggregating the registra-
tion request messages. The simulation results show that AMAAM can effectively
reduce the overhead of periodic agent advertisement and registration process.

The rest of the paper is organized as follows. Section 2 presents our moti-
vation and discusses the previous work on this topic. Section 3 proposes our
protocol. Experimental results are shown in section 4, and section 5 concludes
the paper.

2 Motivation and Previous Work

There has not been extensive research on this issue. One of the initial works is
“MIPMANET: Mobile IP for MANET”’[5] and another one is “Adding Ad Hoc
Network Capabilities to Cellular IP” [6]. They both rely on on-demand routing
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protocols in MANET. Their differences are that the former includes the FA into
the MANET and uses AODV as a routing protocol while the latter excludes the
FA from the MANET and uses DSR. MIPMANET provides the interworking
gateway architecture of the mobility agent and the partial integration of Mobile
IP and MANET, in that only the mobile nodes which want to use the Internet
service solicits a FA and connects to the FA.

MEWLANA(Mobile IP Enriched Wireless Local Area Network
Architecture) [7] proposes two agent advertisement mechanisms called
MEWLANA-TD and MEWLANA-RD based on DSDV and a new ad hoc
routing protocol called Tree Based Bidirectional Routing(TBBR) respectively.
In MEWLANA-RD, the routing table formation is done only with Mobile IP
entities and no additional ad hoc protocol is used. The protocol is optimized
for the case when most of the traffic is for outside. Routing table formation is
done with agent advertisement and registration request messages and repeated
after each registration renewal. However, TBBR is inefficient especially for
intra-routing traffic in the MANET and could cause traffic concentration around
the FA because all the routing paths should transit the FA.

“Integrating Mobile IP with Ad Hoc Networks” [8] shows the overall archi-
tecture and operation of the mobility support in MANET as shown in Figure
1. The architecture deals with the integration issues of Mobile IP and MANET
extensively. However it assumes DSDV as the underlying routing protocol and
does not cover the integration with the reactive routing protocols. Our approach
is also based on this architecture. MAAM and AMAAM are the efforts to adapt
this architecture to the reactive routing protocols. In Figure 1 N is the broadcast
range of the periodic agent advertisement.

N=2
Mohbility

Agentl

Fig. 1. Integration of Mobile IP and MANET

3 Integration of Mobile IP and MANET

The mobility agent advertises its service by periodically sending out agent ad-
vertisement messages. Since the broadcast range of the advertisement reaches
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IP Hop |Sequential | Agent
Header Type Counts | Number | Address CoA
= Type : Agent advertisement message type
= Sequential Number : Mobility agent increases this SN by 1
for each flooding

= Agent Address : IP address of Mobility agent
* CoA ; Care of address

Fig. 2. Agent Advertisement Message Format

N hops in the ad hoc networks, agent advertisement mechanisms should be em-
ployed in the integration of Mobile IP and ad hoc networks. In this section we
propose two agent advertisement mechanisms, MAAM and AMAAM.

3.1 MAAM

In MAAM the mobility agent periodically floods agent advertisement messages
into the MANET with TTL=N (where N is the broadcast range of the agent ad-
vertisement, and we set N = 4 in this paper). That is, it announces its existence
to mobile nodes in MANET. Then, the mobility agent receives the registration
request messages from all the mobile nodes in the broadcast range. As the un-
derlying routing protocol in the MANET, MAAM assumes on-demand routing
protocols. In this paper we particularly use AODV, but the concept of MAAM
can also be employed in the DSR-based MANET with modifications. Figure 2
shows the agent advertisement message format. Upon receiving an advertisement
message, a mobile node replies to the FA with a registration request message.
Figure 3 shows the format of the registration request message which is an exten-
sion of the route reply (RREP) message of AODV. It includes the registration
request bit (v bit) and HA’s address field in addition to the RREP format.

Type | R| A [ V] Reserved | Prefix |  Hop Count
Destination Address
_Destination Sequence Number
Originator 1P Address |
Life time |

Forie Agent Address

R — Repair flag,
A — Acknowledgment required
V — Advertisement reply flag

Fig. 3. Registration Request Message Format

When the FA receives registration request messages from each mobile nodes,
the FA stores routing information of the mobile node in the routing table and de-
livers the registration message to the HA of the mobile node. Upon receiving the
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registration message, the HA updates the routing table and keeps the location
information of a mobile node. Figure 4 shows an example routing tree which is
formed by the flooding of agent advertisements and the replies of registration re-
quest messages from each mobile nodes. Also Table 1 shows the resulting routing
table of the FA.

DestinationNext hopHop coun:[Sequmea numbey Home Agent [lifetime]
MN2 | MN2 | 1 | 132 [165.229.191.130 5203
MN9 | MN2 | 2 77 165.229.110.3 | 1289
MNIO | MN2 | 3 122 203.244.149.93 | 4002
MNI3 | MN3 | 3 322 165.229.192.13 | 3234
MNIS [ Mn1 | 2 | si 203,245.110.6 | 231

Table 1. Routing Table of FA

As shown in Figure 4, this periodic flooding of agent advertisement messages
and the corresponding replies could cause excessive overhead of network traffic
and decreases the battery lifetime of mobile nodes. AMAAM is the enhanced
version of MAAM to reduce this overhead.

—* Agent advertisement

---=% Registration request

Fig. 4. Agent advertisement and Registration request messages delivery in
MAAM



192 H.-G. Seo and K.-H. Kim

3.2 AMAAM

AMAAM is an approach to reduce the overhead of periodic agent advertisements
by aggregating the registration request messages as shown in Figure 5. When a
mobile node receives an agent advertisement message, it forwards the message
to the downstream neighbor nodes and waits for the registration request mes-
sages from them without immediate reply to the FA. The waiting time depends
on the hop counts from the FA. Notice that the broadcast range of the agent
advertisement is N. Thus, a mobile node whose hop counts distance to the FA
is N immediately replies to the FA through the upstream nodes without waiting
anymore. The waiting time (7T,,) for aggregation can be calculated as follows:

To=(N—-H)*T,*2 (1)

, where N is the broadcast range of the agent advertisement, H is the hop counts
distance to the FA, and Tn is the node traversal time.
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Fig. 5. Comparison of the Beaconing Overheads in MAAM and AMAAM

Figure 6 shows an example routing tree obtained by AMAAM, and Figure 7
shows an example of the registration request messages obtained by the aggrega-
tion.

4 Experimental Results

In this section, we experiment the overhead of the periodic agent advertise-
ment flooding (beaconing) for MAAM and AMAAM by using ns2[9] and AODV-
UU[10]. In our experiments 50 mobile nodes move around in a rectangular area
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Wait time = Tims /
Wit time = 40ms

Y
T

Fig. 6. Aggregation of Registration Request Messages in AMAAM

according to a mobility model (random waypoint, as described[11]). Each node
uses IEEE 802.11 standard MAC layer. The radio model is very similar to the
first generation WaveLAN radios with nominal radio range of 250m. The nomi-
nal bit rate is 2Mbps. In this mobility model each node moves towards a random
destination with a maximum speed of 20m/sec and pauses for certain time after
reaching the destination before moving again. The pause times are varied to sim-
ulate different degrees of mobility. The performance metrics evaluated include
the packet delivery ratio and the routing load for data transmission for UDP
traffic. The packet delivery fraction is the ratio of the number of data packets
delivered to the destination and the number of data packets sent by the source.
The routing load is the ratio of the number of AODV control packets to the
number of data packets delivered to the destination.

—
“Waiting time|

{ﬁ\ng Wait timel | Wait time2 | Wait time3 | Wait timed
Hop count

1 hop 200ms 160ms 100ms 80ms

2 hop 150ms 120ms T0ms 60ms

3 hop 100ms B0ms 40ms 40ms

4 hop 50ms 40ms 10ms 20ms

Table 2. Waiting time for Aggregation
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4.1 Overhead of the Periodic Beaconing for MAAM and AMAAM

The broadcast range of the agent advertisement, N, is assigned 4. The column
of Table 2 shows four different waiting times for aggregation used in the exper-
iments. The hop counts to the mobility agent and the node traversal time are
important factors for the waiting time Tw as shown in the table.

Advertise |Advertise AMAAM
MAAM S Er— |
interval | counts [Wait timelWait dme*"ah uma]w alt timedAverage[lmp
1 Sec 01 2173 5105 4943‘] 477§ 48274,912 50 451
5 Sec 101 5075 1054 1014 954 99211,004.0 ] 5.05
10 Sec 51 311§ 525 487 477 478 49175 634
20 Sec % | 1933 278 253 251 240 25475 7.61
. 2 ) EeCLC .:‘, — - — e e .
30 Sec 17 1504 180 174 151 ISBi 165.00 9.12

Table 3. Comparison of Beaconing Overheads for MAAM and AMAAM

Table 3 shows the number of route request messages for MAAM and AMAAM
for different waiting times for the aggregation. The simulation result shows that
varying the waiting time for the aggregation does not affect considerably the
number of registration request messages. If the agent advertisement message is
transmitted one packet per second, AMAAM outperforms MAAM 4.5 times in
terms of the number of the registration request messages.

Figure 7 shows the number of registration request messages of MAAM and
AMAAM while varying the pause time of mobile nodes. Mobile nodes move
around in a rectangular area of 1500m x 600m, with maximum 20 m/sec, and
simulation time is 900 seconds. The waiting time for aggregation used in this
experiment is waiting time 3 in table 2. The result shows that AMAAM reduces
the traffic incurred by the registration request messages compared to MAAM.

4.2 Performance Comparison of UDP Traffic to Internet

The next experiment is the performance comparison for UDP traffic to Internet.
All the traffic transit the FA since the FA is the gateway between the ad hoc
network and Internet. Packet delivery ratio shows almost same results for both
MAAM and AMAAM. The experimental parameters are as follows. 50 mobile
nodes move around in a rectangular area of 600m x 800m with maximum 20
m/sec, and the size of UDP packet is 512 bytes. The simulation time is 900
seconds. Figure 8 and 9 show the average packet delivery ratios and routing
loads for UDP traffic between mobile nodes in the ad hoc network and the
correspondent nodes in Internet while varying the number of UDP sources (5,
10, 15, 20and 25) respectively. Each UDP traffic is 5 packets/sec in constant
bit rate(CBR). While MAAM and AMAAM show almost same packet delivery
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Fig. 7. Number of Registration Request Messages v.s. Pause Time

ratios as shown in Figure 8, the routing load of AMAAM always outperforms
MAAM for all the cases. However, the performance gap between them becomes
narrower as the number of UDP sources increases. This is due to the traffic
congestion regardless of the beaconing mechanisms.

olled Alaaljag 1eyoed

10 15
Number of UDP Sources (CBR)

[& Packet Delivery Ratio for MAAM B Packet Delivery Ratio for AMAAM |

Fig. 8. Average packet delivery ratios v.s. number of UDP sources

5 Conclusion

Integrating Mobile IP and MANET will facilitate the current trend of moving
to an all-IP wireless environment. In this paper we proposed an architecture
of integrating Mobile IP and MANET based on the on-demand routing proto-
cols. The proposed architecture employs two agent advertisement mechanisms,
MAAM and AMAAM. MAAM is a direct extension of the Mobile IP protocol to
the MANET with on-demand routing protocols, and AMAAM, an enhancement
of MAAM, employs an aggregation mechanism for collecting the registration re-
quest messages. Throughout the performance evaluation of both protocols, we
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0

Number of UDP Sources (CBR)
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Fig. 9. An average routing load along an UDP connection number

showed AMAAM can effectively reduce the overhead of periodic agent adver-
tisement and registration process.
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Abstract. Mobile IP is a proposed standard for mobility management in IP
networks. With today’s emerging possibilities within wireless broadband
communication, mobility within networks will increase. New applications and
protocols will be created and Mobile IP is important to this development, since
Mobile IP support is needed to allow mobile hosts to move between networks
with maintained connectivity. This article describes multithomed Mobile IP
enabling mobile hosts to register multiple care-of addresses at the home agent,
to enhance the performance of wireless network connectivity. A prototype is
described and a simulator evaluation shows the performance of our approach.

1 Introduction

In future wireless local area networks (WLAN), connectivity to access points (AP) by
different technologies and different providers will be a reality. Technologies like
802.11 [1], 802.16 [2] and HiperLLAN [3] will support wireless network connectivity
to wired network infrastructures, to reach the Internet and for other types of services.
WLAN-technologies are becoming efficient enough to support network capabilities
for applications running in desktop computers.

With the use of WLANSs, new challenges arise and mobile hosts (MH) will face
multiple APs with possibly different capabilities and utilization.

The work described in this article is based on the 802.11b technology. In
infrastructure mode the association with an AP is based on link-layer mechanisms
using the signal quality. The selection is invisible to upper layer protocols and one
association at a time is possible.

The selection of which AP to associate with should also be available for higher
level protocols, the applications and the users. It might be that the signal quality is
somewhat better to one AP but the overall performance is better at another. Then it is
reasonable to use the AP with the best overall performance.

In the largest study so far [4], a university campus equipped with WLANSs is
evaluated. 476 APs are spread over 161 buildings divided into 81 subnets. 5,500
students and 1,215 professors are equipped with laptops. The study shows that 17% of
the sessions involved handover and that 40% of it is between different subnets,

P. Dini et al. (Eds.): SAPIR 2004, LNCS 3126, pp. 197-206, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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causing the IP traffic to fail. MHs sometimes perform frequent handovers between
APs while being in the same place.

To manage handover between networks without disrupting flows, the Mobile 1P
(MIP) [5] is proposed and partly deployed. For an MH connected to the home
network, the IP will operate normally. Ifthe MH disconnects from the home network
and connects to a foreign network, the MIP will manage network mobility which will
be transparent for the protocol layers above the network layer and to the user of the
MH. There are two versions of MIP: MIPv4 [6] and MIPv6 [7].

The study [4] shows the MIP requirements and the potential to associate with
multiple APs simultaneously to avoid breaking and disrupting sessions. Wireless
connections are prone to errors and by using multiple simultaneous connections to
APs, a more reliable connectivity can be achieved.

The work in this article describes an approach to enhanced network connectivity to
MHs connecting to WLANSs by evaluating network layer characteristics. The MIP is
extended to support the multihomed connectivity. A prototype developed is also
described. This will enable the AP selection on other criteria than just the signal-to-
noise ratio (SNR). Traffic to and from an MH can be sent using multiple APs.

Section 2 describes multihomed MIP and its prototype. Section 3 describes the
simulator evaluation. In section 4 related work is presented and section 5 concludes
the paper and discusses future work.

2 Multihomed Mobile IP

This section shortly described a prototype and discusses the changes made to MIPv4,
where a modified registration mechanism is used. The route optimization is also
altered to be sent from the MH to correspondent hosts (CH) (as with MIPv6). For a
closer description see [16].

Multihomed MIP enhances the performance and reliability for MHs connecting to
WLANSs. Wireless connections are prone to errors and changing conditions which
must be considered to enable applications for desktop computers to be usable on MHs
connecting wireless.

The multihoming is managed by the MIP and hidden from the IP routing, keeping
IP routing unaware. For a sender, multihomed MIP can be considered an any-cast
approach [8] where a sender relies on the network protocol to use the best available
destination for the packets. The available destination will be one of possibly multiple
care-of addresses used by an MH. In IPv6, an any-cast address is used to reach the
best available destination (server) among multiple destinations supporting the service
required. The approach in this paper for a sender to any-cast address an MH, is that
the MH’s home address is used to locate the best care-of address. The difference from
the any-cast approach in IPv6 is that it is address-based instead of server-based and
the destination will be the same host.

The MH keeps a list of all networks with valid advertisements and registers the
care-of address at the HA (and the CH if route optimization is used) for the networks
supporting the best connectivity. To evaluate the connectivity, the MH monitors the
deviation in arrival times between agent advertisements and calculates the metric
based on this information (see formula 1). This metric is used to describe the MH’s
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connectivity to foreign networks. A small metric indicates that agent advertisements
sent at discrete time intervals arrive without collisions and without being delayed by

SampleDelta = CurrentArrivalTime — LastArrivalTime. 1
MeanDelta = SampleDelta x 6 + MeanDelta x (1 - ).

Metric = (SampleDelta - MeanDelta)’x p + Metric x (1 - p).

the FA. This indicates available bandwidth as well as the FA’s capability to relay
traffic for the MH. Among the care-of addresses registered at the HA, the FA with the
smallest metrics will be installed as the default gateway in the MH.

The selection of which care-of address to use for an MH is based on the delay
between a CH or the HA and the MH, where the delay includes wireless links. In IP
routing with protocols like RIP and OSPF a wireless last hop link is not considered in
the route calculation. A hop count of 1 is used in the RIP protocol, and a static link
cost in OSPF based on the link (usually Ethernet) connecting the APs. In multthomed
MIP, IP routing is used to the care-of address selected but the selection of what care-
of address to use is managed by MIP. The HA makes its own selection and the CH
does the same if route optimization is used.

The measurements and metric calculations of the deviation are made prior to
registration and maintained while being registered at the foreign network. An MH is
configured with the maximum number of care-of-addresses to register. Since the MH
may register multiple associations with foreign networks, the HA and CHs can have
multiple bindings for an MH’s home address. Based on the round trip time (RTT)
between the HA/CH and the MH, one of the care-of addresses will be installed as the
tunnel end-point to the MH. The measuring of RTTs is based on the messages sent
between the MH and the HA or the CH.

The choice of care-of address is based on individual selections by the HA, the CH
and the MH for packets sent by them. In a scenario where an MH has registered three
care-of addresses and there are two CHs, one using the HA to communicate with the
MH and the other using route optimization, three different APs may be used: one by
the HA, another by the CH using route optimization and the third by the MH to send
packets (see figure 1).

The metrics for the selection of care-of address made by the HA and CH (if route
optimization is managed by the MH) is based on the Jacobson/Karels algorithm [16]
(se algorithm 2). A small value is preferred.

Difference = SampleRTT ~ EstimatedRTT. )
EstimatedRTT = EstimatedRTT + (8 x Difference).
Deviation = Deviation + 8(|Difference| - Deviation).

Metric = p x EstimatedRTT + ¢ x Deviation.
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Home network

Fig. 1. A multihomed connectivity scenario where the HA, CH and MH make their own
selections of which care-of address to use.

To avoid rapid changes resulting in flapping of the care-of addresses and the
default gateway because of metrics close in value, a new care-of address or gateway is
only chosen ifits value is less than the value used minus a threshold.

The registration request and binding update messages are modified by adding an
N-flag to the flag field, to enable the HA and the CH to distinguish between a non-
multihomed and a multihomed registration/update. An HA and a CH receiving the
messages with an N-flag will keep the existing bindings for the MH. The MH
monitors the time between registration requests and registration replies and calculates
the RTT. The RTT is added as an extension in the next registration request. The HA
will maintain all registrations for an MH and based on the metrics it will install a
tunnel into the forwarding table with the care-of address with the smallest metrics.
With binding updates the CH will itself measure the RTT. The processing in the MH
is shown in figure 2 and the processing in the HA is shown in figure 3.

3 Performance Evaluations

The evaluation uses the GlomoSim[10] network simulator. The node MH2 equipped
with two wireless interfaces associates on different channels to a network where it can
reach FAs in different subnetworks. A Constant Bit Rate (CBR) flow of 1 Mbps is
generated between MH2 and the CH in both directions. Other CBR flows are
periodically generated between FA1 and MH1 as well as between FA2 and MH2 to
add extra load on the FAs and the medium (see figure 4).

The evaluation in figure 5 shows that the selection of FAs based on the SNR could
lead to less throughput, than if the selection is based on network-level measurements.
The SNR value (22dB) is the same for all curves although the traffic through FAs
increases. The throughput from the CH to MH2 for different additional loads from
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var N, : set of available fa and announced care-of address;
N : set of registered care-of addresses;
M,q, : array of calculated metrics;
Thregreq : array of clock times for RTT measurements;
A, . set of agent advertisements received;

Processing a <agent advertisement, fa, care-of-address> message: begin
receive <agent advertisement, fa, care-of-address>;
if fa & Nggeigs then begin
Nioreign = Neoreign \ {fa, care-of-address};
M. [fa] := initilize;
if | Npg | < max care-of addresses to register then begin
Niyeg = Ny ' {fa, care-of-address};
if | N > 1 then
set(n-flag)
else
clear(n-flag);
send <registration request, home-address, ha, care-of-address, n-flag, 0= to ha via fa;
Tregreq [fa] :=clock
end
end
else if <agent advertisement, fa, care-of-address> ¢ A4, then
M, q.[fa] = calculated metric according to formula 1;
Aqgy 1= Agg ' <agent advertisement, fa, care-of-address>
end

Processing a <registration reply, home-address, ha> message: begin
receive <registration reply, home-address, ha> from fa;
Tregreq [fa] := clock - Tieareq [fa]

end

Time expires for a binding to a fa: begin
if | Nieol > 1 then
set(n-flag)
else
clear(n-flag);
send <registration request, home-address, ha, care-of-address, n-flag, Trogreq [fa] > to ha via fa;
Tregreq [fa] = clock
end

Time expires, compare Ny, and Niyreiga: begin
if min{Mag[w] : W € Nigreign A W & Nieg} < max {Mag,[W] : W € Ny} - threshold then begin
fa:={w: min{M,s,[W]} AW € Npgeiga AW & Nigg 15
{ fap, care-of-addressyin} = {{X, v} : {%,¥} € Nigreign A X = fa};
fa:= {w : max{Mus[W]} AW € Neg };
{fama, care-of-addressma} = {{X.¥} : {X,y} € Nz Ax =Tfa};
Nreg 1= Nygg \ { fgyay, care-of-addressmay } ; Neeg 1= Nyeg ' { famin, care-of-addresspin};
if | Nreg/ = [ then
set(n-flag)
else
clear(n-flag);
send <registration request, home-address, ha, care-of-address,,, n-flag, 0 > to ha via fa,;
Tregreq [famin] == clock
end
end

Fig. 2. The processing of MIP messages in the MH
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var B, . set of bindings;
Ten : array of tunnels;
My : array of calculated metrics;

Processing a <registration request, home-address, ha, care-of-address, n-flag, rtt > message: begin
receive <registration request, home-address, ha, care-of-address, n-flag, rtt > from mh via fa;
if {home-address, care-of-address} ¢ By then begin

Bup = By U {home-address, care-of-address};
M[home-address, care-of-address] = initialize
end;
if —n-flag then
forall binding € {{x, y} : {X, ¥} € Bm A x=home-address A y # care-of-address} do
Bup= B \ binding;
M [home-address, care-of-address] := calculated metric according to formula 2 (rtt);
tunnel := T, [home-address];
if M,,[home-address, tunnel] - threshold > min{My[home-address, x] : x # tunnel}
Tt [home-address] := {x : min{M,[home-address, x]} A x # tunnel};
send <registration reply, home-address, ha> to mh via fa
end

Fig 3. The processing of registration requests in the HA.

& s

— Wired link, 100Mbps

FAl FA2 —e=- Wireless link, 11Mbps

| MHI | ‘ MH2 I MH3

Fig 4. The topology used for evaluation. An MH reaches two FAs in different subnetworks and
communicates with a CH in its home network. MH1 and MH2 are used to add additional flows
to the FAs.

MHI1 and MH3 is shown. The bandwidth of the additional loads is used to name the
curves in the graph.

We evaluated two approaches for MIP messages; one where MIP messages had
higher priority than the flows, and the other where they had the same priority. Figure
6 shows that the best result is achieved with MIP messages using the same priority as
the flows.

The “2FA (c)” curve shows the throughput when MIP messages has higher
(control) priority than ordinary traffic. The “2FA (r)” curve shows the throughput
with the same priority (real time) for all traffic. The low metrics in bandwidth shown
at times 15, 30 and 45 seconds are explained by the time it takes to react on bad
metrics when a recently good connection becomes congested.
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Fig. 5. Throughput from CH to the MH with additional loads between MH-Load and the FA.
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Fig. 6. Throughput from the CH to MH2 with multihoming based on different priorities of MIP
messages.
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Figure 7 shows the throughput from the CH to MH2 with different FA selection
strategies. The same traffic pattern is used as in the simulation shown in figure 6. The
“SNR” curve shows the throughput when an FA is selected based on the SNR. The
curve named “1 FA” shows the throughput when one FA is selected as both the
gateway and the care-of address for the MH based on dynamic metrics.

With one FA the traffic to and from the MH will be forwarded through the same
FA. With multihoming one FA may forward traffic to the MH and the other from the
MH. The throughput achieved with multihoming is shown by the curve named “2
FA”.

With multihomed MIP, the MH with multiple FAs can easily switch between FAs
to enhance throughput even further. The evaluation shows the best results with
multihomed MIP.

13 57T B MGG B35 27 93 33 3537 39 4743 4547 49 51 53 55 57

Fig. 7. Throughput between the CH and MH2 with different FA selection algorithms

4 Related Work

In MIPv4, an option for simultaneous bindings is proposed for sending packets to
multiple care-of addresses for an MH. Packets will be duplicated at the HA and one
copy sent to each registered care-of address, so that packets can be received through
multiple APs. This option was proposed to decrease the number of dropouts of
packets during handover, and for an MH with bad connections to APs to receive the
same packet through several APs, with an increased probability of a success. The
solution does not enable the network layer to decide which connection to use and it
will waste resources in the WLAN.



Agent Selection Strategies in Wireless Networks with Multihomed Mobile IP 205

In the current specification of MIPv6, all traffic uses the same care-of address. This
prevents the dynamics of the MIP from fully utilizing the dynamics in WLANs and
should be altered.

In [11], an approach to multihoming for survivability is proposed, managed at the
datalink layer and based on radio signalling. This approach restricts the selection of
APs to the datalink layer and is not available to higher levels.

In [12], a transport layer protocol is proposed striping data between multiple links
to achieve bandwidth aggregation. The work presented in this paper instead aims to
evaluate multiple connections and how to use the best available connection(s) to
forward packets.

Another transport layer solution is presented in [13] for multihomed hosts. Here
the sender selects one of the host’s IP addresses as the destination address for the
packets. If the IP address becomes unavailable due to network failure, the protocol
will switch to another IP address for the same destination host with maintained
connectivity at the transport layer. The approach does not address delays considering
a wireless last hop link.

In [14] the correlation of signal-to-noise-ratio and throughput is shown. However
the approach does not cover multiple MHs communicating using e.g 802.11 (using
clear to send, request to send and NAV times to avoid collisions). In this case the
SNR will not be sufficient, since SNR is not affected. Traffic measurements are
instead required.

In [15] a proposal for multihoming with MIPv6 is proposed. Our proposal is
intended for both MIP versions. We also propose a care-of address selection
algorithm and evaluate its performance. In [15] no selection algorithm is presented.

5 Conclusion and Future Work

The proposed approach describes extended MIP to manage multiple simultaneous
connections with foreign networks. Based on the registered care-of-addresses,
multiple paths can be used for packets to and from an MH. This approach will also
prevent MHs from flapping between foreign networks due to the fact that an MH has
similar quality of connectivity to multiple APs. The proposed approach achieves
enhanced throughput, more reliable and efficient connectivity. The current prototype
is based on MIPv4 but can easily be applied to MIPv6 as well; future work will
describe this.

The association should be made available to higher protocol layers and provided
through an Application Programmer’s Interface (API). Future work will look into
possible solutions to achieve this.

The multihomed approach in MIP is also being tested and evaluated for
connectivity between wired IP networks and ad hoc networks. The journal paper [17]
describes the architecture proposed for this.
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Abstract. Based on probability and statistics, we present a novel mechanism to
estimate the available bandwidth in the IEEE 802.11 architecture. Then we
present a new on-demand QoS routing protocol for real-time multimedia in
Mobile Ad-hoc NETworks based on IEEE 802.11. Under such a routing
protocol, we can derive a route to satisfy bandwidth requirement for quality-of-
service (QoS) constraint. In our simulations the QoS routing protocol produces
higher throughput, lower delay and services more sessions than its best-effort
counterpart. In addition, it is more applicable to real environment of Ad-hoc
network and can support more mobility than other QoS routing protocols.

1 Introduction

A Mobile Ad-hoc NETwork (MANET) is a collection of wireless mobile nodes
dynamically forming a wireless network without the use of any existing network
infrastructure or centralized administration.

Providing QoS is more difficult for MANETs. Firstly, unlike wired-based
networks, radios have broadcast nature. Thus, each link’s bandwidth will be affected
by the transmission/receiving activities of its neighboring links. Secondly, unlike
cellular networks, where only one-hop wireless communication is involved, a
MANET needs to guarantee QoS on a multi-hop wireless path. Further, the dynamic
topology and the limited processing and storing capabilities of mobile nodes also raise
challenges to QoS routing in a MANET.

Most routing protocols for mobile Ad-hoc networks, such as AODV [11], DSR
[10], and TORA [13], are designed without explicitly considering QoS of the routes
they generate. QoS routing in Ad-hoc networks has been studied only recently, which
requires not only finding a route from a source to a destination, but a route that
satisfies the end-to-end QoS requirement.

The ability to provide QoS is heavily dependent on how well the resources are
managed at the MAC layer. Among the QoS routing protocols proposed so far, some
use generic QoS measures and are not tuned to a particular MAC layer [4], [5], [6].
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Some use CDMA to eliminate the interference between different transmissions [2],
[7], [8], [9]. And some develop QoS routing protocols for Ad-hoc networks using
TDMA [11,[3],[12]. Different MAC layers have different requirements for successful
transmissions, and a QoS routing protocol developed for one type of MAC layer does
not generalize to others easily.

As Distribute Coordination Function (DCF) of IEEE 802.11 for wireless LANs is
the de facto MAC layer protocol for MANETS, routing protocols developed for other
incompatible MAC layer may prevent itself from being widely accepted. In fact,
IEEE 802.11 makes more sense simply for the fact that it is a known wireless
technology and is available.

In this paper, we present a new methodology to calculate available bandwidth
(avail-bw) in the IEEE 802.11 architecture. Making use of the Backoff timer, Defer
timer and NAV in IEEE 802.11 and calculating the proportion of idle time in a short
period, nodes can estimate their current avail-bw independently. Then we use this
algorithm in conjunction with AODV to develop a new QoS routing protocol. In the
new QoS routing protocol, we present two algorithms to calculate the actual avail-bw
requirement for each node in the path to perform the data transmission from the
original requirement of bandwidth in RREQ and the node’s location. Our simulations
show that the QoS routing protocol produces higher throughput, lower delay and
services more sessions than its best-effort counterpart.

The rest of the paper is structured as follows. Section 2 explains the bandwidth
calculation methodology in our route protocol, while section 3 introduces the entire
QoS routing protocol. Section 4 presents simulation results from ns-2. Finally, the
paper concludes in section 5.

2 The Bandwidth Calculation

In order to find a route that satisfies the bandwidth requirement, the QoS routing
protocol needs to calculate the end-to-end bandwidth for all possible routes, and to
determine the optimal one. As introduced in [1], this is quite difficult, because even to
find out the maximum avail-bw along a given route is NP-complete. Thus in real
implementation, we should develop an efficient heuristic scheme for calculating
suboptimal bandwidth, and then determine the transmission route based on the
bandwidth estimations. The problem of bandwidth calculation in MANETS has been
addressed by several works in the literature. References [5], [14] have discussed this
problem by assuming quite an ideal model that the bandwidth of a link can be
determined independently of its neighboring links. This may be realized by a costly
multi-antenna assumption such that a host can send/receive using several antennas
simultaneously and independently. A weaker assumption made in [9] is the CDMA-
over-TDMA, where the use of a time slot on a link is only dependent on the status of
its one-hop neighboring links. In [3], it assumes a simpler TDMA model on a single
common channel shared by all hosts and considers the bandwidth reservation problem
in such environment. However, TDMA requires the rigorous time synchronization
and the reasonable assignment and scheduling of time slots. When the nodes scale is
large, it will be very difficult to implement TDMA. In addition, TDMA need a central
controller to synchronize time and assign time slots. But in MANETS, there is no
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centralized administration, for in the high mobility environment, nodes will randomly
assume transmit responsibility and no node is significantly more stable than others.
As aresult, a protocol like TDMA which is based on establishing reservation has only
limited capability to handle network mobility and is best for a static network. At
present, DCF of IEEE 802.11 for wireless LANSs is the de facto MAC layer protocol
for MANETS.

2.1 CSMA/CA Protocol in IEEE 802.11

The fundamental access method of the IEEE 802.11 MAC is a DCF known as carrier
sense multiple access with collision avoidance (CSMA/CA) [15].

As introduced in [15], for a STA to transmit, it shall sense the medium to
determine if another STA is transmitting. If the medium is busy, the STA shall defer
until the end of the current transmission. After deferral, or prior to attempting to
transmit again immediately after a successful transmission, the STA shall select a
random backoff interval and shall decrement the backoff interval counter while the
medium is idle.

In addition, a virtual carrier-sense mechanism, called network allocation vector
(NAV) shall be provided by the MAC. The NAV maintains a prediction of future
traffic on the medium.

2.2 Bandwidth Estimation in IEEE 802.11

IEEE 802.11 is not a MAC protocol based on bandwidth reservation like TDMA.
Thus we can only predict the avail-bw of next period in 802.11 based on history
records. In [16], we present an original end-to-end avail-bw measurement method
based on probability and statistics, called SMART (Statistics Measurement for Avail-
bw by Random Train), which is applicable to wire-based network. Based on SMART,
we present a novel mechanism to estimate the avail-bw in 802.11, which can be
described as follows:

1) Definition of available bandwidth

In order to precisely define the avail-bw in IEEE 802.11, we consider the medium
situation in one link as showed in Figure 1. Assuming the capacity for that link is C (in
ideal case, C=11Mbps in 802.11b).

. L

Fig. 1. Medium situation in one link

In Figure. 1, the current node detects that in [t1, t2] and [t3, t4] the medium is busy.
According to the nature of wireless network, this node can not send/receive message
in [t1, t2] and [t3, t4]. Thus, if we only consider the avail-bw for this link between [t1,
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t2] or [t3, t4], it is zero obviously. But when we calculate the avail-bw between [t1,
t5], the result is as following:

I3~y +1s —t
Avgi]ﬁbw:-g'__z_s_“_x

So the medium state function of one node at moment t can be defined as the
following:

C

1 when link is free ¢}

Node _ free(t) = {0 when link is busy
When we say that to one node the link is busy, there are three possible cases:
¢  This node is sending or receiving packets
* Neighboring nodes of this node are sending or receiving packets
e This node has received a CTS frame (Clear to Send) and has not received the
corresponding ACK frame.
Thus the avail-bw for one node in period [t;, t2] is:

2
Avail_bw(t,1,) = 797 [ Node_ free(t)dt @
2—h T

In IEEE 802.11, the Node_free(t)=1 means that, every timer, such as Backoff
Tinier, Diff Timer and so on, indicates the network is idle. And the indication of NAV
also shows that the current node can transmit messages now. What's more, the
available state should maintain a period (e.g. IFS, Inter Frame Space).

2) Estimate the available bandwidth

According to (2), the key problem of avail-bw estimation is to calculate the integral
result of Node_free(t). Making use of probability and statistics principles, we present
a novel method to get it.

For different type of nodes, the estimating methods are different.

e  Nodes with sufficient power.

This kind of node has sufficient power to provide services for the network. Besides
handling its data, these nodes can act as routers. In these nodes, we can just keep on
detecting the network during run time and calculate the proportion of available state
in a period. This method is accurate. The drawback is that the real-time detection
often needs large consumption of power.

e Nodes with limited power.

This kind of node has limited power or stay in power save mode. In order to reduce
the consumption of power, it can not persist in detecting the idle state of network.
Therefore, we adopt the bandwidth measurement method based on sending fake
packets. The main idea is to fabricate packets randomly, and set the max
retransmission as 1. Then the node will use usual method to detect the network to
send the packet. If the packet can be transmitted now, we can deem the network is in
available state at the moment. Otherwise, the network is in busy state. Of course, we
should cancel the transmission of this fake packet as soon as we get the result. In this
way, if we randomly fabricate N packets in a period {t;, t;], based on these detection
results, we can calculate the ratio of R=I/N, in which I is the number of available state
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J:z Node _ free(t)dt

t—4

wireless network, the capacity C is a stable value, the real avail-bw can be calculated

as C*R. The precision of such a method relates to the value of N. But this method can

save power.

When calculating the avail-bw, the length of period [t;, t;] is very important. In
order to unify the measurement units and reflect the real-time state of the network, we
set t2 as the current time and ft;, t;] is a period of fixed length. Generally, the
estimation period is 0.1s~1s, determined by the mobile speed of each node. Unless
specified otherwise, the estimation period for avail-bw in this paper is 500ms.

3) Predict the future available bandwidth.

When we predict avail-bw in next period, we can use the history data. There are
several means to get the result.

e  (Calculate the average value of history data. We can calculate the avail-bw for each
period in the past, and the avail-bw in next period is the average value of history
data that have been stored.

Calculate the mean of history data.
Calculate the linear fit and polynomial fit of history data
Just use the value of last period.

In experiments, we find the last method is more accurate, which may due to the
burst of traffic flow and the high mobility topology in MANETS.

4) Analysis of error

In general, there is some error in this estimation. For example, the resource needed
to transmit a packet should include transmitting this data packet and receiving its
ACK. But in our estimation, we only consider the transmission of data packets. In
addition, predicting the future based on the history always produces a few errors.
Thus, in real applications, we suggest multiple the predictions by a coefficient. Unless
specified otherwise, this corrective coefficient is 0.9 in our experiments.

results. R is the approximate value of . Because for a specific

3 The QoS Routing Protocol

The bandwidth calculation scheme developed above only provides a method to
calculate the avail-bw for a given route, which needs to be used together with a
routing protocol to perform QoS routing. Like [1], we also choose AODV to add the
QoS routing functions, for whose route discovery mechanism matches the bandwidth
calculation scheme very well and is suitable for bandwidth constrained routing. Of
course, the bandwidth calculation scheme need not be limited to AODV. It can also
be used in other on-demand routing protocol. There are many extensions and
modifications we should make to the AODYV routing protocol to perform QoS routing.
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3.1 RouteDiscovery

Firstly, we should add extensions to route message to indicate the demand for
bandwidth. When a node S wants to establish a path which satisfies the requirement
of bandwidth, it broadcasts a route request (RREQ) to its neighbors. The field RegB in
the RREQ refers to the requirement of bandwidth and the field MinB provides the
minimal avail-bw of nodes in the partial route that the packet has discovered so far.

Pay attention, the actual avail-bw requested for the node to perform the data
transmission with QoS requirement, which we refer to as RegB’, is not always the
same as RegB, but related to the location of the node. For example, for an
intermediate node, its avail-bw should be able to satisfy both the receiving and the
transmission requirement, i.e., RegB' Z2*ReqB. However, the destination node need
not transmit the traffic after receiving it, so its RegB' is relatively smaller. The
following is a simple algorithm to calculate the RegB':

Algorithm QoS-Basic

if (Is source-node) ReqB’ = ReqB,

else if (Is destination-node) ReqB' = ReqB;
else RegB'=2*ReqB;

But in real wireless environment, what influences the node’s receiving act most is
the power of signal. For example, in general scenario setting, a node can successfully
receive packets from nodes within 250m. However, when distance is more than 250m,
this node can still detect the signal. If this node is receiving packets from its neighbor
(within 250m) at the moment, and the difference between the power of the interfering
packet and the power of the packet currently being received is smaller than the
capture threshold, it will fail to receive packets from its neighbor. But the comparison
of signal power and node distance is very difficult, especially in mobile network. In
order to optimize the QoS routing protocol without consuming too many time and
processing capabilities of nodes, we present a simple and applied algorithm to infer
the RegB' from the estimation of signal power based on hops.

Generally, when two nodes are spaced more than 2 hops, the possibility of
interference between them is very low. Because when two nodes are spaced by 2
hops, their distance is ordinarily 250m~500m, which approximates the interfere
range(according to Ferris Law and physical environment setting); when two nodes are
spaced more than 2 hops, they will mostly overrun the interfere range. Applying this
conclusion in routing discovery mechanism will influence the calculation of RegB'.
For example, when there are only 2 hops between the source and the destination, the
avail-bw of the destination should be not less than 2*RegB, i.e., ReqB’' =2*ReqB.
Because when the source sends packets to the intermediate node, the destination
should be in available state (if it transmit at the moment, the intermediate node will be
influenced and can not receive packets from the source node; if it receive at the
moment, the signal from the source will interfere its receiving act); while when the
intermediate node sends packets to the destination, the destination should be in
available state too. However, in routing discovery process, the current node can judge
its hops from the source easily, but can not know the posterior hops to the destination.
For example, the source node can not determine that its RegB' should be RegB (its
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following node is the destination node) or 2*RegB (its following node is not the
destination node). Our algorithm assumes that if the current node is not the
destination node, its downstream node will be the destination node. Such an
optimistic algorithm will result in a relatively small estimation of RegB', but will
guarantee that no optional route will be lost with mistakes.

Algorithm QoS-Extend
Hops < hops between source and current node;
if (Hops = 0) ReqB' = ReqB; /*the current node is the source node*/
else if (Hops = 1) and (Is destination-node)

ReqB'= RegB,;
else if (Hops = 1) and (Is Not destination-node) RegB'= 2*RegB;
else if (Hops>=2) and (Is destination-node) RegB'= 2*ReqB;
else RegB'= 3*ReqB;

Every time a node receives a RREQ, it must compare its avail-bw, which can be
acquired by the method mentioned in section 2, with the actual avail-bw requested to
perform the data transmission with QoS requirement, i.e., RegB’, which can be
calculated from the RegB in the RREQ with the two algorithms mentioned above.

When the node finds that its avail-bw meets the service requirement, it will record
the neighbor from which it receives the RREQ as its upstream neighbor and the MinB
for this flow, then rebroadcast the RREQ to its neighbors; Pay attention, it will
replace MinB in the RREQ, if its avail-bw is smaller than the old one. Otherwise, the
node will discard the RREQ.

In AODV, a node will discard all subsequent RREQ after it has processed a RREQ
for the same flow. But in our QoS routing protocol, when the node receives another
RREQ for the same flow with the same Broadcast_ID, it will drop it if its MinB is
smaller than the local record for the same flow. Otherwise, it will replace the local
record with the new MinB and change its upstream neighbor to the new one from
which it receives the new RREQ. Pay attention, this node need not broadcast the new
RREQ, for the following routing discovery process is the same as the old RREQ.

3.2 Route Determination

Unlike AODV, where any node other than the destination may generate a route reply,
in our QoS routing protocol, a RREQ to set up a QoS route has to reach the
destination before it can be replied.

When the destination host D receives the RREQ and its avail-bw can meet the
service requirement, it will reply a route reply (RREP) destined to the source S and
send it to its upstream neighbor. Because every node has records its upstream
neighbor when it received the RREQ, the RREP packet will be routed to S, through
unicast. During this course, each node will record its downstream neighbor and
appends the count of hops and the avail-bw to RREP, which may be different from
the value in RREQ, for the node may have changed its local MinB record and its
upstream neighbor when it receives several RREQ.

In our QoS routing, it is possible that the source node S receives several RREP
indicating different paths to destination with requested QoS. S can begin data
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transmission when it receives the first RREP. When it receives another RREP, it will
compare the count of hops and avail-bw indicated in this RREP with local record. The
judgment depends on the strategy that S adopted. S may consider the shortest or the
path with the maximum avail-bw as the best, or just think the path whose RREP
arrived first is the best one. Anyway, if S judges that the new path can service better
QoS, it will change its downstream neighbor and the QoS description of the path in
local record. Because the QoS routing protocol is not based on bandwidth reservation
as in TDMA, S needs not to stop the data transmission when it change the path to a
better one. So it is more applicable to mobile environment.

3.3 Route Maintenance

When a host finds the neighbor link breaks when it wants to send packets through the
link, it will send a route error (RERR) to the source node S. When receiving RERR
packet, S will delete invalid path from route table and initiate a new RREQ. Every
node forwarding RERR will delete routes including the break link in its route table.
What’s more, if a node has not received any message from its upstream node for a
period exceeding a given threshold, it will delete the corresponding route and inform
its downstream nodes.

In addition, the destination node D will detect the throughput and loss rate from
received data packets. When D finds weak QoS, it will inform S to choose another
QoS route. During this period, data will be transmitted as best-effort.

4 Measurements

4.1 Experiments Setup

The QoS routing protocol has been implemented with ns2 to study its performance.
The implementation is based on the AODV module contributed by the MONARCH
group from CMU, and the QoS routing functions are added. In additional to building
QoS routes, the protocol also builds a best-effort route when it learns such a route.

The simulated model is similar to the description given in [1]. A mobile Ad-hoc
network of 25 nodes is generated in an area of 1000 m by 1000 m. The transmission
range of a node is 250 m. The pause time follows an exponential distribution with a
mean of 10 seconds. And the speed of the movement follows a uniform distribution
between O and the maximal speed v. Network mobility is varied when we change v.
The total simulation tune is 300 seconds. User traffic is generated with CBR sources,
where the source and the destination of a session are chosen randomly among the
nodes. During its lifetime of 30 seconds, a CBR source generates 20 packets per
second. The size of a CBR packet is 64 bytes. The starting time of a session is
randomly chosen between 0 to 270 seconds. The offered traffic load is varied by
increasing the number of CBR sessions generated during the simulation from 20 to
360.
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4.2 Simulation Results

We measure the number of packets received by the destinations and the average
packet delay. We also measure the number of sessions that are serviced. A session is
called “serviced” if at least 90% packets are received by the destination. This is a
measurement of the quality-of-service provided to the end user [1].
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Fig. 2. Packet throughput for v=0/5/10 m/s

The QoS routing protocol is compared with the original, best effort (BE) AODV
protocol. In routing discovery mechanism, we have implemented algorithm QoS-
Basic and QoS-Extend respectively. Figures 2 and 3 show the packet throughput and
the average packet delay under different traffic loads and node speeds. In these
figures, QoS represents the QoS routing protocol based on the algorithm QoS-Basic
and QoSE represents the QoS routing protocol based on the algorithm QoS-Extend.
Under light traffic, packet throughput and packet delay are very close for these three
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protocols, because they often use same routes. The advantage of QoS routing protocol
becomes apparent when traffic gets heavy. When the nodal speed v increases, the
throughput of these three protocols drops and their delay all increases. But the
performance of QoS routing protocol is still higher than its best-effort counterpart.
What’s more, QoS routing protocol based on algorithm QoS-Extend performs better
than the one based on algorithm QoS-Basic.
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Fig. 3. Average packet delay for v=0/5/10 m/s

When these protocols are compared at the session level (Figures 4), which is the
most important metric for real-time multimedia users, the QoS routing protocol can
service more sessions than its best-effort counterpart, especially the QoS routing
protocol based on algorithm QoS-Extend.
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The explanation for such performance difference is as follows. With the BE
protocol, a node has only one active route to a destination and uses it for all the
packets to the destination. As the network traffic becomes heavy, this route becomes
heavily loaded, causing packets to be delayed and dropped. On the other hand, the
QoS routing protocol tries to find and use routes satisfying bandwidth constraints for
different flows, even between the same pair of source and destination. Two QoS
routes may share the same path, but the protocol will primarily ensure enough
bandwidths on this path to accommodate both flows. The traffic load is more
balanced this way. In addition, algorithm QoS-Extend considers the influence
between nodes in real wireless environment, which is related to the transmission
power and the distance, and adopts different strategy for different nodes based on
their location, thus can build QoS routes more accurately and efficiently.
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5 Conclusions

An on-demand QoS routing protocol concerns bandwidth in MANETS based on IEEE
802.11 is developed. We developed a novel methodology based on probability and
statistics to efficiently calculate the avail-bw with IEEE 802.11 MAC. This bandwidth
calculation methodology is integrated into the AODV protocol in search of routes
satisfying the bandwidth requirements. In the simulations the QoS routing protocol
can produce higher throughput, lower delay and service more sessions than the best-
effort protocol
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Abstract. In this paper we propose a new approximate method of effec-
tive availability for calculating the probability of point-to-group blocking
in multi-stage switching networks with unicast and multicast connec-
tions. The results of analytical calculations of the probability of block-
ing are compared with the results of discrete events simulations of the
switching network with multicast and unicast connections. The present
analytical study has confirmed the correctness of all theoretical assump-
tions and fair accuracy of the analytical method proposed.

1 Introduction

Switching networks currently used in the nodes of telecommunication networks
must satisfy different requirements, including capability of setting up both uni-
cast (point-to-point) and multicast (point-to-multipoint) connections. Multicast
connections afford possibilities for a variety of new telecommunication services
such as videoconferencing, video-on-demand, distributed data processing, tele-
conferencing, video signals distribution, distributed data processing, etc.

A unicast call requires a single connection path between the source node and
the destination node. A multicast call requires a certain number of connection
paths between the source node and a few destination nodes. In the network
nodes a multicast connection is executed in a switching network, especially in
switches of one of the network’s stages. Thus, a connection tree is being created
in the switching network, which connects a given network input with a set of
output links leading to other network nodes required by this connection.

Research activity concerning the determination of blocking in switching net-
works which execute multicast connections was initiated as late as the 1990s.
In a model proposed in [1] a modified Jacobaeus method [2] has been applied
to calculate the blocking probability in switching networks with multicast con-
nections. In the methods proposed in [3], a modification of the channel graph
method [4] has been used. Moreover, in [5], [6] combinatorial properties and
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T11D 020 22 under Contract No 1551/T11/2002/22
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non-blocking conditions are considered for switching networks with multicast
connections.

The effective availability methods initiated with the works [7], [8], and con-
tinued e.g. in [9], [10] and [l1], are regarded as the most accurate methods
of blocking probability evaluation in multi-stage switching networks - and the
methods have been confirmed in a lot of simulation experiments. In the model
[11], the effective availability method has been proposed to calculate the block-
ing probability in multi-service switching networks with unicast and multicast
connections. The use of this method to calculate the blocking probability in
single-service switching networks is, however, ineffective due to high computa-
tional complexity.

In the paper, a new effective availability method for point-to-group blocking
probability calculation in single-service switching networks carrying unicast and
multicast traffic is presented. There exist many possibilities to construct set up
algorithm for multicast connections. Each of such algorithms requires separated
analytical model for blocking probability calculations. In [12], the model is
presented for set up algorithm in which the control system randomly selects
multicast switch and tries to set up connection if the previously selected multicast
switch failed. In this paper we present a more complex model, in which the
control system selects multicast switch only once.

The paper is organised as follows: Section 2 presents the idea of point-to-
group blocking probability calculations in switching networks with unicast and
multicast connections. In section 3, the results of the analytical calculations are
compared with the results of the discrete events simulations.

2 Model of Switching Network with Multicast
Connections

Let us consider a 3-stage Clos switching network, in which the outgoing links
create groups (directions) in such a way that the first outgoing link of the first
switch in the last stage and the first outgoing link of the second switch in the
last stage belong to the same direction. Figure 1 shows the way of executing
the outgoing direction with a capacity V = k of links in the 3-stage switching
network.

Each multicast call that appears in the first-stage switch is characterised by
a number of demanded directions g; (where i is the number of the call class).
Let us adopt the following algorithm of setting up connection: the control sys-
tem determines the first-stage switch in the incoming link of which a given call
appears (for example, switch « in Fig. 1). Next, control system determines the
second stage switch which has at least ¢; free outgoing links. If such switch does
not exist the call is lost due to the second stage blocking. Otherwise, a second-
stage switch (for example switch 3 in Fig. 1). is chosen to set up the multicast
connection. Now the control system attempts to find a free connection path
between the switches « and 8. If the system fails to find connection path, the
call is lost due to the interstage link blocking between stage one and stage two.
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stage 2 stage 3

direction 1

directionn

direction k

Fig. 1. Structure of 3-stage Clos switching network

If the connection path between the switches @ and 3 can be established, then
the control system attempts to set up g; connection path (component path),
belonging to the given multicast call of class 4, between the switch 8 and ap-
propriate directions demanded by the multicast call. The following procedure
is applied to find each component path: a last-stage switch that has a free link
in a given direction (for example, switch «y) is chosen. Then, the control system
checks whether the link between the switches 8 and « is free and, if this is the
case, the component path is established. If the link is busy, another attempt of
setting up a connection path is made, i.e. the control system chooses another
last-stage switch and attempts to set up a connection between the switch and
the previously chosen switch 8. If the connection path does exist, the component
path can be set up. If not, the procedure is repeated. If setting up a component
path to direction cannot be established, then the whole multicast call is rejected
due to internal blocking. The number of attempts of setting up a given compo-
nent path depends on the number of last-stage switches that have free outgoing
links in the demanded direction. If such switches do not exist, then the call is
lost because of external blocking, i.e. because of the occupancy of the outgoing
group (direction).

2.1 Blocking of the Second-Stage Switches

According to the adopted algorithm, a multicast connection is split up in the
second-stage switches of a switching network. If a class ¢ call requires ¢; links in
different directions, then a given second-stage switch should have at least g¢; free
outgoing links:

M
¢ < m—ijqj, (1)
=1

where: mis the number of outgoing links of the second-stage switch,
M - the number of classes of calls serviced by the switching network,
x; - the number of class j calls serviced by the given second stage switch.
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If there is no switch that satisfies condition (1) in a given state of the switch-
ing network, then the call is lost due to the second-stage switches blocking. The
group formed by the outgoing links of the second-stage switches is shown in
Fig. 2). The group can be considered as a limited-availability group with a mix-
ture of different multi-rate traffic streams, each of which requires an appropriate
number of links ¢;.

A limited-availability group is a group divided into %, identical sub-groups
(the number of second-stage switches) with each subgroup having a capacity
equal to f links (the outgoing links of one second-stage switch), thus the total
capacity of the connection path is V = kf (the total number of the interstage
links between the second and the third stage). The limited-availability group

stage 1 stage 2 ., stage 3

direction 1

direction n

direction k

Fig. 2. A group of the outgoing links of the second-stage switches

services a call - only when this call can be entirely carried by the links of an
arbitrary subgroup. An approximate method of occupancy distribution calcu-
lation in the limited-availability group has been proposed in [13]. Following
the method, the occupancy distribution can be determined on the basis of the
so-called generalised Kaufman-Roberts equation [14], [15], [16]:

M
P(n) =) aigios (n —¢:) P(n—as), 2

i=1

where P(n) is the state probability, i.e. the probability of an event that there
are m busy outgoing links in the limited-availability group,

g; - the number of demanded links of a class ¢ call,

a; - the intensity of traffic offered by the ¢ class calls in the first-stage switch
of the switching network,

o; - the conditional probability of passing between the adjacent states of
process associated with the class ¢ call stream, which can be approximated by
the following equation [13]:

Ui(n) = [F(V“n’k’f)'—F(V_n1k1qi —1)]/F(V—n,k,f), (3)



Point-to-Group Blocking in 3-Stage Switching Networks 223

where F(z, k, f) is the number of possible arrangements of z free links in k sub-
groups, each of which has a capacity of f links. The value F(z, k, f) is determined
on the basis of the following combinatorial formula:

ok, f) = L‘EJ( 1y ()<m+k—kl_—1i(f+1)) . (@)

i=0

The blocking probability of the class 4 calls in a limited-availability group ap-
proximates the blocking probability of the second-stage switches for the multicast
call of class i:

V—aq
Bs(i) = ) P(n)[L —ou(n)] + Z P(n). (5)
n=0 n=V-gq;+1

2.2 Interstage Links Blocking Between Stages 1 and 2

After determining a second-stage switch 8 the control system checks whether
there is a free interstage link between the switches 8 and a. If the link is busy,
the call is rejected due to the interstage link blocking event. The value of the
blocking probability Bjg can be determined following the argumentation below:

The chosen second-stage switch 3 has at least g; free outgoing links. There-
fore, the actual traffic serviced by the switch is carried by m — g; of the outgoing
links of this switch. Let us approximate the m — g; links of the switch by a
model of the full-availability group with a mixture of different multi-rate traffic
streams. The blocking probabilities for class j of multicast calls in the group can
be calculated by Fortet-Grandjean [17] equations known as Kaufman-Roberts
formula [18], [19]:

Bs)= Y. P, ®)
k=(m—qi~q;+1)
M
nP(n) = A(5)g;P(n — g5), ()
ji=1
P(n—gq;) =0 for n <gj, (8)

where Bg(j)is the blocking probability of class jin the switch 3,
Ay(7) - the average traffic of class j offered to one second-stage switch,
M - the number of all traffic classes offered in the switching network,
P(n)- the occupancy probability of n outgoing links of the switch .
After determining all probabilities Bg(j), the average traffic serviced by the
switch can be calculated:

M
Ys =) Az(j)(1 — Bg(j). 9)

=1
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Let us treat thetraffic Yz as the number of busy incoming links to the switch
£ and let us assume that each link incoming to the switch 8 can be occupied
with the same probability. Under those assumptions, the probability Bi2 of the
interstage link between the specified switches a and 8 can be calculated by the
formula:

Bu()= 2, (10)

where m is the number of all incoming links to the second-stage switch.

2.3 Internal and External Blocking

Because both unicast and multicast connections will be serviced in the switching
network, it seems proper to deal with the methods for internal and external
blocking probability calculations for unicast and multicast calls separately.

Internal and External Blocking for Switching Networks with Unicast
Connections

In the effective availability methods the calculation of internal and external
blocking probability in multi-stage switching networks is reduced to the calcula-
tion of this probability in a one-stage system - in the non-full availability group.
It is convenient to approximate this group by the Erlang’s distribution for ideal

grading [20]:
) k k
N A’I' i—1 d

P(l)—ﬁkzo 1—-(-35 /JEZ:% 1-*@2—) ;

(11)

where d is the availability of Erlang’s ideal grading with capacity V, and A is
the average traffic offered to the group. In the Divided Loses Method (DLM)
[10], the distribution (11) is used to calculate the internal and external blocking
probability in multi-stage switching networks:

Ba=srraava)=3 () /(L))o @

i=de
Bea; = EIFew(A,‘/,de) =p(V)’ (13)
Bin,ez = Bin + Bez, (14)

where
By, is the internal blocking probability of the switching network,
B, - the external blocking probability of the switching network,
d. - the effective availability of the switching network.
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Effective Availability

The basic parameter in formulae (12)—(14) is the effective availability. In [8] it
is determined as such availability in multi-stage switching network with which
the blocking probability is equal to the blocking probability in a one-stage sys-
tem (non-full availability group), with identical group capacity and identical
parameters of the traffic offered.

The effective availability calculation is based on a formula derived for z-stage

switching in [10] and modified in [21]:

de = (1 — )V + m,nY1 + m,(V — nY1)y.02, (15)

where

Jj is the probability of non-availability of the j-stage switch for a given call.
The evaluation of this parameter is based on the channel graph of j-stage frag-
ment of z-stage switching network and can be calculated by the Lee method [4].
For 3-stage switching network 1, we obtain:

m3 = [1— (1 -y1)(1 — )", (16)

k - the number of second stage switches,

¥; - the average value of traffic carried by a single inter-stage link outgoing
from i-stage,

Y; - the average value of traffic carried by the first stage switch:

H = kyh (17)

7 - portion of the average traffic from the switch of the first stage, which is
carried by the direction in question. If the traffic is uniformly distributed between
all k directions, we obtain: n =1/k,

o, - secondary availability coefficient, which determines the probability of
an event in which the connection path of a given call passes through available
switches of the intermediate stages [11] [21]:

z—1

oy, =1-— H(l —75), (18)

Jj=2

On the basis of formula (18), the value of parameter ¢, in the 3-stage switching
network is equal to

g3 = 1-— Y1. (19)

Internal and External Blocking for Switching Network with Multicast
Connections

In section 2, a definition of multicast call losses caused by internal and external
blocking is accepted, according to which a class ¢ call is considered to be lost
even if only one of the g; component paths designated to set up the multicast
connection of class i is blocked. With the definition formulated in that way, the
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internal and external blocking probability for multicast calls may be evaluated
following the considerations in [11]:

Let us denote by symbol @,, an event of setting up the u-th successive com-
ponent path belonging to the multicast connection of class ¢. Then, the blocking
probability of multicast connection Bin ez (%) can be expressed with the following

formula:
Qi
Bin,em (z) =P (U m) s (20)
u=1

where @, is an event complementary to Q.

Therefore, Bin ez(%)is the probability of an event in which an attempt to
execute at least one connection, from among successively set up connections
(belonging to the multicast connection of class £), will fail. In accordance with
basic theorems of the probability theory on the sum of events, formula (20) can
be transformed into the following form:

Bineo(i) =1 [[[1 - Bu(i)], (21)

where

Bu(l) = P(@J

u—1
) @n)- (22)
n=1

The probability By(¢) is a conditional blocking probability. It determines an
event in which the attempt to set up the u-th component path (1 < u < ¢;) of
a multicast connection of class ¢ will fail on the assumption that the previous
u — 1 attempts have succeeded. In the method proposed, the parameter By (%)
can be determined on the basis of a modification of the model worked out for
the switching networks with unicast connections, presented in section 2. In the
case under consideration, the formulae (12)—(14) can be rewritten as follows:

V-1 .
Bu,in(i) = EIFin(Aua Vu,du,e(i)) = J . Vu : ( .)a
2 ((ado)/ (ak))w
(23)
Bu,ex(t) = EIFes(Ay, Vi, due) = p(Vy), (24)
By (i) = Bin(t) + By, ex(1), (25)

where
B,.in(3) is the internal blocking probability for the u-th component path
belonging to the multicast connection of class 3,

Byez(t) - the external blocking probability for the u-th component path
belonging to the multicast connection of class 4,
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A, - the traffic offered to the u-th outgoing direction,

Vu - the capacity of the u-th outgoing direction,

dy.eiy - the effective availability in the switching network for the u-th suc-
cessive component path.

Effective Availability for Multicast Connections

Let us consider the way for determining the effective availability parameter
dy,e(i)for u-th successive component path between the second-stage switch and
the last-stage switch. The split of the multicast connection takes place in the
switch 8 which has ¢; free links to the last-stage switches. This means that
for the first component path g; of the outgoing links in a given direction are
available, while for the u-th successive component path the number of available
links to the u-th direction is equal to: ¢; —u+1 (i.e. is decreased by the number
of u — 1 component paths that have been set up previously). The remaining
(k — ¢;) outgoing links of the u-th direction can be available if the appropriate
interstage links are not busy. Thus, the effective availability for the successive
u-th component path belonging to the multicast connection in question can be
finally determined by the following equation:

due(t) =g —u+1+ (k—aq)(1 —y2), (26)

where k is the number of the last-stage switches and yo represents the traffic
serviced by one inter-stage link between the second and the third stage.

2.4 Total Blocking Probability

Assuming the independence of all blocking events, the value of total blocking
probability can be expressed by the formula:

Bc(i) = Bk, (i) + B12(i)(1 — Bk, (4)) + Bin,ex(1)(1 — Bk, (i) — B12(4)).  (27)

3 Comparison of the Analytical Model with the Results
of the Simulation

The presented method of the point-to-group blocking probability calculation in
switching networks with multicast connections is an approximate one. Thus, the
results of the analytical calculations have been compared with the results of the
discrete events simulations of the 3-stage switching network with the structure
presented in Fig. 1, constructed of switches 16 x 16 links (k = 16).

Figure 3 shows the results of calculations and simulations for the switching
network to which single multicast call stream is offered. It is assumed that each
call requires g1 = 3 arbitrarily chosen directions.

Figure 4 shows the results of calculations and simulations in the switching
network to which a mixture of two traffic classes isoffered (g1 = 1,2 = 9) in
the following proportion: A(1) : A(2)=1: 1.
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Fig. 4. Blocking probability of unicast and multicast calls (g1 = 1,g2 = 9).
Calculations: —— — ¢ = 1; g2 = 9. Simulations: X q; = 1;0 g2 = 9;

The results presented in Figs. 3 and 4 are shown in relation to the value of
the traffic offered to a single output link of the network:

LM
a=13 Z g A(7). (28)

The calculation results are designated by full lines in the figures, and the simu-
lation results are designated by dots. The simulation results are obtained with
95% confidence intervals, which are not always plotted in the diagrams, due to
their low values.

For the low values of the offered traffic, the total blocking probability for
multicast calls (g2 = 9) is lower than unicast calls (g = 1). This is due to the
fact that in this range of the traffic offered the total blocking probability is equal
to the blocking probability of links between the first stage and the second stage
(the values of blocking probabilities Bk, and Bijn, e acquire very low values). The
value of blocking probability Bjz is lower for calls demanding a greater number of
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directions. Then, the values of probabilities Bx, and By, ¢ are higher for classes
demanding a greater number of directions. For higher values of the traffic offered,
the values of blocking probabilities Bk, and By, ¢y increase and become higher
than the values of blocking probability Bjs. In consequence, the value of total
blocking probability for multicast calls increases and becomes higher than for
unicast calls.

The results of the considered simulation study have led to a conclusion that
the analytical calculations of blocking probability for multicast traffic switching
network has confirmed fair accuracy of the proposed analytical model. Moreover,
the accuracy of the model does not depend on the structure of the traffic offered,
i.e. on the number of classes of multicast call streams, and the number of outgoing
directions demanded by a single call of a given class.

4 Conclusions

The paper presents a new, approximate analytical method for the point-to-group
blocking probability calculations in multi-stage switching networks servicing a
mixture of different unicast and multicast traffic streams. The proposed model
is based on the idea of effective availability and is characterised by fair accuracy
comparable to the accuracy of the calculations of switching networks servicing
unicast traffic exclusively. The method’s accuracy is independent of both the
switching network structure and the structure of the traffic offered. The model
proposed in the paper concerns the connection set up algorithms in which the
connection fan-out takes place in the second-stage switches. However, the method
may be easily adopted to other multicast connection set up algorithms. The
calculations carried out according to the proposed formulae are not complicated
and are easily programmable.
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Abstract. End-to-end QoS has been seldom studied in its inter-domain aspects,
particularly within the scope of the global Internet and from an engineering per-
spective. This paper is intended to be a contribution in this direction. Starting
from a utopian model that achieves any kind of engineering operations without
any specific constraint, we deduce the open issues and problems to be solved by
a viable inter-domain QoS model that could be deployed in operational net-
works. We provide some guidelines that will help the design of a QoS-based in-
ter-domain Traffic Engineering solution. This paper is part of the work con-
ducted within the IST MESCAL project.

1 Introduction

Despite the years-long effort put into IP QoS (Internet Protocol Quality of Service),
inter-domain aspects have been seldom studied, particularly within the scope of the
global Internet and from an engineering perspective. However, the fact that both ser-
vices and customers are spread all over the world, together with the inherent multi-
domain nature of the Internet, requires a solution to handle inter-domain QoS deliv-
ery. Some work has been conducted in this direction within the scope of the IST
MESCAL' (Management of End to end quality of Service in the internet At Large)
project. Preliminary studies have shown that all potential solutions, besides their own
pros and cons, present a set of common issues. The intent of this paper is to share this
experience by highlighting the major issues a QoS-enabled Internet solution would
have to solve. The novel feature of this paper is to consider all the problems a packet
can encounter in an end-to-end inter-domain QoS path, on what we can call a pure
transportation level.

This paper is organised as follows. Section 2 defines the terms used in the paper.
Section 3 introduces a utopian model, while Section 4 describes an example of usage

! http://www.mescal.org
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scenario. Section 5 highlights the inter-domain QoS issues and provides some guide-
lines. Section 6 briefly explains the utopian model limitations and the current work
being carried out.

2 Definitions

This paper makes use ofthe following definitions:

— {D, J, L}: atriple that refers to the metrics defined in the [IPPM (IP Performance
Metrics) working group in the IETF. “D” refers to one-way delay [1], “J” refers to
IP packet delay variation (ak.a. Jitter) [2] and “L” refers to one-way packet loss
[3].

~ Autonomous System (AS): a collection of routers under a single administrative
authority enforcing a common routing policy.

— Service Level Specification (SLS): a set of technical parameters negotiated for a
given service [4].

Customer: an entity that negotiates a service on behalf of one or several end-users.

— Customer SLS (¢SLS): an SLS established between a provider and a customer.

~ Provider SLS (pSLS): an SLS established between two providers.

— QoS Class (QC): abasic QoS transfer capability expressed in terms of {D, J, L}.

- Local QC (I-QC): a QC that spans a single AS (notion similar to Per Domain Be-
haviour (PDB) [5]).

- Extended QC (e-QC): a QC that spans several ASs. It consists of an ordered set of
1-QCs.

3 Utopian End-to-End QoS Model Assumptions

The “utopian” qualifier expresses the fact that we can take the liberty of selecting and
activating any network function regardless of the way it could be actually imple-
mented. The intention is to simplify the discussion by relaxing non-essential technical
constraints. From this perspective, the “utopian” model is practically unfeasible and
consequently non viable. Nevertheless, it has proven to be an effective tool to identify
and qualify the issues that any realistic model should consider, in order to be opera-
tionally deployed in real networks.

We consider the whole set of ASs with Diffserv-like QoS capabilities [6] in the
Internet. These capabilities are provider-specific and can differ: by the number of 1-
QC deployed, by the respective QoS characteristics of each 1-QC and by the way they
have been locally implemented. Thus, we don’t put any constraints on the intra-
domain traffic engineering policies and the way they are enforced. When crossing an
AS, atraffic requesting a particular QoS treatment experiences conditions constrained
by the values of the QoS triple {D, J, L} corresponding to the 1-QC applied by the
provider. We assume service peering agreements exist between adjacent ASs enabling
the providers to benefit from the QCs implemented within the neighbouring domain,
and thus allowing the building of a set of e-QCs. We assume that a specific QoS ne-
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gotiated between a customer and a provider is described by a {D, J, L} value in the
corresponding cSLS.
The model is based on the following utopian fundamental assumptions:

— From any source to any destination we are able to compute the resulting {D, J, L}
for all AS paths and 1-QC combinations.

— From any source to any destination we are able to force any given AS path and a
given 1-QC in each AS along this path.

It should be noted that we never force an AS to support any arbitrary QC, but we
leave the definition of 1-QCs as a local decision. We always use the QoS capabilities
of the ASs as they are. Therefore if a client requests a specific {D, J, L} and there is
no AS chain matching exactly this request, we don’t strive to re-engineer some ASs in
order to exactly fulfil the request. However, if there is at least one AS chain that satis-
fies the requested QoS, we can select and activate the appropriate e-QC.

4 Usage Scenario

This section describes how the utopian model operates. For the sake of clarity we as-
sume that the Internet is dwindled down to the size as shown in Fig.1:

Fig. 1. A simplified view of the Internet

We focus on two pairs of end-users: (U1, U2) attached respectively to AS1 and
AS7 and (U3, U4) attached to AS2 and AS7. QoSi denotes a QoS capability number i
requested by a customer. -QCxy means 1-QC number y implemented in AS number x

A customer asks for QoS1 and QoS2 for traffic T1 and T2 directed from U1 to U2.
Similarly, another customer asks for QoS3 for traffic T3 directed from U3 to U4.
From Ul to U2 we investigate all possible AS path combinations (loop free combina-
tions only) and compute the resulting e-QCs. The end-to-end {D, J, L} value is re-
turned for each AS path combination. The fact that we rely on a utopian model en-
ables us to enumerate all possible values and choose the best. This approach would
simply not scale in an operational environment, even for moderately small AS-level
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networks due to the (hyper-) exponential growth of alternatives® The whole set of {D,
J, L} values can be computed as follows:

(AS1, AS2, AS5, AS7): 3*2*4*4 = 96 values.

(AS1, AS2, AS4, AS3, AS6, AS7): 3*2*]1*4*2*4 = 192 values.
(AS1, AS2, AS4, AS7): 3#2*1*4 = 24 values.

(AS1, AS3, AS4, AS2, AS5, AS7): 3*4*]*2%4*4 = 384 values.
(AS1, AS3, AS4, AS7): 3*4*1*4 =48 values.

(AS1, AS3, AS6, AS7): 3*4*2*4 = 96 values.

(AS1, AS4, AS7): 3*1*4 = 12 values.

(AS1, AS4, AS2, AS5, AS7): 3*1#2*4*4 = 96 values.

(AS1, AS4, AS3, AS6, AS7): 3*1#4*2%4 = 96 values.

Total = 1044 values.

We compare these 1044 results with the requested QoS1 and QoS2 and say we de-
duce:

— The best path for QoS1 is e-QC1:(1-QC11, 1-QC21, 1-QC51, 1-QC71) (see Fig.2
solid line).

— The best path for QoS2 is e-QC2:(1-QC12, I-QC21, 1-QC54, 1-QC74) (see Fig.2
dashed line).

Likewise, we compute from U3 to U4 all possible combinations of AS and QC.
The {D, J, L} end-to-end value is returned for each combination. We compare these
results with the requested QoS and say we deduce:

— The best path for QoS3 is e-QC3:(1-QC21,1-QC41,1-QC72) (see Fig.2 dotted line).

Fig. 2. Paths

Finally, we route T1, T2 and T3 traffics so that they respectively experience the se-
lected e-QC1, e-QC2 and e-QC3.

? The problem we are trying to solve here is actually a well known NP-complete problem, i.e. routing based
on multiple metrics and constraints, e.g. see [7] and [8] (though our problem is slightly different because
the metrics are on the vertices instead of the edges, it can be shown that computationally it is exactly the
same problem).
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5 Inter-domain QoS Issues

Apart from the complexity in e-QC computation, the scenario described above en-
ables to highlight some important issues raised by the utopian model, namely: 1-QC
splitting (which is a new notion introduced by this paper), AS path selection criteria
and impact on IP routing. In each case, we provide a description of the problem
within the context of the utopian model, a definition of the issue and some guidelines
for the design of viable (non-utopian) models.

5.1 1-QC Splitting

In the utopian model, several e-QCs can share one I-QC within a single AS ; traffic
using this 1-QC may then need to be split into different 1-QCs in a downstream AS:

AS2 ASS

-

How to differentiate datagrams
’ from AS2 to AS3 if they are all
QC21 tagged?

Fig. 3. 1-QC splitting problem

In Fig.3, T1 and T2 traffics following e-QC1 and e-QC2 both use 1-QC21 in AS2,
but they need to be split into 1-QC51 and 1-QC54 respectively in ASS. The problem
that arises is as follows: what should be the appropriate DSCP (Differentiated Ser-
vices Code Point) marking for the datagrams forwarded to AS5? AS2 could for in-
stance, from a utopian standpoint, rely on an internal mapping table from e-QC label
to next DSCP. This label would be tagged in each packet (e.g. IPv4 option or DSCP
fields, or IPv6 flow label [9] field) by the source or by a device close to the source. It
would indicate the e-QC each datagram belongs to. This label could be a global value
agreed by all ISPs or a local value understandable by two adjacent ASs (then it is
likely to be modified by any AS). This solution would assume AS2 knows all cSLSs
crossing AS2, that is to say all end-to-end QoS communications crossing AS2!

We define 1-QC splitting as the process of binding one 1-QC of an AS to several 1-
QCs in the next AS. The issue is to select for each datagram the appropriate down-
stream 1-QC. Any viable solution should explicitly state how it deals with the 1-QC
splitting problem. It should either disallow 1-QC splitting or strongly limit its scope in
order to avoid time consuming processes and to control the amount of state informa-
tion that must be stored at each border router.
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5.2 AS Path Selection Criteria

The core function of the utopian model consists in the selection of the AS path whose
QoS characteristics are the closest to the requested QoS. This requires the huge
knowledge of all possible AS path combinations with their corresponding QoS char-
acteristics (i.e. all possible e-QCs between the source and destination). This selection
could be based on the definition of formal rules (e.g. the definition of a distance be-
tween two {D, J, L} vectors) and on the customers’ preferences.

The AS path selection criteria are the basic criteria used by the inter-domain rout-
ing process in order to select the AS path. In current non-QoS IP inter-domain routing
the main criterion is the smallest number of ASs. Any viable solution should explic-
itly state on what criteria it selects an AS path. It should carefully evaluate what
knowledge it needs and how it can retrieve the appropriate information.

5.3 Impact on Routing

Since a QoS-enabled AS path is likely to be different from the best effort path, it does
not rely on the traditional BGP (Border Gateway Protocol) [10] choice to build rout-
ing tables. Making use of BGP would indeed require some extensions [11]. The up-
stream AS must know the next selected downstream AS and the exit interface leading
to it. With an obvious problem of scalability, this could be achieved thanks to an in-
ternal mapping table from e-QC label to egress interface. This label would be tagged
in each packet (see 1-QC splitting paragraph). This table could be populated by a cen-
tralised management entity.

Two packets bearing the same destination address may have to be routed towards
two different egress points if they are carrying traffic of different eQCs. Therefore we
cannot solely rely on the traditional intra-domain routing process. In the worst case,
two datagrams entering an AS with the same (source address, destination address)
pair and the same DSCP, may be routed to two different egress points. This is the case
when they are originated from two sessions of the same application invoking two dif-
ferent end-to-end QoS, assigned to two different e-QC, that happen to use the same 1-
QC in the given AS but transiting two different downstream ASs. With an obvious
problem of scalability, the intra-domain routing could be achieved thanks to an IGP
(Interior Gateway Protocol) that builds in each router an internal mapping table from
the aforementioned e-QC label to the next router.

Routing is the core process of any IP network. It has proven to be extremely effi-
cient so as to allow the widespread uptake of the Internet. A particular care must be
put to preserve its ease of use and its scalability. Addition of QoS capabilities to the
Internet should have very limited impact on existing routing. This appears to be one
of the most challenging issues for the success of a massive deployment of QoS-based
services. We define inter-domain routing as the process that selects for each datagram
the appropriate AS egress point. We define intra-domain routing as the process that
selects the route (the suite of routers) to convey each datagram from the AS ingress
point to the AS egress point selected by the inter-domain routing process. It should be
noted that this latter definition applies to a transit AS only and therefore it is a re-
stricted definition of intra-domain routing. Any viable model should explicitly state
what protocol and mechanisms it uses for inter-domain and intra-domain routing. It
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should clearly state if it has any impact on the existing BGP protocol [12]. It should
clearly state ifit has any impact on IGP protocols already deployed within ASs.

6 Utopian Approach Limitations and Future Work

It is obvious that the utopian approach suffers from some shortcomings, since it does
not address certain issues and behaviours like bandwidth reservation, multicast issues
and security considerations. The reader will find some additional considerations on
these topics in [13].

The utopian approach cannot address issues that are on the management or on the
business plane, like accounting and charging or business relationship between service
entities. We recognise, of course, these issues to be of primary importance for a Ser-
vice Provider. The utopian approach, because it is an engineering approach, simply
does not apply. We firmly believe, however, that this packet transportation approach
is also of primary importance. Indeed, it has no meaning to construct a clever man-
agement and business model, if underneath, there are no real QoS network capacities
working to transmit the users’ packets from one end-station to another end-station.

Moreover, if this paper has limited itselfto the description of issues and guidelines,
the work conducted in MESCAL has gone a step further by providing some possible
viable approaches to these issues. Next steps carried out within MESCAL are detailed
description, specification and demonstration of a viable model.

7 Conclusion

In this paper we have presented a utopian approach as a tool for investigating the is-
sues of end-to-end QoS delivery in the Internet at large scale. We have emphasised on
the e-QC computation and AS path selection complexity and scalability. We have in-
troduced the new notion of 1-QC splitting. We have highlighted the problems that
arise when confronted with 1-QC splitting, AS path selection criteria and inter- and in-
tra-domain routing. We have provided guidelines for each of these major issues. This
work has the intention of providing guidance for future work in this domain and par-
ticularly for the design of viable models, which address requirements expressed by the
providers and customers involved in concrete business practices and with well-
defined business relationships.
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Abstract. In this paper, we address the problem of routing in intermittently con-
nected networks. In such networks there is no guarantee that a fully connected
path between source and destination exists at any time, rendering traditional rout-
ing protocols unable to deliver messages between hosts. There does, however,
exist a number of scenarios where connectivity is intermittent, but where the pos-
sibility of communication still is desirable. Thus, there is a need for a way to
route through networks with these properties. We propose PRoOPHET, a proba-
bilistic routing protocol for intermittently connected networks and compare it to
the earlier presented Epidemic Routing protocol through simulations. We show
that PROPHET is able to deliver more messages than Epidemic Routing with a
lower communication overhead.

1 Introduction

The dawn of new and cheap wireless networking solutions has created opportunities for
networking in new situations, and for exciting new applications that use the network.
With techniques such as IEEE 802.11, and other radio solutions (e.g. low power radios
designed for use in sensor networks), it has become viable to equip almost any device
with wireless networking capabilities. Due to the ubiquity of such devices, situations
where communication is desirable can occur at any time and any place, even where no
networking infrastructure is available.

One of the most basic requirements for “traditional”” networking, is that there must
exist a fully connected path between communication endpoints for communication to
be possible. There are, however, a number of scenarios where this is not the case, but
where it still is desirable to allow communication between nodes (see Sect. 2 for a
survey of such scenarios).

One way to enable communication in such scenarios, is by allowing messages to
be buffered for a long time at intermediate nodes, and to exploit the mobility of those
nodes to bring messages closer to their destination by transferring messages to other
nodes as they meet. Figure 1 shows how the mobility of nodes in such scenarios can
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c) d)

Fig. 1. Transitive communication. A message (shown in the figure by the node carrying
the message being shaded) is passed from node A to node D via nodes B and C through
the mobility of nodes.

be used to eventually deliver a message to its destination. In this figure, node A has a
message (indicated by the node being shaded) to be delivered to node D, but there does
not exist a path between nodes A and D. As shown in subfigures a)-d), the mobility
of the nodes allow the message to first be transferred to node B, then to node C, and
finally node C moves within range of node D and can deliver the message to its final
destination.

Previous work [1,2,3,4] have tried to either solve this by epidemically spreading
the information through the network, or by applying some knowledge of the mobility
of nodes.

We have previously proposed the idea of probabilistic routing [5], using an assump-
tion of non-random mobility ofnodes to improve the the delivery rate of messages while
keeping buffer usage and communication overhead at a low level. This paper presents a
framework for such probabilistic routing in intermittently connected networks. A proba-
bilistic metric called delivery predictability is defined. Further, it defines a probabilistic
routing protocol using the notion of delivery predictability, and evaluates it through
simulations versus the previously proposed Epidemic Routing [1] protocol.

The rest of the paper is organized as follows. Section 2 gives the background to this
work, while Sect. 3 describes some related work and in Sect. 4, our proposed scheme is
presented. In Sect. 5 the simulation setup is given, and the results ofthe simulations can
be found in Sect. 6. Finally, Sect. 7 discusses some issues and looks into future work
and Sect. 8 concludes.
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2 Background

Several applications able of tolerating long delays and extended periods of disconnec-
tion exist, where communication still is of high importance. Further, in any large scale
ad hoc network (even apart from the scenarios above), intermittent connectivity is likely
to be the norm, and thus research in this area is likely to have payoffin practical systems.
In this section, we survey previous work dealing with deployment of such communica-
tion networks in a variety of practical systems.

The aboriginal Saami population of reindeer herders in the north of Sweden follow
the movement of the reindeer and when in their summer camps, no fixed infrastructure
is available. Still, it would be desirable to be able to communicate with the rest of
the world through, for example, mobile relays attached to snowmobiles and ATVs [6].
Similar problems exist between rural villages in India and other regions on the other side
of the digital divide. The DakNet project [7] has deployed store-and-forward networks
connecting a number of villages through relays on buses and motorcycles in India and
Cambodia.

In military war-time scenarios and disaster recovery situations, soldiers or rescue
personnel often are in hostile environments where no infrastructure can be assumed to
be present. Furthermore, the units may be sparsely distributed so connectivity between
them is intermittent and infrequent.

In sensor networks, a large number of sensors are usually deployed in the area in
which measurements should be done. If sensors are mobile and transitive communi-
cation techniques can be used between them, the number of sensors required can be
reduced, and new areas where regular sensor networks have been too expensive or dif-
ficult to deploy, can be monitored. Experiments have been done with attaching sensors
to seals [8], vastly increasing the number of oceanic temperature readings compared
to using a number of fixed sensors, and in a similar project sensors are attached to
whales [9]. To allow scientists to analyze the collected data, it must somehow be trans-
ferred to a data sink, even though connectivity among the seals and whales is very
sparse and intermittent, so the mobility of the animals (and their occasional encounters
with each other and networked buoys at feeding grounds) must be relied upon for suc-
cessful data delivery. In a similar project, ZebraNet, an attempt is made to gain a better
understanding of the life and movements of the wildlife in a certain part of Africa by
equipping zebras with tracking collars communicating in fashions similar to the ones
described above [10]. Yet another example concerns weather monitoring of large areas
such as a national park, where a number of electronic display boards showing weather
reports from other parts of the park have been installed. By equipping hikers with small
networked devices, their mobility through the park can be used to spread the weather
information throughout the entire park [11].

3 Related Work

3.1 Epidemic Routing

Vahdat and Becker present a routing protocol for intermittently connected networks
called Epidemic Routing [1]. This protocol relies on the theory of epidemic algorithms
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by doing pair-wise information of messages between nodes as they get contact with
each other to eventually deliver messages to their destination. Hosts buffer messages
even if no path to the destination is currently available. An index of these messages,
called a summary vector, is kept by the nodes, and when two nodes meet they exchange
summary vectors. After this exchange, each node can determine if the other node has
some message that was previously unseen to this node. In that case, the node requests
the messages from the other node. The message exchange is illustrated in Fig. 2. This
means that as long as buffer space is available, messages will spread like an epidemic
of some disease through the network as nodes meet and “infect” each other.

Fig. 2. Epidemic Routing message exchange.

Each message must contain a globally unique message ID to determine if it has
been previously seen. Besides the obvious fields of source and destination addresses,
messages also contain a hop count field. This field is similar to the TTL field in IP
packets and determines the maximum number of hops a message can be sent, and can
be used to limit the resource utilization of the protocol. Messages with a hop count of
one will only be delivered to their final destination.

The resource usage of this scheme is regulated by the hop count set in the messages,
and the available buffer space at the nodes. If these are sufficiently large, the message
will eventually propagate throughout the entire network if the possibility exists. Vahdat
and Becker show that by choosing an appropriate maximum hop count, rather high
delivery rates can be achieved, while the required amount of resources can be kept at
an acceptable level in the scenarios used in their evaluation [1]. In their evaluation, they
also compare Epidemic Routing to a slightly modified version of DSR [12], and show
that ordinary ad hoc routing protocols perform badly in scenarios like this.

3.2 Other Work

In recent work by Small and Haas [9], a new networking model called the Shared Wire-
less Infostation Model (SWIM) is presented. In this model, mobile nodes work in a
manner that is similar to the operation of Epidemic Routing. Nodes cooperate in con-
veying information from the network to (possibly mobile) Infostations that collect this
data. Nodes do, however, only give messages to other nodes they meet with a certain,
configurable, probability (which is constant throughout a single test). The authors also
identify an application for this in the collection of oceanografic data with the use of
sensors attached to whales.

A communication model that is similar to Epidemic Routing is presented by Beau-
four et al. [11], focusing on smart-tag based data dissemination in sensor networks.
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The Pollen network proposed by Glance et al. [2] is also similar to Epidemic Routing.
It does, however, allow for the possibility to have a centralized entity (a “hive”) with
which mobile nodes can synchronize their data. The hive can also aid in making more
intelligent routing decisions by predicting which mobile nodes are more likely to go
where.

Chen and Murphy propose a protocol called Disconnected Transitive Communica-
tion (DTC) [3]. It utilizes a utility function to locate the node in the cluster of currently
connected nodes that is most suitable to forward the message to based on the needs of
the application. The utility function can be tuned by the application by modifying the
weights of different parts of the function. In every step, a node searches the cluster of
currently connected nodes for a node that is “closer” to the destination, where the close-
ness is given by a utility function that can be tuned by the application to give appropriate
results.

Dubois-Ferriere et al. present an idea based on the concept of encounter ages to
improve the route discovery process of regular ad hoc networks [13]. These encounter
ages bear some resemblance to our delivery predictability metric and create a gradient
for the route request packets.

Other related work that deals with similar problems but does not have a direct con-
nection to our work include work by Nain et al. [14], Shen et al. [4], Li and Rus [15],
and Grossglauser and Tse [16].

4 Probabilistic Routing

Although the random way-point mobility model is popular to use in evaluations of
mobile ad hoc protocols, real users are not likely to move around randomly, but rather
move in a predictable fashion based on repeating behavioral patterns such that if a node
has visited a location several times before, it is likely that it will visit that location again.

In the previously discussed mechanisms to enable communication in intermittently
connected networks, such as Epidemic Routing, very general approaches have been
taken to the problem at hand. The Pollen network has the possibility ofusing predictions
of node mobility for routing, but that requires the presence of a central entity to control
this. There have, however, not been any attempts to make use of assumed knowledge of
different properties of the nodes in the network in a truly distributed way.

Further, we note that in an environment where buffer space and bandwidth are infi-
nite, Epidemic Routing will give an optimal solution to the problem of routing in an in-
termittently connected network with regard to message delivery ratio and latency. How-
ever, in most cases neither bandwidth nor buffer space is infinite, but instead they are
rather scarce resources, especially in the case of sensor networks. Therefore, it would
be of great value to find an alternative to Epidemic Routing, with lower demands on
buffer space and bandwidth, and with equal or better performance in cases where those
resources are limited, and without loss of generality in scenarios where it is applicable.
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4.1 PRoOPHET

To make use of the observations of the non-randomness of mobility and to improve
routing performance we consider doing probabilistic routing and propose PROPHET, a
Probabilistic Routing Protocol using History of Encounters and Transitivity.

To accomplish this, we establish a probabilistic metric called delivery predictability,
Pia,5) € [0, 1], at every node a for each known destination . This indicates how likely
it is that this node will be able to deliver a message to that destination. When two
nodes meet, they exchange summary vectors, and also a delivery predictability vector
containing the delivery predictability information for destinations known by the nodes.
This additional information is used to update the internal delivery predictability vector
as described below. After that, the information in the summary vector is used to decide
which messages to request from the other node based on the forwarding strategy used
(as discussed in Sect. 4.1).

Delivery Predictability Calculation The calculation of the delivery predictabilities
has three parts. The first thing to do is to update the metric whenever a node is encoun-
tered, so that nodes that are often encountered have a high delivery predictability. This
calculation is shown in Eq. 1, where P;p;; € (0,1] is an initialization constant.

P(a,b) = P(avb)old + (1 - P(a,b)om) X Pyt 03

If a pair of nodes does not encounter each other in a while, they are less likely to
be good forwarders of messages to each other, thus the delivery predictability values
must age, being reduced in the process. The aging equation is shown in Eq. 2, where
v € (0,1) is the aging constant, and k is the number of time units that have lapsed since
the last time the metric was aged. The time unit used can differ, and should be defined
based on the application and the expected delays in the targeted network.

Plap) = Plapyos X 7* )

The delivery predictability also has a transitive property, that is based on the obser-
vation that if node A frequently encounters node B, and node B frequently encounters
node C, then node C probably is a good node to forward messages destined for node A
to. Eq. 3 shows how this transitivity affects the delivery predictability, where 8 € [0, 1]
is a scaling constant that decides how large impact the transitivity should have on the
delivery predictability.

Pa,e) = Pla)oia + (1 = Pla,eyora) X Prap) X Ploe) X B ©)

Forwarding Strategies In traditional routing protocols, choosing where to forward
a message is usually a simple task; the message is sent to the neighbor that has the
path to the destination with the lowest cost (usually the shortest path). Normally the
message is also only sent to a single node since the reliability of paths is relatively
high. However, in the settings we envision here, things are completely different. For
starters, when a message arrives at a node, there might not be a path to the destination
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available so the node have to buffer the message and upon each encounters with another
node, the decision must be made on whether or not to transfer a particular message.
Furthermore, it may also be sensible to forward a message to multiple nodes to increase
the probability that a message is really delivered to its destination.

Unfortunately, these decisions are not trivial to make. In some cases it might be
sensible to select a fixed threshold and only give a message to nodes that have a delivery
predictability over that threshold for the destination of the message. On the other hand,
when encountering a node with a low delivery predictability, it is not certain that a node
with a higher metric will be encountered within reasonable time. Thus, there can also
be situations where we might want to be less strict in deciding who to give messages
to. Furthermore, there is the problem of deciding how many nodes to give a certain
message to. Distributing a message to a large number of nodes will of course increase
the probability of delivering a message to its destination, but in return, more system
resources will be wasted. On the other hand, giving a message to only a few nodes
(maybe even just a single node) will use less system resources, but the probability of
delivering a message is probably lower, and the incurred delay higher.

In the evaluations in this paper, we have chosen a rather simple forwarding strategy;
when two nodes meet, a message is sent to the other node if the delivery predictability
of the destination of the message is higher at the other node. The first node does not
delete the message after sending it as long as there is sufficient buffer space available
(since it might encounter a better node, or even the final destination of the message
in the future). If buffers are full when a new message is received, a message must be
dropped according to the queue management system used. In our evaluations, we have
used FIFO queues.

4.2 PRoPHET Example

To help grasp the concepts of PROPHET, an example is provided to give a understand-
ing of the transitive property of the delivery predictability, and the basic operation of
PROPHET. In Fig. 3, we revisit the scenario where node A has a message it wants to
send to node D. In the bottom right corner of subfigures a)-c), the delivery predictabil-
ity tables for the nodes are shown. Assume that nodes C and D encounter each other
frequently (Fig. 3a), making the delivery predictability values they have for each other
high. Now assume that node C also frequently encounters node B (Fig. 3b). B and C
will get high delivery predictability values for each other, and the transitive property
will also increase the value B has for D to a medium level. Finally, node B meets node
A (Fig. 3c) that has a message for node D. Figure 3d) shows the message exchange
between node A and node B. Summary vectors and delivery predictability informa-
tion is exchanged, delivery predictabilities are updated, and node A then realized that
P4y > Pq,ay, and thus forwards the message for D to node B.

5 Simulations

To evaluate the protocol, we developed a simple simulator. The reason for implementing
anew simulator instead of using one of the large number of widely available simulators
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Fig. 3. PRoOPHET example. a)-c) show the transitive property of the delivery predictabil-
ity, and d) show the operation of the protocol when two nodes meet.

was mainly due to a desire to focus on the operation of the routing protocols instead
of simulating the details of the underlying layers. In some cases, accurate modeling of
physical layer phenomenon such as interference is important as it can affect the results
of the evaluation. In this case however, such details should not influence our results.

5.1 Mobility Model

Since we base our protocol on making predictions depending on the movements of
nodes, it is vital that the mobility models we use are realistic. This is unfortunately
not the case for the commonly used random waypoint mobility model [12]. Thus, it is
desirable to model the mobility in another way to better reflect reality.

We have designed a mobility model that we call the “community model”. In this
model, we have a 3000m % 1500m area as shown in Fig. 4. This area is divided into 12
subareas; 11 communities (C1-C11), and one “gathering place” (G). Each node has one
home community that it is more likely to visit than other places, and for each community
there are a number of nodes that have that as home community. Furthermore, in each
community, and at the gathering place, there is a fixed (non-mobile) node as well that
could be acting as a gateway for that community. The mobility in this scenario is such
that nodes select a destination and a speed, move there, pause there for a while, and
select a new destination and speed. The destinations are selected such that if a node
is at home, there is a high probability that it will go to the gathering place (but it is
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Fig. 4. Community model

also possible for it to go to other places), and if it is away from home, it is very likely
that it will return home. Table 1 shows the probabilities of different destinations being
chosen depending on the current location of a node. Real-life scenarios where this kind
of mobility can occur include human mobility where the communities are, for example,
villages, and the gathering place a large town, but also sensor network applications
where sensors are attached to animals — in such cases the gathering place may be a
feeding ground, and the communities can be herd habitats.

Table 1. Destination selection probabilities

From \ To|Home|Gathering place|Elsewhere
Home - 0.8 0.2
Elsewhere| 0.9 - 0.1

5.2 Simulation Setup

We have used two different scenarios in our evaluation of the protocols. To compare
PRoPHET to Epidemic Routing in a scenario that Epidemic Routing is known to be
able to handle, we used a scenario that is very similar to the one used by Vahdat and
Becker [1] as a reference. This scenario consists of a 1500m x 300 m area where
50 nodes are randomly placed. These nodes move according to the random waypoint
mobility model [12] with speeds of 0— 20 m /s. From a subset of 45 nodes, one message
is sent every second for 1980 seconds of the simulation (each of the 45 nodes sending
one message to the other 44 nodes), and the simulation is then run for another 2020
seconds to allow messages to be delivered.

The second scenario we have used is based on the community mobility model de-
fined in Sect. 5.1. For each community, there are five nodes that have that as their home
community. After each pause, nodes select speeds between 10 and 30 2 /s. Every tenth
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second, two randomly chosen community gateways generate a message for a gateway
at another community or at the gathering place. Five seconds after each such message
generation, two randomly chosen mobile nodes generate a message to a randomly cho-
sen destination. After 3000 seconds the message generation ceases and the simulation
is run for another 8000 seconds to allow messages to be delivered.

In both scenarios, a warm up period of 500 seconds is used in the beginning of the
simulations before message generation commence, to allow the delivery predictabilities
of PRoPHET to initialize.

We have focused on comparing the performance of the protocols with regard to the
following metrics. First of all, we are interested in the message delivery ability, i.e.
how many of the messages initiated the protocol is able to deliver to the destination.
Even though applications using this kind of communication should be relatively delay-
tolerant, it is still of interest to consider the message delivery delay to find out how much
time it takes a message to be delivered. Finally, we also study the number of message
exchanges that occur between nodes. This indicates how the system resource utilization
is affected by the different settings, which is crucial so that valuable resources such as
bandwidth and energy are not wasted.

Table 2. Parameter settings

Parameter |Pi.i| 5 |
Value 0.7510.2510.9

We ran simulations for each scenario, varying the queue size at the nodes (the num-
ber of messages a node can buffer), the communication range of nodes, and the hop
count value set in the messages. For each setup, we made 5 simulation runs with differ-
ent random seed. Table 2 shows the values for parameters kept fixed in our simulations
(initial simulations indicated that those values were reasonable choices for the parame-
ters).

6 Results

The results presented here are averages from 5 simulation runs, and the error bars in
the graphs represent the 95% confidence intervals. For each metric and scenario, there
are two graphs with two different values of the hop count setting. Each of these graphs
contain curves for both Epidemic Routing and PROPHET for the two different commu-
nication ranges. We plot the different metrics versus the queue size in the nodes.

First, we investigate the delivery rates of the protocols in the different scenarios,
shown in Fig. 5. It is easy to see that the queue size impacts performance; as the queue
size increases, so does the number of messages delivered to their destination for both
protocols. This is intuitive, since a larger queue size means that more messages can be
buffered, and the risk of throwing away a message decreases. In the random mobility
scenario, the performance is similar for both protocols, even though PROPHET seem
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Fig. 5. Received messages. a) random mobility scenario b) community scenario

to perform slightly better, especially with short communication range, and a high hop
count. It is interesting to see that even though mobility is completely random, PROPHET
still operates in a good way, and even outperforms Epidemic Routing slightly. In the
community model scenario, there is a significant difference between the performance
for the two protocols, and it can be seen that PROPHET is at times able to deliver up
to twice as many messages as Epidemic Routing. Interesting to note is that the delivery
rate (especially for the short communication range) is adversely affected by an increase
in the hop count. This is probably due to the fact that with a higher hop count, messages
can spread through a larger part of the network, occupying resources that otherwise
would be used by other messages, while with a lower hop count, the mobility of the
nodes has greater importance.

Looking at the delivery delay graphs (Fig. 6), it seems like increasing the queue size,
also increases the delay for messages. However, the phenomenon seen is probably not
mainly that the delay increases for messages that would be delivered even at a smaller
queue size (even though large buffers might lead to problems in being able to exchange
all messages between two nodes, leading to a higher delay), but the main reason the
average delay is higher is coupled to the fact that more messages are delivered. These
extra delivered messages are messages that were dropped at smaller queue sizes, but
now are able to reside in the queues long enough to be delivered to their destinations.
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Fig. 6. Delay of messages. a) random mobility scenario b) community scenario

This incurs a longer delay for these messages, increasing the average delay. This theory
is corroborated by Fig. 8, which shows a CDF of the message delivery delays for a
selected scenario for some different queue sizes. Both PROPHET and Epidemic Routing
have similar delays in both scenarios, but as queue sizes grow large, PROPHET seems
to have shorter delays.

Finally, looking at the graphs in Fig. 7, it can be clearly seen that PROPHET has a
lower communication overhead and sends fewer messages than Epidemic routing does.
This is due to the fact that when using PROPHET messages are only sent to “better”
nodes, while Epidemic routing sends all possible messages to nodes encountered.

Another thing that can be seen from the graphs is that increasing the communica-
tion range generally increases the performance in terms of delivery rate and delay, but
also increases the communication overhead. This is not very surprising, since a larger
communication range allows nodes to communicate directly with a larger number of
other nodes and increases the probability of two nodes meeting each other.

Interesting to note is that even in the random mobility scenario, the performance
of PROPHET with regard to delivery rate and delay is comparable to that of Epidemic
Routing, but with lower communication overhead, thus being more efficient. At first
glance, this could be considered somewhat remarkable, since because of the total ran-
domness in the mobility of nodes in this scenario, predicting good forwarding nodes
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Fig. 7. Communication overhead. a) random mobility scenario b) community scenario

should be difficult. However, since the delivery predictability favors nodes frequently
met, and the fact that even if mobility is random, nodes that previously were close,
probably have not moved that far away from each other, it actually is reasonable that
this occur. It is because of similar reasons that the approach taken by Dubois-Ferriere
et al. to improve route discovery works [13].

7 Discussion and Future Work

The new networking possibilities introduced by the ubiquitous deployment of light-
weight wireless devices have the potential to give rise to a plethora of new applications
and networked solutions where such were previously impossible. Since applicable in-
frastructure can not be expected to be omnipresent, it is vital that solutions that can
handle periods of intermittent connectivity are developed. Thus, we feel that the rout-
ing aspect ofthe problem studied in this paper is important to work on. This paper shows
that it is possible to, in a relatively simple way, do better than to just epidemically flood
messages through a network — an aspect that is likely to be valuable from a scalability
point of view as networks grow larger. We believe that this is a field of research where
much work remains to be done in the future. Some of the issues to work on in the future
are outlined below.
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In a real scenario, it is very likely that the network will be a mix of truly inter-
mittently connected nodes that only encounter other nodes occasionally, and clusters
of currently connected nodes. It is also possible that in some areas, connectivity will
be present, e.g. through a satellite or GSM link, but that the bandwidth of this link is
highly limited, or its use might be so expensive that it is not feasible to do bulk data
transfer over it. Still, it might be of interest to use these carriers to send requests for
bulk data transfers that are then delivered through the intermittently connected network
(approximately halving the delivery time of the data). The protocol should be extended
to handle situations such as these, while still performing equally well in the case of a
truly opportunistic network. Since such extensions are likely to increase the complexity
of the protocol, it is important that studies such as this one are conducted to gain an
understanding of the basic protocol before moving on to more complex systems.

In our evaluation we have used a FIFO queue at the nodes, so whenever a new mes-
sage arrives to a full queue, the message that has been in the queue for the longest time
is dropped. It might be better to use some other strategy here; for example, dropping the
message that has already been forwarded to the largest number of other nodes.

To reduce the required buffer space, and to further improve performance, it would
be interesting to evaluate the impact of allowing nodes to request an ACK to their mes-
sage. This would allow messages that already have been delivered to be purged from
the network, leaving more resources for the other messages, most likely increasing the
probability of those messages being delivered.

The simple forwarding strategy used by PROPHET in our evaluation worked fairly
well, and outperformed Epidemic Routing. Nevertheless, it is still interesting to inves-
tigate other forwarding strategies to see if performance can be further enhanced. It can,
for example, be beneficial to investigate if it always is a good idea to give messages to
nodes with a higher delivery predictability than yourself and only such nodes, or if some
other strategy should be used sometimes. Similarly, the number of nodes that a message
is forwarded to could be limited (reducing the resource usage), and then it is vital to find
out what the optimal number of forwards is to avoid performance degradations.
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8 Conclusions

In this paper we have looked at intermittently connected networks, an area where a lot
of new applications are viable, vouching for an exciting future if the underlying mech-
anisms are present. Therefore, we have proposed the use of probabilistic routing using
observations of non-randomness in node mobility in such networks. To accomplish this,
we have defined a delivery predictability metric, reflecting the history of node encoun-
ters and transitive and time dependent properties of that relation. We have proposed
PRoPHET, a probabilistic protocol for routing in intermittently connected networks,
that is more sophisticated than previous protocols. PROPHET uses the new metric to
enhance performance over previously existing protocols. Simulations performed have
shown that in a community based scenario, PROPHET clearly gives better performance
than Epidemic Routing. Further, it is also shown that even in a completely random sce-
nario (for which PROPHET was not designed), the performance of PROPHET is still
comparable with (and often exceeds) the performance of Epidemic Routing. Thus, it is
fair to say that PROPHET succeeds in its goal of providing communication opportunities
to entities in a intermittently connected network with lower communication overhead,
less buffer space requirements, and better performance than existing protocols.
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Abstract. The Resource Management Architecture is a Quality of Service
(QoS) architecture running on top of the IP-layer that can be used together with
service architectures like H.323 or SIP. It provides hard and soft QoS guaran-
tees for real-time traffic in the context of enterprise networks. Resource-
Managers (RMs) are special servers of the Resource Management Architecture,
responsible for the management of the network resources. They operate on par-
ticular domains, named RM domains. In order to provide QoS guarantees, the
RMs perform resource reservation on a per call basis, which requires an inter-
domain coordination for calls running over several domain. We propose in this
paper a communication protocol to be used between the RMs allowing the re-
source reservation for multidomain calls. We give some concrete implementa-
tion details on a primary version of the RM-RM communication protocol, as
well as a set of improvements meant to reduce the call setup delay for multi-
domain calls.

1 Introduction

The Resource Management Architecture (see [1], [2]) is a Quality of Service (QoS)
architecture which has been developed and prototypically implemented at the Institute
of Communication Networks of the Munich University of Technology. It runs on top
of the IP-layer and can be used together with service architectures like H.323 [3] or
SIP [4]. It provides hard and soft QoS guarantees for real-time traffic in the context of
enterprise networks. It is based on the principle of aggregating traffic into service
classes on network and data link layer. Network resources (e.g. buffers in the nodes
or bandwidth of the links) are explicitly assigned to each service class via configura-
tion management and/or policy-based management. Specific service classes are ex-
clusively dedicated to the transmission of real-time traffic.

Resource-Managers (RMs) are special servers of the Resource Management Archi-
tecture, which are responsible for the management of the network resources. They
operate on particular domains, named RM domains. Each time, a terminal wants to
establish a communication, the RM, whose domain contains this terminal, has to be
contacted and it has to decide whether the call should be accepted or not (Call Admis-
sion Control function). The RM has the complete knowledge of its domain (topology,
service class configuration, load situation), so that it is able to make an appropriate

P. Dini et al. (Eds.): SAPIR 2004, LNCS 3126, pp. 255-266,2004.
© Springer-Verlag Berlin Heidelberg 2004
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decision according to the level of quality the initiating terminal wishes. If a connec-
tion is accepted, the resources required for this connection are virtually reserved by
the Resource-Manager all along the data path.

Given the topology and configuration of the network, a RM is able to maintain the
map of its domain’s load, updating it each time a connection is established or torn
down. However, it must receive the topology and configuration information from
another entity. This special entity of the Resource Management Architecture is re-
ferred to as Topology-Manager (TM). As the RMs, the TMs are responsible for lim-
ited domains called TM domains. For scalability and flexibility reasons, one TM
domain can contain several RM domains. In order to get the knowledge of the net-
work, the TM performs a topology discovery (layer 2 & 3 of the OSI model) within
its domain, using standard protocols like SNMP [5] and ICMP [6].

Purpose of this paper. The Resource Management Architecture has been de-
signed in the context of enterprise networks. For scalability and flexibility reasons,
such networks may be divided into domains, each domain being managed by one
Resource-Manager. Since users located in different domains may want to communi-
cate, it must be possible to do resource reservation over several RM domains for one
single real-time connection. Therefore, a communication protocol between Resource-
Managers is needed. We propose in section 2 a basic protocol specification for the
inter RM communication protocol. Section 3 lists a set of improvements aiming to
reduce the call setup delay. Section 4 provides some details on our implementation of
the inter RM communication protocol and section 5 concludes this paper. We assume
all along this paper that real-time connection are signalized using the H.323 protocol.

2 Basic Protocol Specification

We distinguish different parts in the protocol specification: The discovery procedure
enabling the RMs to know each other and the resource reservation/release procedure.

‘Resource-Manager 1

Admission Request |

Reservation| Request i

QueryRoute (EP1,EPZ)

Fig.1 Classical signalization

The “classical” call setup signalization is represented on Fig.1: EP1 first sends an
Admission Request message to its Gatekeeper (GK), according to the H.323 standard.
GK, then forwards the Admission Request to its RM within a ReservationRequest
message. When receiving the ReservationRequest, the RM first performs a certain
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number of checks concerning e.g. the validity of the request and the user’s rights. If it
is correct, the RM then asks the TM Client for the data path between the 2 users in
order to evaluate (and eventually reserve) the available resources on it.

2.1 RM Discovery Procedure

In order to be able to forward a reservation request for a given connection to the next
RM on the path, the initiating RM must know its concerned neighbor RM. 2 RMs are
neighbor if and only if their domain are contiguous. We assume that the domain of a
RM is a set of subnets. Thus it is limited by routers. Therefore, neighbor RMs are
defined as RMs with a common router belonging to both domains.

In the first version of the discovery procedure, we propose to use 3 message types,
namely RMAdvertisement, RMAdvertisementAck and RMAdvertisementNack. Each
RM is supposed to be configured with a list of IP addresses of potential neighbors.
For example, if a service provider has got 4 RMs (not necessarily neighbor RMs),
each RM is configured with the list of the 4 IP addresses (the configuration of each
RM is the same to assure simplicity and manageability). When starting, a RM sends a
RMAdvertisement message to all preconfigured IP addresses. Since this signalization
is supposed to enable the RM to discover its neighbor, it has to contain the list of
border routers of that RM, which is the criterion for defining a neighbor relationship.
Each RM receiving this message compares the list of border routers advertised by the
remote RM with its own one. If it finds a common router, it sends a RMAdvertisemen-
tAck message as answer. Otherwise, it sends a RMAdvertisementNack message, re-
jecting the neighbor relationship.

2.2 Resource Reservation and Reservation Release

The main function of the RM-RM communication consists in allowing the resource
reservation over several RM domains: before a connection can be accepted between
two endpoints EP; and EP,, the resources required by the call have to be reserved
along the data path. Each RM is responsible for reserving the resources on the
links/nodes of its domain. The communication messages required to enable this fea-
ture are the same as the messages needed for the GK-RM communication:

¢  (Call establishment: In order to start a call, an endpoint is supposed to send
an Admission Request (ARQ) to its Gatekeeper, which in turn sends a Reser-
vationRequest to its RM. In the case of a multidomain reservation, the RM
has to forward this ReservationRequest to the next neighbor of the data path.
The corresponding RM-RM communication message is called [nterRMRe-
servationRequest. The response of such a request is InterRMReservationRe-
sponse indicating whether the request should be accepted or not.

e (Call Termination: In order to tear down a call, the initiating user sends a
Disengage Request (DRQ) to his gatekeeper, which in turns sends a Reser-
vationReleaseRequest to its RM. If several RMs are concerned by the call,
they should use the InterRMReservationReleaseRequest in order to coordi-
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nate the call termination (and InterRMReservationReleaseResponse as corre-
sponding answer).

e Modification of the resources of an existing call: If a user wants to change
the resources used by a call without having to ring off, it can use the Band-
width Request (BRQ) message of the H.225 signalization to inform his gate-
keeper. The gatekeeper forwards the request to its RM in form of a Reserva-
tionUpdateRequest. The corresponding message in the RM-RM protocol is
called InterRMReservationUpdateRequest, it is answered using the In-
terRMReservationUpdateResponse message.

R
E M4 RM1 RM2 RM3

Reservation Request
recaived from GK
—

InterR! st InterRMResReq
d —

NotMe InterRMResProcessing InterRMResR =t

InterRMResConfirm

Inter irm

Reservation Confirm
sent to GK
—]

Fig.2 Message exchange: resource reservation

When receiving a reservation request for a multidomain call, a RM has no way to
find out which is the next RM of the data path, since this is a routing knowledge con-
cerning a network part outside of its domain. Therefore we propose to broadcast the
InterRMReservationRequest to all the neighbors. However some mechanisms are
required in order to prevent faulty behaviors, like for instance having more than one
RM or no RM answering to a reservation request. The first measure consists in using
TCP (Transmission Control Protocol) as transport protocol in order to minimize the
possible network transmission errors. In addition, each RM should start a timer when
issuing a reservation request. Ifthe timer expires before the initiating RM received an
answer, it considers that none of its neighbors is able to continue the resource reser-
vation, and must then reject the call. Otherwise, the timer is just interrupted when
receiving the response. Moreover each RM receiving a reservation request, but which
is not concerned by this request, should answer with a NotMe message, indicating that
it is not the next RM of the data path. Thus, if all of neighbors of a RM answer the
reservation request with a NotMe message, it knows that it has to reject the call, and
does not need to wait until the timer expires. For the case a RM is not able to answer
immediately with a InterRMReservationResponse message (for example because it
has to forward the request to another RM), an InterRMReservationProcessing mes-
sage is defined. It is sent by a RM, which received a reservation request it is respon-
sible for, but can not give an answer instantaneously. Fig.2 summarizes the setup
procedure for an interdomain call involving 4 RMs.
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For a call termination, or the modification of an existing call, the signalization is
very similar. The only difference is that the messages are not broadcasted anymore,
since each RM knows the next RM of the data path of a call after the reservation
procedure.

2.3 Protocol Specification

This section describes in detail the inter RM communication protocol. The main de-
sign goals are simplicity and flexibility. Fig.3 shows the common header of the dif-
ferent messages. It comprises a type and a subtype, defining the type of message, and
thus conditioning the rest of the packet’s format. Then 8 bits are used for encoding
the total length of the message (in bytes).

e Specific parametars
~
1 Byte
Fig.3 Message header

o N Number of ' oooooooo

- Border Routers n -
Byte 1 IP addr Byte 2 IP addr Byte 3 IP addr Byte 4 IP addr
Border Router 1 Border Router 1 Border Router 1 Border Router 1
Byte 1 IP addr Byte 2 IP addr Byte 3 IP addr Byte 4 IP addr
Border Router n Border Routern Border Router n Border Router n

«.Possible extension...

Fig.4 RMAdvertisement message

Discovery procedure (Type 1). For the discovery procedure, the message type is
set to 1. Up to now, there are 3 different messages composing the discovery proce-
dure: RMAdvertisement, RMAdvertisementAck and RMAdvertisementNack. Fig4
shows the format of a RMAdvertisement message (subtype 1). The 2 first fields are
defined by the common header. Then, the number of border routers transmitted
within the message is coded on 8 bits. The next field is null, and could be used for
further extensions. When receiving a RMAdvertisement message, the RM checks that
the total length of the packet (N) is equal to n times 4 (bytes used for encoding the IP
addresses of the n advertised routers) plus 4 (size of the header). Ifthis is not true, the
packet is dropped. This packet could very easily be extended with additional parame-
ters, like for example a keep alive interval.
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The RMAdvertisementAck (subtype 2) and the RMAdvertisementNack (subtype 3)
messages do not contain any other information as the header. Indeed, since the send-
ing RM has already noticed the neighbor relationship, it does not need to send its
border routers too.

Resource Reservation (type 2). Let us begin with the description of the In-
terRMReservationRequest message (subtype 1, see Fig.5). As usual, the message
starts with a byte defining its type and subtype, and a byte for its length. Then, the
number of streams for the concerned call is encoded on 1 byte. The next field is
null. The next 8 bytes contain the IP addresses of the source and destination of the
call. Henceforth, specific parameters related to the call are listed:

e The (globally unique) H.225 Call Identifier (16 bytes)

e The H.225 Call Reference Value (CRV, on 4 bytes)

e The list of streams composing the connection. Each stream is described by
its service class, its direction, and its token bucket parameters.

.L N Streams nb - 0000 0000
Byte 1 IP addr Byte 2 IP addr _Byte 3 IP addr
Endpoint 1 - Endpoint 1 _ Endpoint 1
Byte1IP addr | Byte 2 IP addr Byte 3 IP addr
Endpoint 2 - Endpoint 2 Endpoint 2 Endpoint 2

H225 Call Identifier

H225 Call Reference Value

e Token Bucket Parameter r
Directio .

Token Bucket Parameter p Stream 1

Token Bucket Parameter b

... Other Streams ...

Fig.5 InterRMReservationRequest message

For this message type, the RM can basically verify the message format by check-
ing that the total length of the message is coherent with the streams number. Since it
should be possible for each RM to uniquely identify a call, the H.225 Call Identifier
and CRYV are transmitted in the InterRMReservationRequest. Moreover, the character-
istics of the streams are obviously essential in order to perform the resource reserva-
tion. All the other parameters contained in the Admission Request message, or in the
ReservationRequest are not transmitted between 2 RMs. Indeed, they are only useful
in order to build up the answer to the final user, which only concerns the first RM of
the data path.
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The InterRMReservationResponse, NotMe, and InterRMReservationProcessing
messages are almost identical and very similar to the InterRMReservationRequest
message. They just do not contain the streams description, which is not required
anymore, and have different subtypes.

Reservation release (type 3). The messages used for the termination of a call,
namely InterRMReservationReleaseRequest, InterRMReservationReleaseResponse,
InterRMReservationReleaseProcessing, are identical to the last messages described.
They have the type 3, and the subtype 1, 2, 3 respectively. The third byte is equal to
zero for all of them, except for the message InterRMReservationReleaseResponse,
where it carries the response (also 0 or 1).

Resource reservation update (type 4). In order to modify an existing call, a set of
messages are defined, with the common type 4. The InterRMReservationUpdateRe-
quest message (subtype 1) is identical to the InferRMReservationRequest message
(except for the type and subtype fields). Particularly, it needs to contain a description
of the traffic to be transmitted. The InterRMReservationUpdateResponse and the
InterRMReservationUpdateProcessing messages are similar to the InferRMReserva-
tionReleaseResponse, InterRMReservationReleaseProcessing messages.

3 Call Setup Delay Optimization

By adding a new server interfering in the call setup procedure, the Resource Man-
agement Architecture adds a supplementary delay to the time required for establishing
a call. However call setup delay is a critical value and should be kept under strict
bounds. Therefore, we investigated possible optimizations of the call setup procedure.

According to the communication protocol defined previously, a terminal wishing
to set up a call must first contact its gatekeeper by sending an Admission Request
(ARQ) message. Then, the gatekeeper forwards the Admission Request message to its
RM within a ReservationRequest message. In the case of multidomain calls, several
RMs must be contacted and reserve resource in their own domain, the Reservation-
Request message is forwarded hop-by-hop from one Resource-Manager to its
neighbor all along the foreseen data path of the call to be established. Up to now, this
procedure is performed sequentially, i.e. a RM accepts a reservation request, when all
RMs following it on the data path reserved resources for the connection successfully.
Therefore the call setup delay (CSD) may be very high when several Resource-
Managers are involved in the call. In the optimal call setup procedure, all InterRMRe-
servationRequest messages are sent from the first Resource-Manager of the path
directly to all the other RMs of the path. Thus, the call setup delay can be expressed
as follows:
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CSD = T,(ARQ, TE>GK) + Tpoe(ARQ, GK) + T(ResReq, GK->RM,)
+ Tpo(ResReq, RM1)

+ max { RTT(RM1€ORM;) + Tppo(InterRMResReq,RMi)) }

i=2.n

+ Tp(ResResp, RM;>GK) + X Tproc(InterRMResResp;, RM)
i=2.n

+ Tproc(ResResponse, GK) + T,(ACF/ARJ, GK->TE)

Instead of summing the round trip delays for each pair (RM;, RM;.1), we take the
maximum of the RTTs, which represents a considerable gain.

In the next sections, we will analyze the constraints on the Resource Management
Architecture, and particularly on the RM-RM communication protocol implied by the
optimal solution. We will then propose a set of enhancements.

3.1 Extension of the RM Discovery Procedure

The first condition to be fulfilled in order to approach the optimal call setup proce-
dure is that each RM knows all other active RMs of the network. Therefore, we pro-
pose to extend the RM discovery procedure similarly to peer-to-peer networks: each
new starting RM is provided with some entry points in the network, i.e. active RMs.
Using these entry points and their knowledge, the new starting RM can build its own
RM list. The efficiency of this procedure relies on the sensible input of active RMs.

3.2 Resource Reservation Parallelization

Inside a TM domain. When a Admission Request for a multidomain call is issued by
a terminal, it is first received by the local Resource-Manager, which should be able to
initiate a parallel resource reservation. For this purpose, the local RM must be able to
determine which RM(s) will be involved by the call setup procedure, i.e. which
RM(s) is (are) responsible for the subnets crossed by the call. This knowledge is
actually a routing knowledge; with the notations of fig. 6 RM; must know how the
call will be routed within the network. Although it is not possible to store this infor-
mation for the whole network, the TM managing RM; disposes of the knowledge for
a limited domain. Therefore, RM; has 2 ways of finding out about the RMs concerned
by the current call: either it asks its TM for this information, or this knowledge is
locally available. Adding a supplementary message exchange between RM and TM
during the call setup procedure is contrary to our desire to minimize the call setup
delay. In addition, it may lead to an important processing load in the Topology-
Manager, which is undesirable. Therefore we prefer the second alternative consisting
in having the routing information for the whole TM domain locally available in each
RM of the domain. This means, that each RM must dispose of the detailed topology
for its domain (layer 2 & 3 of the OSI layer model) and of the layer 3 topology for the
whole TM domain. Thus, each RM is able to determine the routing path of a connec-
tion within the domain of its TM and deduce the subnets crossed by the call. Since
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each RM maintains a list of all active RMs and their managed subnets, it is able to
determine which RM will be concerned by the call in the TM domain and can contact
them in a parallel way.

Qutside a TM domain. We assume that most of the calls take place within a TM
domain. If it is not the case, the number of involved TM domains stays small. Thus,
we can tolerate a more costly solution than for the parallelization within a TM do-
main.

We propose to use the call function traceroute available in IP networks in order to
find out the IP subnets crossed by the call outside of a TM domain. With the notations
of Fig.6, RM, performs a traceroute from the border router of its TM’s domain to the
destination IP address. Consequently, it gets all the routers involved in the data path
for the call, and can deduce the crossed subnets and then the concerned RMs.

& & &

Fig.6 Parallelization of a resource reservation outside of a TM domain

Further optimization. Since we assume that each active RM of the network
knows all other active RMs and their managed subnets, one further optimization con-
sists in starting the resource reservation from both ends of the call. Indeed, by know-
ing the IP address of the destination terminal, the initiating RM can deduce the subnet
it belongs to and thus the RM responsible for it.

3.3 Synchronization

Concerning the synchronization of the call setup procedure, we have 2 problems to
solve: First, the initiating RM should only accept a reservation request when all RMs
on the data path performed the resource reservation in their domain successfully and
send their response. This means that the initiating RM should be able to detect when
it has received all responses. Secondly, with our proposed approach, it is possible that
a RM receives a reservation request several times from different RMs. In this case, it
must be ensured that the resource reservation is performed only one time and that the
reception of multiple reservation requests for the same call does not lead to a signifi-
cant processing load in the RMs

Completion of a reservation request. In the current implementation of the Re-
source-Manager, a particular functional block is dedicated to the inter RM communi-
cation (Inter RM Communication Manager). One of its tasks consists in receiving all
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responses to InterRMReservationRequest messages, which always contain the seg-
ment of the end-to-end connection, for which resources have been reserved. There-
fore, in order to ensure that the resources have been reserved end-to-end, the Inter
RM Communication Manager just has to concatenate the different segments from the
InterRMReservationResponse messages and check ifthe whole path is covered.
Reception of multiple reservation requests. Each reservation request is associ-
ated with an unique call identifier, which allows a Resource-Manager to check if the
resource reservation has already been performed in its domain. Therefore, no further
development is required in order to ensure that a given request is not treated several
times. Response to a request should only be sent after processing the reservation.

4 Implementation

We implemented up to now the first version of the RM-RM communication protocol
described in section 2 in C++. Since it is included in the Resource-Manager, it is
based on the same software libraries (pwlib and openh323 lib, see [7]). The imple-
mentation of the RM-RM communication has led to add a new block in the functional
architecture of the RM, called Inter RM Communication Manager. This new block is
actually an own thread described by the C++ class InterRM CommunicationProcess. It
is responsible for reading the configuration during the initialization phase of the Re-
source-Manager, for performing the discovery procedure, and then for monitoring the
communication with the different neighbors.

The configuration of the RM-RM communication part is realized using the same
configuration file as for the Resource-Manager. 2 new sections have been added, one
for the border routers, one for the potential neighbor RMs.

When started, the InterRM CommunicationProcess first reads these configuration
parameters, and then initiates the discovery procedure. For this, one TCP socket (port
2578) is opened to each potential neighbor, a RMAdvertisement message is sent on it
and then the socket is closed again. A RM receiving a RMAdvertisement message is
supposed to re-open a TCP socket to the RM which originated the RMAdvertisement
and send its response. If the response is a RMAdvertisementNack, then the socket is
closed, and the transaction is finished between this particular couple of RMs. If the
response is a RMAdvertisementAck, then the neighbor relationship is established and
the TCP socket is maintained open as long as both RMs are alive. In this case, a new
thread is created (C++ class TCPConnectionThread), responsible for the communica-
tion between this particular couple of RMs. Therefore, after the discovery procedure,
a few TCP connections are still open, corresponding to the effective neighbors of a
given RM. At this point the initialization phase is terminated, and the RM is ready to
receive InterRMReservationRequest messages.

Let us consider 2 RMs, RM; and RM,, which have established a neighbor relation-
ship. This means, that there is a TCPConnectionThread object in each RM responsi-
ble for the RM;-RM, communication. Let us assume that RM; receives from one of
its gatekeepers a ReservationRequest for a call involving RM; as next RM on the data
path. The ReservationRequest message is received by the Request Handler (ReqH,
see Fig.7), which in turn transmits it to the Admission Controller (AC). The AC per-
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forms some basic checks, and tries to reserve the resources on the data path. It is
informed by the TM Client (through the QueryRoute function call) that part of the
data path is not in its domain, so that an inter RM reservation is required. The AC
performs the resource reservation for its domain, and if it is successful, forwards the
reservation request to the Inter RM Communication Manager.

For the communication between the AC and the Inter RM Communication Man-
ager, the same mechanisms have been used as for the communication between the
ReqH and the AC, i.e. message queues. The AC writes the interRMReservationRe-
quest in a message queue, which is permanently checked by each of the TCPConnec-
tionThread objects (see Fig.7). Therefore each TCPConnectionThread is informed of
the reservation request and sends the corresponding message to the neighbor RM it is
responsible for. After the message has been read by all TCPConnectionThread ob-
jects, the message is deleted from the message queue. Since TCPConnectionThread
objects need to know which messages they have read, and which not, each message
contains a sequence number, and each TCPConnectionThread maintains a circular list
containing the last read messages. The special class InterRMComTimer implements
the timer mechanisms as described previously. Therefore, if the InterRMReservation-
Request is not answered within a given time interval, the AC is informed that the
reservation could not be continued, and rejects the call. However in the normal case,
one of the neighbors is able to perform the rest of the reservation, and one of the
TCPConnectionThread receive a response for the particular reservation request.
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When the TCPConnectionThread of RM; receives the answer to the reservation
request from RM,, some basic checks are performed on the message format, and if it
is correct, the reservation response is forwarded to the Admission Controller using the
other message queue. The transmitted message contains a description of the con-
cerned call (H.225 Call Identifier and CRV) so that the AC is able to retrieve the data
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related to this special call, and can build up the ReservationConfirm or Reservation-
Reject message to be sent to the gatekeeper.

When started, a TCPConnectionThread is shortly initialized within the constructor
of the class, then enter in the Main() function which is actually an infinite loop: The
TCPConnectionThread constantly try to read message on the socket (also message
from the neighbor RM it is responsible for), and on the ACInterRMComManager
message queue which contains the message sent by the AC. Each time the TCPCon-
nectionThread receives a message from one of these sources, special functions are
called according to the message: for example, if the TCPConnectionThread receives a
InterRMReservationRequest message, the function HandlelnterRMResRequest is
called, which contains all routines to be applied in this case.

5 Conclusion and Future Work

We described in this article a communication protocol to be used between Resource-
Managers — particular servers of the Resource Management Architecture - in order to
make interdomain resource reservation possible. A basic protocol specification has
been firstly presented, as well as precise details of our prototypical implementation.
Furthermore, we proposed a set of enhancements to the basic inter RM protocol lead-
ing to a significant reduction of the call setup delay. The implementation of these
enhancements belongs to our future work. In addition, we are currently working on
the call setup delay optimization for calls with unknown destination address, which
makes sense when using signalization protocols like H.323 and SIP, since the address
translation may be done step-by-step all along the signalization path.
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CoRiMM (Control of Resources in Multidomain Multiservice networks).
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Abstract. In this work is shown a performance evaluation of two open source
platforms in the case of a link failure event, both of them based on the Shortest
Path Computation routing paradigm. We present the results of measures using
five different traffic flows in a multi-service network The measures consider
recovery time, latency and packet losses. We also illustrate the development of
a simple routine for the establishment of new LSP (Label Switched Path) based
in one of the open source platforms. Considering the results of our evaluation,
some ideas and work in the area that may improve the results are suggested.

1. Introduction

Nowadays exists a well accepted tendency for the future of the telecommunications.
The guidelines indicate the integration of voice and data services in a multi-service
network. The standards for this new environment are not totally dictated yet and many
subjects are still open to discussion. We can mention among these subjects: the
convergence process, the performance issues involved, as well as the new services,
costs and benefits of such evolution[1].

The establishment of platforms that can manage the data (packet switched legacy)
and voice (circuit switched legacy) worlds are necessary for the development of new
services in this convergence process.

But not only the development of new services is an important issue. The fault
recovery, the protocols integration, the migration process and the performance issues
are some of the fields of study for this new environment. The final goal of this work is
to provide a new network, based on the IP (Internet Protocol), with levels of services
of higher quality in comparison with the available today, integrating a huge variety of
equipments, from optical multiplexers to gateways controllers, from MPLS (Multi-
protocol label Switching) routers to local exchanges.

One of the most important utilities of the MPLS is the capacity to introduce the
process of TE (Traffic Engineering). This feature implements the capacity to optimize
routing flows for the use of resources to provide high quality services considering
other important variables, such as costs and charging. The research also extends to the
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MPLS evolution forward GMPLS (Generalizes MPLS), i.e. considering also the
transport layer in the optimization process and all the interaction with the actual and
well accepted technologies [2].

In a MPLS network, the use of hop-by-hop computed path paradigm of IP
networks is substituted by an explicit routing mechanism. This mechanism permits a
particular packet stream to follow a pre-determined path. This path, known as LSP
(Label Switch Path), is identified by a label that maps the different nodes of the
network that form the path. The packet is forwarded along the LSP by a switching
label process, diminishing the lookup table overhead of IP networks, since instead of
a search in the routing table with a high number of rows, in MPLS the table access is
direct (by the unique label identifier in that node). Thus, as in traditional circuit
switching networks, the explicit routing in MPLS forwards the packet in a pre-
determined path.

The path determination is a traffic engineering task. The use of shortest path
algorithms, as in OSPF and IS-IS protocols, shows some efficiency but lack of some
considerations such as links constraints, QoS (Quality of Service) requirements, load
sharing, modifications on links metrics that can affect the total network traffic and
abrupt changes on traffic demands.

Some tools have been developed to provide some dynamism to the path
computation issue [3]. In almost every situation, the LSP determination depends on
one of the shortest path algorithms. Also the dependence on these algorithms harms
the reactive speed of MPLS platforms, which implies in a higher recovery time that
diminishes the virtual circuit reliability of MPLS platforms.

There are several proposals which discuss reactive MPLS traffic engineering
[4][5][6]. All these proposals investigate reactive MPLS traffic engineering with
multipath balancing and present simulation results which are focused on small
networks.

Today most of the commercial MPLS platforms available use the shortest path
computation paradigm. Many of these platforms are now available on
telecommunications networks that head toward a converged environment. Therefore,
in this work we centralize the evaluation of path computation using the shortest path
paradigm. This work was developed in the LABCOM- ENE-FT-University of
Brasilia, a laboratory for NGN(Next Generation Network) research. The Labcom is a
laboratory founded from the collaboration of the academic community and telecom
companies with the objective of producing new ideas for the NGN era.

Our interest in this work is to evaluate the recovery time of the LSP establishment
in a link fault event and compare if the reactive process of LSP recovery presents
advantages in measures of latency and packet losses over the same process in an IP
network.

This paper is organized as follows: in Section 2 we present an overview of the
experimental testbed. In this section we explain the network topology, the traffic
patterns and the MPLS opensource implementation used for the simulation. We also
explain the routine that was developed to introduce the LSP reactive traffic mapping
in a failure event. In Section 3 we present and make an analysis of the results of
latency and failure measures of the traffic flows on the experimental testbed. We also
make a discussion and an evaluation of the platform and present some ideas for the
improvement of results. Finally, in Section 4 we present our conclusions and future
work.
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2. Overview of the Experimental Testbed

2.1 Network Topology

The Labcom structure is showed in figure 1. Basically, it is formed by five different
networks: a PSTN (Public Switched Telephony Network), an ADSL (Assymetric
Digital Subscriber Line) access network, two local area networks (LANSs), a wireless
LAN and a MPLS/Diffserv core.
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Fig. 1. Network Topology
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The PSTN consists of two local exchanges, Tropico RA and a S12, both from
Alcatel. The ADSL network, two local area networks and a wireless LAN are
interconnected by the MPLS core, so in this way we concentrate the traffic from
different sources in an unique point. The MPLS/Diffserv core has four routers based
on the Linux Operating System Kernel 2.4.21 and on the open source MPLS
implementation, developed by the Broadband Communication Networks of the
Information Technology Departament of the Gent University of Belgium [7].

The routers are four computers Pentium IV 2.1 GHz and are interconnected by
10/100 Mbps links. The first router, LSRO1, connects three LANSs to the core, and the
LSRO03, via a radio link of 2 Mbps, connects the fourth LAN. The routers LSR02 and
LSRO04 are the forwarding elements of the core.

Regarding the links, some adjustments were made. The first adjustment concerns a
bandwidth reduction. Since our links have 10/100 Mbits, and we wanted to produce
an overloaded system, with losses and delays, we decided to reduce these links to 1.2
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Mbps, as stated in figure 1. This limit matches our radio link of 2Mbps, in which we
do not want uncontrolled losses . The configuration files for this purpose were
implemented using the CBQ (Class Based Queuing) discipline for traffic control in
Linux systems.

2.2 Traffic Flows

The traffic flows are specified in table 1. We work with five sources of traffic.

Table 2: Traffic flows used in the experiments

| Traffic flowID | Packetsize | DataRate |
(in kbps)
CBRO1 256 KB 384
CBRO2 512 KB 64
CBRO3 300 KB 384
CBR04 256 KB 800
VBRO1 1024 KB 500

The VBRO1 is a VBR (Variable Bit Rate) traffic pattern with several bursts that
seek to overload the link in random intervals. The VBR traffic has periodical bursts
with an exponential distribution. Each burst lasts 0.5secs on intervals of 3secs.

The CBRO1, CBR02, CBR03 and CBR04 are CBR (Constant Bit Rate) traffic
patterns from applications such as VoIP and video streaming.

All the traffic originates in the different networks connected to LSRO1 and
terminates on the ROUTER_ENE, where we collect all the data used for plotting the
results. Both machines, LSRO1 and ROUTER_ENE, are synchronized using the
chrony utility for Linux systems.

The time interval for all traffics is 60 seconds. All the traffic flows are aggregated
on LSRO1 and have as destiny node the ROUTER_ENE, as shown in figure 1.

2.3 The IP Environment

This first scenario simulates an IP network with Best Effort politics. In some other
works [8] we observed that in experimental scenarios, the results have some lack of
reality This results mainly from the absence of routing tables of considerable size,
which produce the well known forwarding delay of IP networks as well as the process
load of lookups in database structures. To overcome this handicap we decided to
create routing tables with more or less 65500 entries on each router. Also, the routing
cache was extremely reduced to less than 256 entries and a garbage loop traffic of 640
KB was simulated on each router to overload the routing cache update process. We
decided to create an overloaded cache instead of disabling the cache, because we
believe that this approach simulates in a better way a real network environment with
nodes with certain process load.

The IP network uses the OSPF protocol for routes advertisement. Considering the
OSPF operation, the standard values for the hello interval and the dead interval are 10
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seconds and 40 seconds respectively. So in this manner, after 40 seconds without a
reload, a LS (link state) packet is sent with information about other routes. This time
is extremely high for CBR applications, specially VoIP.

In our experiment we tested the reduction of the values of hello intervals and dead
delay intervals to 2 seconds and 5 seconds respectively. We used these values to
produce an experimental result, but lower values could be used. We observed that in a
loaded link, if these values are very small, the functionality of the OSPF protocol may
interpret missing advertising packet as an unreachable network situation.

2.4 The MPLS Environment

There are three LSPs defined on the network. Table 2 shows the LSP configurations
and the traffic mapping for each flow which intend to provide an initial load balance
of traffic in the backbone.

Table 2. LSP mappings
LSPID | LSP nodes | Traffic mappings
(see table 2)
100 1,2,3 CBRO1, CBR0O2
200 1,43 CBRO03, VBRI
300 14,23 CBR4

Regarding the open source implementation used for this experiment, the LSPs can
be established in two ways: static and dynamic. For the static feature, the nodes that
form the LSP should be specified. For the dynamic feature, the route information for a
destiny provided by the OSPF protocol is used.

One of the most important features for an MPLS platform is the capacity to
establish dynamic LSPs. This feature, in the simpler way of implementation, may rely
on the OSFP protocol with TE (Traffic Engineering) extensions, but also, some other
mechanisms (faster and that consider other variables) are also necessary for a true
traffic engineering process.

Having experimented different configurations, we verified that the dynamic LSP
establishment does not work satisfactory in the open source implementation. We
observed that this feature misses the migration of the traffic mapping from the LSP
that goes down to the substitute LSP, and even when there exists redundancy (an
alternative LSP with the same mappings) the software is unable of redirect the traffic
flow on the redundant LSP. On this scenario, since our intention is to test the latency
and losses over the two platforms after a link crash, we implemented this feature in
the MPLS platform based on the following algorithm:

While (true)
Listen the LSA packets
LSP_falha = matches node (LSA, LSP table)
For each LSP_falha
Then
Get LSP R = LSP_ Redundancy(LSP_ falha(i))
Remap flows (LSP_falha(i), LSP_R)
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Thus, the algorithm depends on the timers of the OSPF protocol. Once again, in
this case we reduced the values of hello intervals and dead delay intervals to 2
seconds and 5 seconds respectively.

3. Experimental Results

As mentioned in section 2.2, the duration of the traffic flows is 60 seconds. Within
this interval happens a link crash specifically between the seconds 10 to 20. This
crash is showed in figure 2 and figure 3 for both IP and MPLS experiments
respectively.

As can be stated in figure 2, the failure occurred past the 15 seconds and had a
duration of almost 10 seconds. This was the time for the recovery of routes and
retransmission of information. This value depends strongly on the hello intervals and
dead interval timers. In the case of the MPLS network, the link failure occurred also
in the same time interval, but comparing figure 2 and 3, clearly appears that the
recovery time of the MPLS platform is shorter than the IP platform. Another
important fact is that, since the traffic is mapped over different paths, the bandwidth
distribution for each application after the failure suffers a higher adjustment than the
one observed in figure 2.

Figure 4 shows a calculation of mean latency for each flow. The details of the
values shown in figure 4 can be examined in figure 5 and 6.

Regarding the latency measures we can see that the results show that the latency of
the IP experiment is lower than the latency of the MPLS experiment. In this
experiment this ends up being really interesting since in previous experiments we
observed that the latency in the MPLS platform was lower than the one in the IP
platform. In this previous experiment we had a simpler configuration.

First of all, in the previous experiment we did not simulate a link failure and in the
case of the MPLS platform we had an unique static LSP with all the traffic mapped
through it. Other difference is that we had different traffic flows: two CBR (CBRI1
and CBR2) and two VBR (VBRI1 and VBR2). The two CBRs had a data rate of
64Kbps and 384Kbps respectively and both VBR traffic flows had a data rate of 1000
Kbps. In figure 7 we can observe that in this environment the mean latency measures
for the MPLS platform is better than the IP platform.

Considering this previous results, we expected to have lower latency in this second
experiment measures, even with different traffic flows, but the results showed the
opposite.

Regarding the losses, we can observe the results plotted in figure 8 and 10. On both
graphs clearly appears a 100% loss on the link failure interval. In the case of the IP
network, the period of losses is greater and also all the traffic flows suffer losses. We
can also observe that after the link failure, the behavior of losses remains he same. In
the cases of the MPLS platform, the 100% losses occur only for CBR1 and CBR2
flows in the failure interval. Also, the losses appear to increase after the failure
interval.

Finally, in figure 9 we can see a comparison of mean losses of both platforms. For
every flow, the MPLS platform shows a better performance regarding the losses
percentage.
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As can be seen in the results, MPLS has a better recovery time in the event of a
failure as well as less packet losses, but has a higher latency. Even when the
difference of latency between the IP platform and the MPLS platform is little, we
have to consider that the routing process of the IP platform is much more of a hard
labor.

We interpret these results on this specific platform as a characteristic relative to the
link failure and the traffic mapping process for each LSP. As mentioned earlier in
previous experiments, this behavior was not observed. But in this cases, we worked
with an unique LSP and all the traffic mapped on it, and without the need to
remapping the flows, the MPLS platform showed a better latency result that the IP
platform.
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In these experiments we wanted to evaluate the behavior of the platform in the case
of a link failure. We certified that the recovery time is better than in the IP case, but
the latency increase may be caused by the process of mapping packets with same
destination on different LSP and by the RSVP (Resource Reservation Protocol)
signaling, both of which are very particular implementation issues of each platform.

Certainly, the introduction of optimization mechanism for topology discovery that
consider the best path instead of the shortest path, traffic filtering and
characterization, preemptive mechanism and optimal implementation should
contribute for better performance results.
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4. Conclusions and Future Work

In this paper we presented the results of a group of experiments that evaluate the
performance of two open source platforms in the event of a link failure: MPLS and
IP. Both platforms use the shortest path computation paradigm for the treatment of
link failures. In the MPLS platform, we developed a simple procedure for dynamic
traffic mapping based on this paradigm. We resume our results in recovery time,
latency and packet losses. From the results we concluded that both platforms present
deficiencies and that new developments should be made to overcome this scenario.
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All our work is being developed in a network environment with converged
characteristics. As a future work, we are currently working in several topics of traffic
engineering. We are facing traffic characterization issues to facilitate the traffic
mapping process on LSPs. Also we are interested in further exploring the mechanisms
for implementation of dynamic routing algorithms on LSPs for MPLS networks as
well as the QoS mechanisms in multi-service networks.
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Abstract. In a high-capacity router, with both a single routing processor (RP)
and multiple interface cards each equipped with multiple network processors
(NPs), it is very important to easily scale its capacity and reliably for the trans-
fer of controlling system messages between the RP and the NPs. For these rea-
sons, the control plane used for control messages, such as inter-processor com-
munication (IPC) messages, is separated from the data forwarding plane used
for transferring user data. In this paper, we propose and describe the implemen-
tation of control plane architecture, called Redundant IPC Network (RIPCN).
We also evaluate the performance of the proposed RIPCN. From the evaluation
results, when compared with a conventional IPC method, we show that the
RIPCN not only provides an effective approach to the high availability of con-
trol plane, but also can improve its performance.

1. Introduction

The increasing demand for internet service has accelerated the sharp rise of internet
traffic, owing to the various types of internet service such as multimedia service and
mobile service. As a result of service increase, high-speed switches and routers have
been developed for improved performance. To overcome the performance limit of the
network system using a general microprocessor, it is now common to develop the
network system using a network processor (NP) that is optimized for processing
packets [1].

The NPs also include a general-purpose processor with the packet processing en-
gines. We call the general-purpose processor the line card processor (LP), as it is
intended for management functions. The management functions performed by the
control plane include statistics collection for network management as well as system
maintenance functions such as detecting hardware faults. Theses functions can be
logically separated from the control plane into what is referred to as the management
plane. In bigger applications, the LP may easily handle some common control-plane
tasks while offloading the remainder onto an external host processor via host inter-
face. The routing processor (RP) refers to an external main processor. A host inter-

P. Dini et al. (Eds.): SAPIR 2004, LNCS 3126, pp. 279-290, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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face is typically PCI. Many general-purpose processors are connected to the PCI
directly or through a standard chip set. The design also uses a switch fabric instead of
shared bus architecture. The NP in a line card handles High-speed packet forwarding,
and the RP in a control plane (CP) takes the responsibility for routing calculations
and table update. That is, recent routers have a distributed architecture [2].

A general switch architecture using a NP technology consists of a RP taking exclu-
sive charge of protocol processing related to routing; a switch fabric that switches
input-output packet; a line card module that processes a network interface and for-
warding. We can classify general switch architecture using NPs into two types: the
centralized system architecture controlling NPs through a shared Inter Processor
Communication (IPC) bus and the multi-distributed system in which the LP controls
the NP in each line card [2].

This paper describes an effective IPC architecture between RPs and LPs. And we
suggest and implement the architecture of Redundant IPC Network (RIPCN) with the
high availability to be expanded stably and easily to 10GE backbone router. As
shown in Fig. 2, after putting LPs on each line card having 10GE and 1GE ports, a
RP manages these through two IPC modules. Each IPC module supports 100Mbps
full-duplex Ethernet switching. The RIPCN is made to support redundant of physical
path as well as logical path between LPs and RPs using Ethernet switch. In addition,
the two switch fabrics for data forward path are also considered.

The RIPCN entails two network interfaces, two physical links, and two Ethernet
switches in active/backup configuration, as shown in Fig. 3. This redundant configu-
ration can support a failure of any single network interface, physical link or Ethernet
switch, as well as certain multiple failures, and still maintain network connectivity [6,
7].

The RIPCN provides software to support redundant active/backup networking as
shown in Fig. 4. The challenge in supporting active/backup network configuration is
not in configuring the RIPCN hardware itself, but instead in having software support
for active/backup configuration. This consideration of redundant architecture may
offer the trustworthy management of a routing table of a RP, and a forwarding table
of a NP managed by LP [3, 4, 5].

This paper is organized as follows. Section 2 includes the case study that explains a
centralized single IPC network architecture. The proposed RIPCN is described in
section 3. The experiments on an implemented RIPCN system are presented in sec-
tion 4. Finally, conclusion and future works are given in the last section.

2. Architecture of Centralized Single IPC Network

In the architecture of a software router, one central RISC CPU performs all tasks of
routing calculation and forwarding of every packet from every port, by using a shared
bus. This type of router was ineffective and had problems as it produced bus conges-
tion and overloading due to packet transmission being concentrated in the main proc-
essor. After this, a switch fabric is used instead of shared busses as shown in Fig. 1.
In Fig. 1, the data forwarding plane can be connected by switched links between the
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NPs and the switch fabric, and can be managed by the control plane code via a single
IPC bus, the typical case, or a PCI bus.

When communicating with the RP in the control plane (CP) through a PCI bus,
which is a shared bus, the PCI bus shows that the transmission speed is
132Mbytes/sec (=1.056Gbps) in 32Bits at 33MHz. In this case, 49 signals on a PCI
bus are needed. It is necessary for the CP controlling all the NPs by using high-speed
PCI bus to use the PCI Bridge to add PCI devices. In the case of using a single IPC
bus, it will be an easily addressable opportunity to enhance the reliability of the total
system through minimal redundancy, while also potentially enhancing system
throughput [5].

Although this limited architecture has strong advantages in managing a centralized
routing table, it complicates hardware implementation and design. In such a case, it
can be suitable for an access router whose router capacity is small; however, effi-
ciency may be decreased with system expansion of the redundant system in an edge
or backbone router.

s Data Path
s=as= Control Path

Control Plane

Shared Bus
Host Interfaceﬁo' .

Physical Network Processor\ Switch Links
Layer (Forwarding Engine)
High Speed
}\%emgry Data forward Plane

Fig. 1. Centralized and single IPC network architecture

One of the most important operations in the distributed router system is to manage
routing tables for the calculation of the shortest routing path in a RP. Besides, there
are packet classification, scheduling, the effective retrieval for destinations, and up-
dating forwarding tables for supporting QoS functions in a NP. It is very important to
logically separate a routing function and a forwarding function. However, when a
route flap happens because of the instability of networks, it is necessary to consider
the redundant packet path or dual data forward planes and the redundant IPC path, or
dual control planes, as well as that of a routing processing.

The consideration of dual paths can bring out the increase of faults as well as the
increase of equipment cost. So, the design of the redundant architecture must consider
the issue of the enterprise-level management and centralization [2]. Although control
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planes and data forward planes are made of dual planes, it must be regarded as a sin-
gle plane under the control of a single administrator.

3. The Proposed RIPCN

General router consists of Line card Processor (LP), Network Processor (NP), Switch
Fabric and Routing Processor (RP). LP controls NP to forward packets into relevant
port. Switch Fabric supports each of the ports to be switched with a hardwired speed
together. RP performs not only the execution of routing protocol such as OSPF, RIP,
BGP to generate relevant Routing Information Base (RIB) but also the function of
Operation And Maintenance (OAM) in order to operate router system smoothly. RIB
generated in RP is transferred to LP. And then LP controls NP to look up a recent
FIB. The OAM functionality resides in the RP and the LPs must monitor information
of a relevant event or of statistics, and control system operation.
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Fig. 2. Multi-distributed architecture of the proposed RIPCN

Large amount of packets would be forwarded through router(s) from source to des-
tination(s). Among packets through a router, some packets are forwarded into the
next routers and other packets called IPC (Inter Processor Communication) messages
are processed by router itself. In order to improve the performance of routers, they
should have capability on packets processing at high rate. In addition, their perform-
ance is greatly affected by the capability that packets are internally processed. Espe-
cially, internally processed packet causes IPC messages in router system in order that
processors communicate some data and/or control information.

In this study, each RP module in a control plane (CP) has three Ethernet ports,
each with a different MAC address. Each LP has two Ethernet ports. The RP Ethernet
ports are linked to Ethernet Switch #1, Ethernet Switch #2 and to the corresponding
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Ethernet port on the other RP. The LP Ethernet ports are linked to the two Ethernet
Switch. Each LP is linked via the PCI bus with NP, given in Fig. 3. Although the
operating system and architecture seem to be complicated, it is flexible enough to
deal with abnormal situations [8, 9].

The method of operation drawn in Fig.3 is as follows. 1) When RP#1 is in the ac-
tive state, the IPC path of LP#1 is connected by LP#1(EthO) - Ethernet Switch# 1 -
RP#1(EthO) and the IPC path of LP#2 is connected by LP#2(EthO) - Ethernet
Switch#1 - RP#1(Eth0) in the beginning; 2) During operation, if LP#1(Eth0) is faulty
or the link is down between LP#1(EthO) - Ethernet Switch#1, the IPC channel is
exchanged to LP#1(Eth1) - Ethernet Switch#2 - RP#1(Eth1); 3) If the link is down, as
a result of a fault in Ethernet Switch#1, Ethernet Switch#2 serves as a backup; 4) If
there is a fault in RP#1(EthO) or if the link is down in RP#1(Eth0Q) - Ethernet
Switch#1, the IPC path switches to LP#1(Eth1) - Ethernet Swtich#2 - RP#1(Eth1),
LP#2(Eth1) - Ethernet Swtich#2 - RP#1(Eth1); 5) If an abnormal action arises while
RP#1 is operating in the active state, RP#2 which is in a warm-standby state, takes
over and goes into active state. In this situation, it connects with LP#1 and LP#2
using RP#2(EthO and Eth1).
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Fig. 3. Simple model of the proposed RIPCN

In the redundant operation shown in Fig. 3, it is extremely important to have a plan
to find the link failure. If the actual link status down cannot be properly determined,
the exchange of IPC path and MAC replacement information cannot occur properly.
In an active RP, the status of insertion or ejection for the switch fabric and line card
must be known. Then, the RP must periodically monitor the status of the condition
such as abnormal situations and link failure. End-to-End IPC communication between
the RP and LP must also be checked periodically. If there is no response within a set
time limit, the IPC route is changed.
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The software architecture of the proposed RIPCN is shown in Fig. 4. The sug-
gested IPC software architecture can be separated into two general types. First, there
is the Internal IPC (In_IPC) defined in this study. In order to deliver the latest RIB
from the RP to each LP, and to control the system from OAM, the In_IPC is used
mainly to ensure the reliable operation for the inside of system. Second, there is the
External IPC (Ex_IPC). For example, OSPF, RIP and BGP are used to communicate
with external systems. The Ex_IPC is responsible for communication external to the
router.

The function of the two types IPC must satisfy the following requirements. In the
case of In_IPC, the first requirement is a reliable communication because the TCP
guarantees reliable transmission. However, when the TCP is used through In_IPC, the
second requirement, to be further discussed in the next paragraph, cannot be satisfied.
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Fig. 4. Software architecture for RIPCN

The second requirement is Multicast. The In_IPC method is used to transmit the
latest RIB to LP. A RIB update, however, is not usually transmitted to just one LP but
to several LPs at the same time and the FIB used by the NP of each LP needs to be
refreshed. Therefore, the RP needs to be able to transmit to several destinations at one
time. Although each LP may deliver their individual RIB, this brings about several
declinations in performance. The most general type of Multicast to be used with the
current operating system is UDP. However, UDP fails to provide reliable transmis-
sion.

In order to provide the best performance, the In_IPC software must be designed to
meet the two requirements. In the case of Ex_IPC, the control plane is used in com-
munication outside the system. Here, the first requirement is a virtual port interface
for all of the ports in each line card. When a system outside of the router looks at the
router, it is recognized through the line card port only.



Design and Evaluation of Redundant IPC Network Adequate for an Edge Router 285

On the other hand, the routing protocol in RP does not know the location of the
IPC links at LP in the line card. Although it is possible to modify the source of the
routing protocol, that would not only be inflexible in the reuse of software, but also
be unsuitable for grafting of the open routing protocols. In order to solve such prob-
lems, all of the external interface ports must be made into virtual interface for the RP
interface to recognize.

The second requirement is a fragmentation and a reassembly. The proposed redun-
dant IPC network uses the Ethernet switch. Therefore, the maximum transmission
unit (MTU) of IPC is limited by 1500 Bytes. The composition of [IPC message format
has a significant effect on the performance for the application of IPC based on length
of the message and on a transmission interval time between messages. Fig. 5 shows
the format of IPC message between LPs and RPs, which is applied to the proposed
software architecture.

o[ofelofelo]elrlefe e a]a[s e[ e e[ ]s]3 ]33 ]3] ==

Daddr Saddr type S | dpont sport len undef Payload
Ethernat Header{(MAC address) IPC header

Field Description Field Description

Daddr  Destination address of Ethernet Dport Destination port

Saddr  Source address of Ethernet Sport Source port

Type Type of Ethernet packet Len Length of IPC header + payload

D Destination slot Undef Undefined

S Source slot Payload  Payload for IPC message

Fig. 5. The format of IPC message

It is a method that the design of In-IPC software uses the Layer 2 frame directly.
Only the MAC address of one between LP#1’s eth0 and LP#1’s ethl that will be
chosen one out of the operating methods for a redundant IPC communication. Inside
Layer 2, it has functions that can process not only the header of IPC but also the
header of Ethernet. Namely, the address based on the slot number of LP will be the
MAC address of LP to communicate RP via IPC channel.

In the case of Ex_IPC, the IPC header uses Layer 2 framing as well. As shown in
Fig. 4, the virtual ports interface defines as the virtual point-to-point device that has
no ARP table. Therefore, for the packet transmission using the virtual ports interface,
the MAC address of the destination port uses the value that already had been deter-
mined by each of interfaces. When an Ethernet packet is received, the virtual ports
interface in the RP determines the Slot Number and the Port Number using MAC
information that came from the interface. The line card verifies the source and type of
MAC address in the proxy device driver module of the NP ports, and transmits the
packet by the Router or RP to the other side Router through the corresponding line
card ports.
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4. Performance Analysis and Experiment

In this section, we evaluate the performance of RIPCN based on the reference [10].
We assume experimental conditions as follows. In Fig.3, when RP#1 is in the active
state, the IPC path of LP#1 is connected by LP#1(EthO) - Ethernet Switch#1 -
RP#1(EthO) and the IPC path of LP#2 is connected by LP#2(Eth(Q) - Ethernet
Switch#1 - RP#1(Eth0O) in the beginning. In this state, IPC server handler connect
LP#1(EthO) and LP#2(EthO) via Virtual Ports Interface. This connection is linked IPC
Client handler in LP via IPC Channel as shown Fig. 4. We consider some values of
parameters from the real system described in Table 1.

In IPC message format as shown in Figure 5, let the size of [IPC MAC address and
header is 24 bytes. To process IPC messages, the router can send them to all LPs with
MAC address using the proposed four schemes as described in reference [10]. In
order to reduce processing time on large amount of BGP (Border Gateway Protocol)
update messages [11, 12], we analyze the performance of the proposed RIPCN with
the multicast event-by-event scheme (Scheme 3) and with the multicast-multiplexing
scheme (Scheme 4) using BGP [11, 12]. From Lam’s and Bux’s results on mean
transmission rate of packet in CSMA/CD [9, 13], we evaluate the required time for
processing BGP update message.

Table 1. Parameter’s Value

Parameters Value
(' (Transmission rate) 68.5 Mbps
L (IPC channel backplane length) Im
Nip (Number of LPs) 6
N ( Number of route entries in BGP update message) 100000

In Scheme 3, the router generates one IPC message for every one route entry and
sends it. However, this IPC message is sent to all LPs at once by multicast addressing.
Therefore, the total number of IPC messages generates is K for one BGP message. In
the Scheme 4, IPC message which contains / route entries together are sent to all LPs
by multicast addressing. In this scheme, generated IPC messages for one BGP update
message are sent to all LPs at I_K /1 _I, where rK /1 —I is a minimum fixed integer
larger than K/I.

As the proposed RIPCN uses the Ethernet switch(as shown in Fig.3, Ethernet
Switch #1 or Ethernet Switch #2), the maximum length of data field becomes 1500
Bytes in an IPC frame. The experiment on the implemented system shows that when
the maximum size of data field is 1364 Bytes at the C Point as shown in Fig. 7 and
Table 2, the receive success rate arrives at maximum. From [10], the size of encapsu-
lated frame for BGP update message X; will be 1390bytes. For giving entry number

of root which is able to put with maximum in one frame of MAC a definition as K ,
X, or the length of BGP update frame, is indicated as following.
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Xy =Hpp v+ Hpp v+ Hyp + Hypyo +Tpye + KX Ly
1364 —19—-20—20}(5‘2
52

:19+20+20+22+4+{ 4.1)

= 1390 bytes

where , Hp,.: the length of BGP Header, H .., : the length of TCP Header,
H p- the length of IP Header, H wmac - the length of MAC Header,
FCS field in MAC Frame, L, : the value of root entry.

From the equations in the references [10, 13, 14] based on equation (4.1), the re-
quired time ¢ taken till N route entries are completely processed in a BGP update
message is as follows.

: the length of

Tvuc

N/K
t = 2 4.2)
BGP

where Ag:p is the maximum arrival rate on BGP message.

T ]

100 ] Throughput (kbps) Interval (us}

il d 1 0 i T

& LIRS
% wl ]
2t i
G ]
B Multicast event-by-event scheme . |
%m \"‘ |l
i
. Wulticast Multiplexing scheme
&%
E o2

'a [X] T4 o8 o5 A e ) - 2 %
Throughput rate/Transmission rate ! o e e
Packet Size

Fig. 6. Comparison between scheme 3 and Fig. 7. The experimental results of IPC
scheme 4 using experimental conditions message transmission between RP and LP

Based on equation (4.2), we can get the transfer characteristics from the compari-
son between Scheme 3 and Scheme 4 as shown Fig.6. As a result, the multicast and
multiplexing scheme has the better performance than the multicast and event-by-
event does. Therefore, IPC method in the proposed RIPCN is performed with the
multicast and multiplexing scheme. Multicast scheme with multiplexing has better
performance than that with event-by-event. The reason is that multicast scheme with
multiplexing generates small number of IPC messages.

Fig. 7 shows the experimental results of the throughput and interval time for mes-
sage transmission between the RP and LP in Fig. 3. According to a result of Fig. 7, an
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average value based on 100% of transmission rate for confidence is calculated as
Table 2.

Table 2. Three points at receive success rate 100% between RP and LP from Fig. 6.

Item A Point B Point C Point
Receive Success Rate 100 % 100 % 100 %
Throughputs (Mbps) 44.6 Mbps 60.5 Mbps 68.5 Mbps
IPC Message Length(bytes) 414 bytes 864 bytes 1364 bytes
Transmission Interval Time(us) 74.2 us 114.3 us 159.4 us

Table 3. Comparison between UDP/IP and proposed redundant IPC method

Type TCP/TP or UDP/IP Proposed IPC method
Transmission Bytes 1000 1500 1000 1500
Packet numbers 10000 10000 10000 10000
RTT(msec) 8189.35 10958.16 7578.29 10241.31

From Table 3, we know that the proposed RIPCN is faster an average 7% than
TCP/IP or UDP/IP in the Round Trip Time (RTT). The result of Table 2 is obtained
by using an application program to generate and transmit the test packet in LP to RP.
We can also confirm that the proposed RIPCN improved about 9.9% average capacity
of processing packet.

5. Conclusion and Future Works

The IPC methods and evaluation discussed in section 2, 3, and 4 are closely con-
nected with the whole system configuration. Currently, most NPs on the market sup-
port a PCI bus, so they can be separated in the architecture as explained above. How-
ever, if the interface between NP and RP, which the CSIX standard interface sug-
gested in the present NP forum, will be used is generalized, the comparison of the
architecture as stated above depends on the system implementation [15].

In this paper, we compared IPC methods used between LPs and RPs in developing
the 64Gbps capacities 10GE edge router based on Linux, and examined a redundant
IPC architecture for the possible smooth expansion to a 160Gbps capacity 10GE
backbone switch system. As a result, when the proposed RIPCN communications
structure is used instead of UDP/IP, the performance is improved by 7% and 9.9% in
processing time and the capacity of processing packet, respectively. When the length
of IPC message is 414, 864 and 1364 Byte, the capacity of processing packet im-
provement is 13.72%, 8.51% and 6.50%, respectively.

Because the redundant IPC architecture is dual paths using two Ethernet switches,
the architecture of software and hardware is a little complex. Nevertheless, if it is
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applied to the scalable router, it must facilitate system expansion. For future works,
the proposed RIPCN may be improved further, for example, the problem of the load
balance and synchronization between two CPs with various transmission rates of IPC
message and the problem of increasing parallel degree further.

Ethernet
%] Switch#i

10GE Edge Router
using the proposed SDIPCN

10 GE Line Card

Fig. 8. The photograph of 10GE Edge Router applied the proposed RIPCN
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Abstract. The ATM Forum recently introduced the Guaranteed Frame Rate
(GFR) service category. GFR service has been designed to support classical
best effort traffic such as TCP/IP. The GFR service not only guarantees a mini-
mum throughput, but also supports fair distribution of available bandwidth to
competing VCs. In this paper, we propose a new buffer management algorithm
based on leaky bucket to provide a minimum cell rate guarantee and improve
fairness. The proposed algorithm reduces complexity and the processing
overhead of the leaky bucket algorithm to allow its easy implementation in
hardware.

1 Introduction

Recently, ATM Forum proposed a new service category, Guaranteed Frame Rate, to
support non real time traffic such as the Internet. GFR must provide minimum
rate guarantees to VCs. The rate guarantee is provided at the frame level [1]. GFR
also guarantees the ability to share any excess capacity fairly among the GFR VCs.

R. Goyal, R. Jain, and S. Fahmy suggested that there are three basic components that
can be used by the ATM-GEFR service to provide the MCR guarantee [2]. The three
components are policing, buffer management and scheduling. Policing is used to map
the cell level guarantees to frame level guarantees. It uses a Frame-based Generic Cell
Rate Algorithm (F-GCRA) to conform the cell. Buffer management is used to manage
and keep track of the buffer occupancies of each VC. Scheduling determines how
frames are scheduled onto the next hop.

There are two main approaches in queuing strategy to provide the per-VC minimum
rate guarantee in GFR: FIFO and per-VC queuing [3,4]. FIFO queuing cannot isolate
packets from various VCs at the egress of the queue. As a result, in a FIFO queue,
packets are scheduled in the order in which they enter the buffer. Per-VC queuing
maintains a separate queue for each VC in a shared buffer. A scheduling mechanism

P. Dini et al. (Eds.): SAPIR 2004, LNCS 3126, pp. 291-300, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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can select between the queues at each scheduling time. However, scheduling adds the
cost of per-VC queuing and the service discipline. For a simple service like GFR and
UBR, this additional cost and implementation complexity may be undesirable [2].
Several approaches have been proposed to provide bandwidth guarantee to TCP
sources through FIFO queuing in ATM networks.

R. Guerin and J. Heinanen [3] proposed Double Early Packet Discard (Double-EPD)
algorithm using a single FIFO buffer and relying on frame tagging (GFR.2). The ATM
switch discards cells and frames when the occupancy of the buffer is above the thresh-
old level. Results with this technique give a not-so-good performance [5]. Double-EPD
neither provides MCR guarantees nor is fair in allocating available resources.

R. Goyal proposed Differential Fair Buffer Allocation (DFBA) using an FIFO queue,
dynamic threshold and probabilistic drop to provide approximate MCR guaranteed
buffer management by isolating buffer space in any VC with low bandwidth usage to
another VC that wants higher bandwidth [2]. The simulation in [2] shows that it can
provide MCR guarantee to GFR VCs, however, excessive bandwidth cannot be shared
in proportion to MCR.

In this paper, we proposed a new buffer management algorithm that improves fairness
and provides MCR guarantees. We demonstrate that the proposed algorithm gives high
fairness and is efficient to support the Quality of Service (QoS) of GFR service through
FIFO queuing discipline.

The organization of this paper is as follows: In section 2, the proposed algorithm is
described. The simulation model and results are discussed in section 3. Finally, sec-
tion 4 gives conclusions.

2 Proposed Buffer Management Algorithm

FIFO queuing discipline is easy to implement hardware and requires lower processing
overhead than perVC-scheduling. However, it is difficult to guarantee MCR and
provide fair resource allocation due to the bursty nature of TCP traffic. In particular,
the performance of TCP traffic can be significantly degraded by heterogeneous end-
to-end delays and maximum segment size (MSS).

For TCP traffic, throughput is inherently dependent on the round-trip-time (RTT) and
MSS of TCP connections.

For the same loss rate, TCP connections with a shorter RTT will achieve higher
throughput than those with a longer RTT. Similarly, TCP connections with a larger
MSS will achieve more throughput than those with a smaller MSS [2].

To solve aforementioned problems in service TCP traffic in a single FIFO queue, we
propose a leaky bucket based buffer management algorithm to provide minimum rate
guarantees to VC. The proposed algorithm modifies the leaky bucket algorithm for
simple and easy to implement hardware.

In the proposed method, each VC maintains the cell counter C;, which is the same as
the token of the leaky bucket. The proposed method is composed of two algorithms: a
counter update algorithm and a buffer acceptance algorithm. We describe those two
algorithms in detail in the following section.
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2.1. Counter Update Algorithm

In the original leaky bucket algorithm, one timer is associated with each VC. In a
switch that needs to support thousands of VCs, maintaining an explicit timer for each
VC would be a very complex solution and impossible to implement.

Instead of maintaining those timers, we proposed a simple solution. Each VC main-
tains two variables: cell counter C; and latest update time LT;. C; is an integer with a
bounded value; LT; is the time when C; is updated. When the first cell of a packet
arrives at time #,, the number of newly generated tokens during L7; - ¢, is calculated

by equation 1.
Tokeni = lfﬁi.g.@.:l).)l @

I

Where LTyk-1) is last update time when k-1 th packet is arrived. Token; is the cell
number that VC; can send from LTy(k-1) to t, by its fair share and T; is the cell interval

time of ¥C; and Lx] is largest integer that is less than x.
The cell interval time T; is defined as following.

1
T =
" rate, @
Where rate; is the cell transfer rate of ¥'C; and given by following equation:
N
Coon— ). MCR,
rate, = MCR, + - £ ’ ©)

Where MCR; is the minimum cell rate of i-th VC, Cggg is the available capacity for
GFR VCs in an output port and N is the number of VCs.

The cell counter C; is updated by equation 4 and decreased by 1 whenever a newly
incoming cell is accepted into the buffer.

C, = min(Token, + C,;, BL,) @
Where BL; is the capacity of the leaky-bucket. To support MBS(Maximum Burst

Size) of the GFR service contract[1], we setBL; to a multiple of MBS of VC,.
The latest update time LT; of ¥'C; is calculated by following equation:

LT (k) = Token, x T + LT,(k 1) ®)

Figure 1 illustrates token generation and L7; update procedure when the first cell of a
packet arrives at time #,
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LTf{k— ]) First cell of k—th packet arrives

at time t,
LT (k)

Fig.1 Last update time and token generation process

2.2. Packet Drop Policy

The proposed algorithm uses two global thresholds L, H as like as Double-EPD and
maintains three variables: cell counter C;, latest update time L7;, and cell inter-arrival
time T; for each VC.

Whenever the first cell of a newly incoming packet arrives into the buffer, the switch
updates the cell counter C; of ¥C; and calculates LT

When the current buffer occupancy QT is under the low threshold L, all arriving
packets are accepted. When QT is between L and H, if the cell counter of VC; is nega-
tive (less than zero) then the switch drops the incoming packet. Otherwise the packet
is accepted. When QT is greater than H, the switch discards all incoming packets.

The proposed buffer acceptance algorithm is described as follows:

Declaration:

C, : cell counter of i-th VC

LT, : last token generation time

T, : cell inter-arrival time of i-th VC

PS, : packet setting flag (1 = drop cell, 0 = accept

cell)

L : low threshold

H : high threshold

QT : total buffer occupancy

floor(x) : return value that largest integer is less
than x

When first cell of a new packet arrives:

Token = floor ((current_time - LT,)/ T,); /* generate
new tokens by the equation 1 */

C, = min(BL,, C, + Token); /* update cell counter */

LT, = LT, + Token* LT,; /* update last token genera-
tion time */
if(L < QT <= H AND C, < 0){

drop cell;

PS, = 1; /* drop subsequence cell */

else if (QT > H) /* drop all incoming packets */
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{
drop cell;
PS, = 1;
else{ /* accept all incoming packets /
accept cell;
} C, --; /* decrease cell counter by 1 */
When middle or last cell of a packet arrives:
if(PS, == 1)
drop cell;
else{
accept cell;
} C, --; /* decrease cell counter by 1 */

3  Simulation and Performance Evaluation

The major performance measures considered here are TCP goodput and fairness in-
dex.

Fairness is an important performance criterion in all resource allocation schemes.
Fairness is measured by the fairness index that is defined in equation 6 [6].

(Z::v %! f; )2 (6)
N (/£

x;, throughput, is measured at the destination ¥'C; and f; is the fair share of VC;.
The throughput is defined as the ratio of the total number of bytes that a destination
received in the simulation duration.

Jairness index =

51.84 Mbps 51.84 Mbps
5maec
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Fig. 2. Simulation model

3.1 Simulation Model

A simple network model as shown in figure 2 is used to illustrate the effect of the
proposed buffer management algorithm. It performs a simulation for TCP configura-
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tion with 5 IP/ATM edge routers that have 5 TCP sources. All traffic is unidirectional.
The TCP source implements the basic TCP window-based flow control protocol. This
includes slow starts, congestion avoidance, fast-retransmit, and fast-recovery [7-8].

A large, infinite file transfer application runs on top of the TCP layer for TCP
sources. All links are 51.84 Mbps. All simulation parameter settings are tabulated in
Table 1

Table 1. Simulation parameters.

Parameters Value
Default window size 65,535 bytes
Retransmission timer 100 msec
Maximum segment size 1,024 bytes
File size Infinite (o)
Buffer size 2,000 cells
High threshold (H) 1,600 cells
Low threshold (L) 1,000 cells

3.2 Effect of MCR Allocation

To evaluate the effect of the sum of MCRs to the GFR capacity, we set the sum of
MCRs to 20 Mbps, 30 Mbps, and 40 Mbps.

First, we set the MCR of VCs to 2, 3, 4, 5, and 6 Mbps so the sum of MCRs is 20
Mbps.

Aggregated TCP goodput of VCs is given in figure 3. In the case of Double-EPD,
VCs that have large MCR achieve lower TCP goodput than their fair share whereas
VCs that have small MCR achieve higher TCP goodput than their ideal goodput. In
the case of DFBA and the proposed algorithm, aggregated TCP goodput of each VC
is close to its ideal goodput. Table 2 shows the total throughput and fairness index.
The proposed scheme slightly improves the fairness index from Double-EPD and
DFBA as well as providing better total goodput than others.

Aggregated TCP goodput
g L ~+—Froposed 5 Ideal goodput |
§- 148407 b —h— Double-EPD —&- DFBA
8

126407

1.0E+0T

BOEHIS |

B.0E+06 |

4.0E=06

VCi2M VC203M) MC3AM) VCAEM) WCEIBM)
GFR VC

> MCR

Fig. 3. Aggregated TCP goodput ( =20 Mbps).
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Table 2. Performance comparisons when the sum of MCRs is 20 Mbps.

Double-EPD DFBA Proposed
_Fairness index 0.9882 0.9907 ) 0.9994
Total goodput 46.71 Mbps 46.76 Mbps 46.85 Mbps

Figure 4 and table 3 show simulation results when the sum of MCRs is 30Mbps. We
set the MCRs of VCs to 2, 4, 6, 8, 10 Mbps. Double-EPD has lower fairness index
than those of 20 Mbps. In the case of the proposed algorithm and DFBA, they present
a good fairness index, more than 0.99.

Apgregated TCP goodput
Z
§ 20E+07 —4—Proposed =~ deal throughput
18607 -
é ~d- Double—EPD 8- DFBA
1BESDT
8
=]

1AE+0T F
12607 £
1.0E+07
B.0E+06 |

H.0E+06 |

SEen

405406

20EHIE |

0. 0E+00

VCT(EM) VC2(4M) VC3(EM) VCAEM) VCS10M)

GFRVC

Fig. 4. Aggregated TCP goodput (ZMCR = 30 Mbps).

Table 3. Performance comparisons when the sum of MCRs is 30 Mbps.

Double-EPD DFBA Proposed
Fairness index 0.9702 0.9950 0.9958
Total goodput 46.87 Mbps 46.79 Mbps 46.87 Mbps

Figure 5 and table 4 show simulation results when the sum of MCRs is 40Mbps. We
set the MCRs of VCs to 2, 5, 8, 11, 14 Mbps. Performance of Double-EPD and
DFBA with 40Mbps MCR allocation achieve a lower fairness index than the when
the sum of MCRs is 20Mbps and 30Mbps. In DFBA and Double-EPD, VCs with
lower MCR allocation receive more goodput than their ideal goodput, whereas those
with higher MCR allocation receive lower goodput than their ideal goodput.

3.3. Effect of Round Trip Time

It is known that the TCP connection with a long RTT receives less throughput and
experiences unfairness [2, 9]. To investigate the effect of different round trip times,
we use the simulation model that is illustrated in figure 6. In figure 6, we separate six
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Fig. 5. Aggregated TCP goodput (ZMCR = 40 Mbps).

Table 4 Performance comparisons when the sum of MCRs is 40 Mbps.

| Double-EPD |  DFBA Proposed
| Faimessindex | 08770 | 09164 |  0.9977
Total goodput 46.85Mbps |  46.72 Mbps 46.79 Mbps

VCs into two groups. The first group is VC1 ~ 3, which is assigned a transmission
delay of 11 msec and the second group is VC4 ~ 6, which is assigned a transmission
delay of 21 msec.

We set the MCR of VCs to 2, 6, 10, 2, 6, 10 Mbps and other simulation parameters
are the same as section 3.2.

51.84 Mbps 41.84 Mops
0.5 msae

0.5 msen

51.84 Mnopsz 51,84 Mbns 5184 Mups
5.5 msac 10 msan 6.5 misue

Fig. 6. The simulation model with different delay.

Figure 7 shows the throughput of VC with different transmission delays. In cases
of Double-EPD and DFBA, VC4 ~ 6 with larger transmission delays obtain lower
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goodput than their ideal throughput, whereas VC1 ~ 3, with smaller transmission
delays, obtain much higher throughput than their fair share. Some of VCs receive
lower throughput than their MCR. Simulation results with the proposed scheme
reveals a small influence of the transmission delay in the VC throughput. There-
fore, all VCs can achieve TCP goodput close to their ideal goodput.

Table 5 shows the total goodput and fairness index of Double-EPD, DFBA, and
the proposed scheme in different transmission delays. The proposed scheme im-
proves the fairness index when compared to Double-EPD and DFBA for 16.77%
and 12.39%, respectively.

TCP good put Aggregated TCP good put
(bps)
1.50E407 [ ———ldeal Goodput
1. 30E0T = & = Proposed (11msec)

- & = Double-EPD {11msec)
1.10B+07 |
= ¥ = DFBA {11msec)

9.00e+0G | —— Froposed (2 Imsec)

7.00E+06 ~tr=Double-EPD (2 1msec)

—=+—DFEA {21msec}

5.00E+406 [

3.00E+06 f

1.00E+06

b0} &M ™ mer

Fig. 7. TCP goodput with different RTT.

Table 5. Performance comparisons, in case of different transmission delay.

Double-EPD DFBA Proposed
Fairness index 0.8283 0.8721 0.9960
Total goodput 46.25 Mbps 46.03 Mbps 46.47 Mbps

4 Conclusion

The Guaranteed Frame Rate has been designed to provide Internet traffic through
ATM networks. In this paper, we proposed a leaky-bucket based buffer management
algorithm to support the requirements of the GFR service category. We perform
simulations in various environments to investigate performance of the proposed algo-
rithm.

From the simulation results, the proposed algorithm provides high fairness and guar-
antees MCR as well as reduces the effect of RTT of TCP connections.
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Abstract. We study end-to-end Quality of Service (QoS) support in a mobile
ad-hoc network connected to a fixed IP network that uses Differentiated Ser-
vices. We propose FA-SWAN (Fast Admission-Stateless Wireless Ad-Hoc
Networks), a modified version of the SWAN scheme. SWAN uses local rate
control for best-effort traffic and sender-based admission control for real-time
traffic. Best-effort flows are delayed by a best-effort traffic shaper and real-
time traffic that has not yet been admitted has to wait until the admission con-
trol process has finished. On the contrary, FA-SWAN allows real-time packets
to be sent the before the admission control decision. Extensive simulation re-
sults show the performance of FA-SWAN with VBR VoIP (Voice over IP)
connections, using CBR as background traffic. Moreover, we have evaluated
FA-SWAN with an increasing CBR traffic load.

1 Introduction

The integration of mobile ad-hoc networks and the Internet has received a growing in-
terest in the last few years. In this paper we investigate QoS provisioning when ad-
hoc networks are used to provide connectivity to the Internet.

Ad-hoc wireless networks are generally mobile networks, with a dynamic topol-
ogy, where the nodes are connected through radio links and they configure themselves
on-the-fly without the intervention of a system administrator. In an ad-hoc network it
is possible that two nodes communicate even when they are outside of their radio
ranges because the intermediate nodes can function as routers, forwarding data pack-
ets from the source to the destination node.

Providing QoS in mobile ad-hoc networks is a big challenge considering the band-
width constraint and dynamic topology of this kind of networks. Some authors have
presented several proposals to support QoS in wireless ad-hoc networks including
QoS MAC protocols [1], QoS routing protocols [2] and resource reservation protocols
[3]. Moreover, a flexible QoS model for mobile ad-hoc networks (FQMM) is pro-
posed in [4].

The research of ad-hoc networks has been primarily focused on isolated stand-
alone networks (e.g. when terminals are used for disaster relief operations where there
is no network infrastructure available). However, this type of networks is restricted to
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certain environments and more recently the attention has turned towards scenarios
where ad-hoc networks interoperate with external IP networks.

Our objective is to study the interworking between a mobile ad-hoc network and
the Internet. A scenario where an ad-hoc network is connected via a single gateway to
a fixed IP network has been chosen. Moreover, to provide QoS and differentiate ser-
vice levels between applications, the fixed IP network supports the Differentiated
Services (DiffServ) [5] architecture. We consider a single DS (Differentiated Ser-
vices)-Domain [5] covering the whole network between the wired corresponding
hosts and the gateway. The ad-hoc network incorporates the SWAN [11] model to
provide QoS. The authors in [12] study the behavior of CBR voice traffic in an ad-hoc
network that uses the SWAN QoS model but voice transmission of VBR real-time
traffic has not yet been analyzed. There are also some works related to voice trans-
mission in IEEE 802.11, but only very few in the ad-hoc mode [6]. To our knowledge,
there has been little or no prior work on analyzing the voice transmission capacity be-
tween an ad-hoc network and a fixed IP network providing end-to-end QosS.

The paper is structured as follows: Section 2 describes related work about how to
support QoS in mobile ad-hoc networks modifying the DiffServ model or introducing
the SWAN model. Section 3 reviews some QoS requirements for real-time VoIP traf-
fic. Section 4 presents the FA-SWAN scheme. Section 5 presents the QoS architec-
ture that provides service differentiation to mobile hosts in a wireless ad-hoc network
and shows our simulation results. Finally, Section 6 concludes this paper.

2 QoS in Mobile Ad-Hoc Networks

2.1 The DiffServ Model Applied to Ad-Hoc Networks

In a mobile environment it is difficult to provide a certain QoS because the network
topology changes dynamically and in wireless networks the packet loss rates are
much higher and more variable than in wired networks [7]. However, there has been
some research trying to adapt DiffServ [5] (originally designed for wired high speed
networks) to mobile wireless ad-hoc networks. Some problems have been found:
e Every node should be able to act as an ingress node (when it sends data as source node)
and to act as core router (when it forwards packets from others as intermediate node) [8].
These functioning modes have a heavy storage cost.

o The SLA (Service Level Agreement) which specifies a service profile for aggregated
flows, does not exist in mobile ad-hoc networks and it is complicated to establish traffic rules
between mobile nodes in such kind of networks.

Some authors [9] have adapted the DiffServ model for mobile ad-hoc networks by
modifying the interface queues between the Link Layer and the MAC, setting two dif-
ferent scheduling disciplines (priority and round-robin scheduling) and distinguishing
between two different classes of traffic. The model achieved is not exactly DiffServ
because this architecture has been explicitly designed for wired networks and it can-
not be strictly applicable to wireless networks because of its complexity; however, the
results shown are quite satisfactory and a certain degree of service differentiation is
maintained.
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Nevertheless, when DiffServ is compared with the SWAN model in an isolated ad-
hoc network, SWAN clearly outperforms DiffServ in terms of throughput and delay
requirements [10]. For this reason, some attention must be given to the SWAN
Model.

2.2 SWAN

SWAN (Stateless Wireless Ad-Hoc Networks) [11] is a stateless network model that
has been specifically designed to provide service differentiation in wireless ad-hoc
networks employing a best-effort distributed wireless MAC. It distinguishes between
two traffic classes: real-time UDP traffic and best-effort UDP and TCP traffic.

A classifier [12] differentiates between real-time and best-effort traffic; then a
leaky-bucket traffic shaper delays best-effort packets at a rate previously calculated,
applying an AIMD (Additive Increase Multiplicative Decrease) rate control algo-
rithm. Every node measures the per-hop MAC delays locally and this information is
used as feedback to the rate controller. Rate control restricts the bandwidth for best-
effort traffic so that real-time applications can use the required bandwidth. On the
other hand the bandwidth not used by real-time applications can be efficiently used by
best-effort traffic. The total best-effort and real-time traffic transported over a local
shared channel is limited below a certain ‘threshold rate’ to avoid excessive delays.

Moreover, SWAN uses sender-based admission control for real-time UDP traffic
[12]. The rate measurements from aggregated real-time traffic at each node are em-
ployed as feedback. This mechanism sends an end-to-end request/response probe to
estimate the local bandwidth availability and then determine whether a new real-time
session should be admitted or not. The source node is responsible for sending a prob-
ing request packet toward the destination node. This request is a UDP packet contain-
ing a “bottleneck bandwidth” field. All intermediate nodes between the source and
destination must process this packet, check their bandwidth availability and update
the bottleneck bandwidth field in the case that their own bandwidth is less than the
current value in the field. The available bandwidth can be calculated as the difference
between an admission threshold and the current rate of real-time traffic. The admis-
sion threshold is set below the maximum available resources to enable that real-time
and best-effort traffic are able to share the channel efficiently. Finally, the destination
node receives the packet and returns a probing response packet with a copy of the bot-
tleneck bandwidth found along the path back to the source. When the source receives
the probing response it compares the end-to-end bandwidth availability and the band-
width requirement and decides whether to admit a real-time flow accordingly. If the
flow is admitted the real-time packets are marked as RT (real-time packets) and they
bypass the shaper mechanism at the intermediate nodes and are thus not regulated.

The traffic load conditions and network topology change dynamically so that real-
time sessions might not be able to maintain the bandwidth and delay bound require-
ments and they must be rejected or readmitted. For this reason it is said that SWAN
offers soft QoS.

Intermediate nodes do not keep any per-flow information and thus avoid complex
signaling and state control mechanisms making the system more simple and scalable.
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3 Voice Transmission Characteristics

VoIP is susceptible to delay, jitter and traffic loss. For this reason the evaluation has
been done according to these metrics:
¢ Delay can be measured as end-to-end delay and it represents the time taken
end-to-end in the network. The ITU-T (International Telecommunication Union)
recommends in standard G.114 that the end-to-end delay should be kept lower than
150 ms to maintain an acceptable conversation quality [13].
e  VolIP jitter is the variation in delay over time from end-to-end. It can be de-
fined as a function of the delay differences between consecutive packets over time.
The voice call quality can be seriously degraded if this parameter is too large
¢ Packet loss along the data path can severely degrade the voice application too.

4 FA-SWAN (Fast Admission-SWAN)

Real-time VoIP traffic has some special QoS requirements such as bounded end-to-
end delay, low delay jitter and limited loss rate. IEEE 802.11 MAC DCF (Distributed
Co-ordination Function) is not sufficient to satisfy these requirements and other solu-
tions must be found and analyzed. Instead of introducing MAC level traffic differen-
tiation, we have considered improving the SWAN model in the ad-hoc network.

We have modified SWAN, creating a new version that is named FA-SWAN (Fast
Admission-SWAN). In this algorithm real-time packets are sent during the admission
control process. If there is enough bandwidth available we prevent using this model
that the first VoIP packets of a flow have to wait in the buffer unnecessarily the result
of the admission control process and the VolP applications can function sooner prop-
erly.

5 Simulations

5.1 Scenario 1

The simulator used in this work is ns-2 [14]. The objective is to study the interwork-
ing between a mobile ad-hoc network and a fixed IP network, that uses DiffServ. A
scenario where an ad-hoc network is connected via a single gateway to a fixed IP
network has been chosen. The Internet draft “Global Connectivity for IPv6 Mobile Ad
Hoc Networks™ [15] describes how to provide Internet access to mobile ad hoc net-
works modifying the Ad Hoc On-demand Distance Vector (AODV) [16] routing pro-
tocol. The system framework is shown in Fig. 1.

We consider a single DS-Domain covering the whole network between the wired
corresponding hosts and the gateway. The ad-hoc network supports QoS, too. There-
fore we have run simulations where SWAN has been selected to provide QoS. The
chosen scenario consists of 20 mobile nodes, 1 gateway, 3 routers and 3 fixed hosts.
The mobile nodes are distributed in a square region of 500m by 500m. The gateway is
placed close to the center of the area with x, y coordinates (200,200). Simulation runs
last for 200 seconds.
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Fig. 1. Simulation framework.

All mobile hosts use IEEE 802.11b. The simulations use the Random Waypoint
model. Each node selects a random destination within the area and moves toward it at
a velocity uniformly distributed between O and 3 m/s. Upon reaching the destination
the node pauses a fixed time period of 20 seconds, selects another destination and re-
peats the process.

In our scenario we assume that two traffic classes are transmitted: Best-effort CBR
traffic and real-time VBR VolIP traffic. The mobile nodes communicate with one of
the three fixed hosts located in the Internet through the gateway. Therefore the desti-
nation of all the CBR and VBR VolIP traffic is one of the three hosts in the wired net-
work and some nodes in the ad-hoc network will act as intermediate nodes or routers
forwarding the packets from other nodes. In order to represent best-effort background
traffic, 13 of the 20 mobile nodes were selected to act as CBR sources (each node es-
tablishes two CBR connections) and one node is selected to send VBR VolIP traffic.
To avoid synchronization problems due to deterministic start time, background traffic
is generated with CBR traffic sources whose starting time is chosen from a uniform
random distribution in the range [15s,20s] for the first source, [20s,25s] for the second
one and so on up to [140s,145s] for the last one. They have a rate of 32Kbps with a
packet size of 80 bytes.

The VBR mode is used for VolP traffic. We employ a silence suppression tech-
nique in voice codecs so that no packets are generated in silence period. The VoIP
traffic is modeled as an on/off source with exponentially distributed on and off peri-
ods 0of 312.5 ms and 325 ms average each. Packets are generated during on periods at
a constant bit rate of 50.536 Kbps and no packets are sent during off periods. One
VolIP connection is activated at a starting time chosen from a uniform distribution in
the range [10s,15s]. Packets have a constant size of 128 bytes.

In our setting the fixed Internet network uses DiffServ as QoS mechanism. The
edge router functions are presented in Fig. 2. Incoming packets are classified and
marked with a DSCP (Differentiated Services Code Point). The recommended DSCP
values for EF (Expedited Forwarding) ‘46’ and for BE (Best Effort) ‘0’ are used.
Shaping of EF (VoIP) and BE (CBR) traffic is done in two different drop tail queues
of size 30 and 100 packets respectively. The EF and BE aggregates are policed with a
token bucket meter with CBS (Committed Burst Size) = 1000 bytes and CIR (Com-
mitted Information Rate) = 100 Kbit/s and with CBS = 1000 bytes and CIR = 200
Kbit/s respectively. Some bursts are tolerated but the traffic that exceeds the profile is
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marked with a different codepoint and then it is dropped. Token Bucket policer code
point 46 is policed to code point 51 and Token policer code point O is policed to code
point 50. Accepted packets are served using a round robin scheduler.

The architecture of the core router is composed of one queue for each class of traf-
fic. Packets are scheduled using a round robin discipline.

i
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Fig. 2. Edge router functions.

We have 80 run simulations to assess the end-to-end delay, jitter and packet loss
for VolIP traffic. We have evaluated and compared the performance of the already ex-
plained scenario in three cases: When there is not any service differentiation mecha-
nism in the ad-hoc network and the IEEE 802.11 DCF protocol is used (original sys-
tem), when the SWAN model has been applied in the ad-hoc network (SWAN) and
when the FA-SWAN model has been introduced in the ad-hoc network (FA-SWAN).

Fig. 3 shows the average end-to-end delay for VoIP traffic in all systems. The aver-
age end-to-end delay is unacceptable for the original system (IEEE 802.11 DCF) be-
cause there is no service differentiation when the background traffic increases and the
impact of this kind of traffic on the VoIP performance is enormous: users lose the
necessary interactivity. On the other hand, using the SWAN and the FA-SWAN mod-
els, the end-to-end delays remain around 23 ms so that they are always kept under 150
ms [13] and the VoIP quality is maintained. VoIP traffic is effectively controlled and
it is not sensitive to the best-effort traffic. In SWAN, VolIP packets have to wait in
their buffers until the admission control process is finished. Therefore, the delays are
measured with respect to a later time reference. FA-SWAN will work better than
SWAN in a network where the bandwidth availability is not a problem.

Fig. 4 shows the average MAC delays for VoIP traffic with a growing number of
CBR flows. We can see that the average MAC delay increases in the original system
from 4 to 23 ms when the number of CBR sources increases from 8 to 26. In contrast,
the average delay of the real-time traffic remains around 1.5-2 ms applying the
SWAN or the FA-SWAN models. Thus, we observe that with the SWAN and FA-
SWAN models the real-time flow experiences low and stable MAC delays for an in-
creasing number of CBR sources by controlling the best-effort traffic rate.

The jitter for VoIP traffic is illustrated in Fig. 5. In the original system jitter in-
creases slowly from O to around 24 ms. The FA-SWAN and the SWAN model show
the bests results and the jitter is practically negligible with delays around 2-3 ms.

Fig. 6 shows the number of lost packets at the ingress edge router for VolIP traffic.
In the original system the number of lost packets increases slowly and afterwards it is
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maintained around 0.07%. The reason is that in the original system the packets are
dropped progressively from second 40 until the end of the simulation because when
the number of CBR flows is increased the nodes with VolIP traffic have to wait more
time to access the medium and when they finally achieve it their buffers are full and
they send bursts of VoIP traffic so that many VoIP packets are dropped at the ingress
edge router. In SWAN and FA-SWAN there are packet losses when the sources start
sending traffic because of congestion and node mobility but afterwards due to VoIP
prioritization over best-effort traffic the nodes with VolIP traffic can access the me-
dium easily and this favours that not so many amount of VoIP packets are accumu-
lated in the buffers waiting for medium access so that the number of bursts is reduced.
Hence the percentage of lost packets is high when the VolP traffic sources start send-
ing traffic (the number of lost packets at the ingress edge router is high in comparison
with the number of sent packets that have arrived there) and low afterwards (the num-
ber of lost packets at the ingress edge router is low in comparison with the number of
sent packets that have arrived there).
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Fig. 4. Average MAC delay for VolP traffic.

Besides, the number of lost packets for VoIP traffic in the ad hoc network is less
than 0.1%.
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5.2 Scenario 2

Now we study the impact of best-effort traffic load on the VoIP connections. There-
fore we consider the same basic scenario, but we vary the following simulation pa-
rameters: The number of CBR sources is 13 and their starting times are chosen from a
uniform random distribution in the range [15s,20s] for the first source, [20s,25s] for
the second one and so on up to [75s,80s] for the last one. We assume that the ITU
G711 a-Law codec is used for the voice calls. The VoIP traffic is modelled as an
on/off source with exponentially distributed on and off periods of 1.004 s and 1.587 s
average each and two frames (10 ms audio sample each frame) are carried in each
packet (80 + 80 bytes payload). Frames are generated during the on period every 10
ms with size 80 bytes and without any compression. VoIP is established over real-
time transport protocol (RTP), which uses UDP/IP between RTP and link layer proto-
cols. We have run 40 simulations with the FA-SWAN model.

Fig. 7 and Fig. 8 show the average end-to-end delays for VoIP traffic with four and
thirteen VoIP connections respectively. Simulations were run in a system with no
best-effort traffic load and with best-effort traffic loads of 32 Kbit/s and 48 Kbit/s per
node. We can appreciate that best-effort traffic has no significant impact on VolP
connections under heavy VolP traffic loads because the system is not so much con-
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gested (Fig. 7). Under heavy VolIP load (Fig. 8) congestion increases and thus VoIP
flows undergo larger delays. When the number of VoIP connections is 13 the end-to-
end delays with best-effort traffic load of 48 Kbps is almost 6 times larger than with
no best-effort traffic load. Therefore, we conclude that the best-effort traffic rates
have more impact on the end-to-end delay if the number of VoIP connections in in-
creased. Although FA-SWAN prioritizes VoIP flows by delaying the access of CBR
packets to the MAC layer, real-time flows are not prioritized over CBR flows at the
MAC layer itself. All the flows that belong to different traffic classes share the same
MAC buffers and there is no scheduling discipline established that favours real-time
flows. For this reason, in a congested system a large amount of background traffic
does affect VoIP flows and the differentiation effect is reduced. Nevertheless, in all
cases the end-to-end delays are maintained well below 150 ms [13].
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Fig. 7. Average end-to-end delay for VoIP traffic with 4 VoIP connections.
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6 Conclusions

We have compared the performance of FA-SWAN with the SWAN model and the
original system in terms of QoS parameters for service differentiation between real-
time VBR VolP traffic and best-effort CBR traffic. Extensive simulations in scenarios
where an ad-hoc network is connected to a DiffServ IP wired network show that FA-
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SWAN scheme provides low VoIP end-to-end delays, jitter and packet loss for VBR
VoIP flows fulfilling the ITU-T VoIP recommendations from the very beginning of
the flow establishment. Simulations under heavier VoIP traffic load show the impact
of CBR background traffic on the VoIP connections.
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